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Preface

This redbook provides system administrators, developers, and architects with the
knowledge needed to implement WebSphere Application Server V4.0, Advanced
Edition runtime environment, to package and deploy Web applications, and to
perform ongoing management of the WebSphere environment.

Part 1 of the redbook introduces WebSphere Application Server V4.0 and J2EE
enterprise applications.

Part 2 looks inside WebSphere V4.0 at architecture and topology alternatives,
Web services, and J2EE security.

Part 3 explains how to plan your WebSphere V4.0 installation. It steps you
through the installation process on Windows, AlX, Solaris, and Linux platforms
for commonly used topologies.

Part 4 guides you through WebSphere administrative console configuration
tasks. It also provides examples of how to package and deploy your J2EE
enterprise applications.

Part 5 covers other administrative tasks, including using administrative tools,
monitoring and tuning your environment, command-line administration,
troubleshooting, and migration.

The team that wrote this redbook

This redbook was produced by a team of specialists from around the world
working at the International Technical Support Organization, Raleigh Center.
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Part 1

Getting started

In this part we introduce WebSphere Application Server V4.0 and J2EE
enterprise applications.
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Introduction to WebSphere
Application Server V4.0

The release of IBM WebSphere Application Server V4.0 represents a move to a
single application server family that scales seamlessly. Businesses can respond
to changing markets without migrating to a different technology base or replacing
existing technology investments. With WebSphere Application Server V4.0, you
can move applications to more capable platforms, or simply add to your existing
infrastructure.

WebSphere Application Server V4.0 is leading the way in support for industry
open standards. WebSphere Application Server V4.0 provides full Java 2
Platform, Enterprise Edition (J2EE) compliance with a rich set of enterprise Java
open standards implementations. It also provides built in support for the key Web
services open standards, making it production-ready for the deployment of
enterprise Web services solutions.

In this redbook we provide a detailed exploration of the WebSphere Application
Server V4.0, Advanced Edition (AE) runtime environment. We will not address
the developer (AEd), single server (AEs), or Enterprise Extensions (EE)
configurations of WebSphere Application Server V4.0. Readers interested in
WebSphere V4.0 application development may also want to look at the
WebSphere Version 4 Application Development Handbook, SG24-6134.
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1.1 IBM WebSphere software platform for e-business

The IBM WebSphere software platform for e-business is a comprehensive set of
integrated e-business solutions. It is based on industry standards that make it
flexible and pluggable, which can enable you to adapt as markets shift and
business goals change. Building on this robust platform, you can integrate
diverse IT environments to maximize existing investments. You can deliver core
business applications to the Web, and scale these applications to meet changing
needs and increasing demand.

For more information about the full line of WebSphere software platform products
and solutions, visit:

http://www.ibm.com/websphere

Customer and IBM Business
Partner applications

( Application accelerators j
Development Presentation Deployment Integration
[ Foundation extensions )
1T 11 11
Web application serving and integration

K( Foundation ) /

Figure 1-1 IBM WebSphere software platform for e-business

1.1.1 Foundation

4

The WebSphere software platform for e-business starts with a foundation formed
from Web application serving and integration.

WebSphere Application Servers

WebSphere Application Server V4.0 allows you to quickly, reliably and flexibly
Web-enable your business. It provides the core software to deploy, integrate and
manage your e-business applications.
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WebSphere Application Server supports custom-built applications, based on
integrated WebSphere software platform products, or on other third-party
products. Such applications can range from dynamic Web presentations to
sophisticated transaction processing systems.

MQSeries

MQSeries middleware provides reliable and asynchronous messaging for more
than 35 platforms. It lets diverse applications communicate securely and reliably
between a range of platforms, so you can reuse and expand upon your existing
business logic.

1.1.2 Foundation Extensions

WebSphere Foundation Extensions can help you reach new channels and
improve access to your Web applications. They also include Web content
management tools to help keep all your Internet-based information current.

Presentation
WebSphere Everyplace Suite

» Extends your e-business applications across new communication channels
» Delivers existing content to new devices

» Adds support for new technologies as they are developed

WebSphere Portal Server

» Builds your own custom portal Web site that serves the needs of employees,
business partners, and customers

» Your users can sign on to the portal and receive a personalized Web page
with access to the information and Web applications they need

WebSphere Personalization Server

» Builds a Web site, intranet, or extranet that delivers Web pages customized
for each site visitor

WebSphere Transcoding Publisher

» Bridges data across multiple formats, markup languages, and devices

» Adapts, reformats, and filters content to make it suitable for pervasive
computing

» Gives companies better access to customers, business partners, and mobile
employees on various devices

Chapter 1. Introduction to WebSphere Application Server V4.0 5



WebSphere Voice Server
» Quickly develops and deploys voice-enabled e-business solutions

» Expands the use of Web applications to customer who only have phone
access

Deployment

Other Foundation Extensions can dramatically improve your ability to handle
high volumes of traffic for your Web site, while providing high availability and fast
response times.

WebSphere Site Analyzer provides analysis for:

» Enterprise Web site visitor trends, usage, and content

» WebSphere Commerce Suite reporting

WebSphere Edge Server provides an integrated solution for:

» Local- and wide-area load balancing

» Content-based quality of service routing

» Web content filtering and caching for multi-vendor Web server environment

1.2 WebSphere Application Server V4.0 packaging
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The introduction of WebSphere Application Server V4.0 represents a move to a
single code base that is supported by virtually all major platforms. The flexible
and scalable configurations available with this version allow you to respond to
the changing marketplace, without migrating to a different technology base.
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/\ [ WebSphere Application Server for z/0S ]

WebSphere Application Server, Enterprise Edition

WebSphere Application Server, Advanced Edition

» Single server configuration option

» Development-only configuration option

Deployment qualities of service

Programming model qualities of service

J2EE and Web services
| ~

Figure 1-2 IBM WebSphere Application Server V4.0 Editions

With WebSphere Application Server V4.0, Advanced Edition three different
configurations are available:

» The full configuration (AE) provides application server functionality with
strong integration to databases, message-oriented middleware, and legacy
systems and applications, along with clustering support. This configuration
appeals to businesses that need to build highly transactional, manageable,
available, and scalable applications that offer distributed security and remote
administration.

» The Single Server configuration (AEs) provides application server
functionality within a single runtime process. This configuration appeals to
businesses that need to build stand-alone or departmental applications that
are transaction- or message-oriented, and that don't require failure bypass,
workload management, or remote administration.

» The Developer license (AEd) provides application server functionality to
developers who need an easy-to-use environment for building and testing
e-business applications. It appeals to developers who are looking for a
friendly and powerful unit testing environment, especially one that is
seamlessly integrated with IBM's tooling.
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WebSphere Application Server V4.0, Enterprise Extensions (EE) extends
WebSphere Application Server V4.0, Advanced Edition. It includes IBM TXSeries
technology to meet the most sophisticated needs of rapidly evolving, highly
distributed e-business infrastructures. WebSphere Application Server V4.0,
Enterprise Extensions extends the Java programming model and provides
additional qualities of service.

WebSphere Application Server V4.0 for IBM z/OS and IBM OS/390 fully exploits
the IBM zSeries and IBM S/390 architecture to achieve superior levels of
scalability, performance, security, and availability. Running WebSphere
Application Server V4.0 on the z/OS platform provides the same enterprise
services as that offered on distributed platforms with premier qualities of service.
WebSphere Application Server V4.0 for z/OS and OS/390 exploits the workload
manager that supports LPAR clustering technologies and is fully IBM Parallel
Sysplex technology-enabled.

1.3 WebSphere V4.0 Advanced Edition features

8

The WebSphere Application Server V4.0, Advanced Edition provides the
following major functionality:

» Full Java 2 Enterprise Edition (J2EE) platform certification.

» Tools for developing active Web sites through the use of Java servlets and
JavaServer Pages (JSP). This functionality is available in all versions of the
Advanced Edition.

» Tight integration with tools for developing and deploying enterprise beans
written to the EJB specification. Enterprise beans can act as a bridge
between your Web site and your non-Web computer systems.

» A set of application programming interfaces (APIs) for generating, validating,
parsing, and presenting extensible markup language (XML) documents. This
functionality is available in all versions of the Advanced Edition.

» Integrated support for key Web services open standards, which is
production-ready for the deployment of enterprise Web service solutions for
interoperability and business-to-business applications.

» A graphical user interface (GUI), the WebSphere Administrative Console, for
administering the components of the Advanced Edition environment.

» Unparalleled connectivity provided by a preview implementation of Java 2
Connectivity (J2C).
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1.3.1 WebSphere V4.0 Advanced Edition environment

Figure 1-3 shows the components that make up the WebSphere Application
Server V4.0, Advanced Edition.

HTTP-Based \
Client II

HTTP

Administration
Interface

R
=

_

I:J =

Appl|cat|on

.~ Java

LT

RMI/IIOP

Data Source

Other
Products

Figure 1-3 Components of the WebSphere Application Server V4.0, Advanced Edition

They can be combined to create a powerful, Java-centered, three-tiered system

that puts heavy emphasis on a customer’s Web site. Each part of WebSphere
V4.0 Advanced Edition is explained as follows.

Administration server
The administration server and the administrative interface enable application

servers and processes to be monitored and controlled centrally.

Browser-based clients

Clients of applications that run on the WebSphere V4.0 generally run in
Java-enabled browsers. They send and receive information from a Web server by

using HTTP. Browser-based clients can include applets and JavaServer Pages

(JSP).

Chapter 1. Introduction to WebSphere Application Server V4.0
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Web servers

Except for stand-alone Java applets, which are restricted by built-in Java
security, browser-based client applications require that a Web server be installed
on at least one machine in your WebSphere Application Server environment. The
Web server provides the communications link between browser-based
applications and the other components of WebSphere Application Server.

WebSphere Application Server supports many of the most widely used Web
servers. The IBM HTTP Server, which is a modified version of the Apache server,
comes with the WebSphere Application Server V4.0, Advanced Edition.

Web container

WebSphere contains a Java-based servlet engine that is independent of both
your Web server and its underlying operating system. Java servlets extend the
Web server’s capabilities by creating a framework for providing request and
response services over the Web.

Enterprise beans

WebSphere provides full support for enterprise beans. An enterprise bean is a
Java component that can be combined with other enterprise beans and other
Java components to create a distributed, three-tiered application.

1.3.2 WebSphere application model
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WebSphere applications consist of object-oriented business logic that uses
relational database systems for data storage. Applications are usually integrated
with Web clients (either thick or thin); they can also be integrated with existing
procedural applications running in application servers.

An application consists of the following components, each performing a different
function:
» HTML and JSP pages provide the user interface and program flow.

» Enterprise beans contain the application’s business logic and handle
transactional operations and access to databases.

» Servlets coordinate work between the other components of the application.
They also can dynamically generate Web page contents.

» JavaBeans components enable the other types of components to work
together.

» Relational databases implement persistence and query functions for
enterprise beans. Either new or existing databases can be used in an
application.
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1.4 WebSphere development environment

WebSphere Studio is the WebSphere Application Server application
development environment. It can be used to create everything from personal
Web pages to Web sites that serve as front ends for e-business applications.
WebSphere Studio provides a tool suite for developing HTML content and can be
integrated with other content development tools.

VisualAge for Java is an integrated development environment that supports the
complete cycle of Java program development. Although it is not formally a part of
the WebSphere Application Server V4.0, Advanced Edition, VisualAge for Java is
tightly integrated with the WebSphere Application Server environment. This
integration enables VisualAge developers to develop, deploy, and test their Java
programs without leaving the VisualAge program. It also helps developers to
manage the complexity of the enterprise environment and is capable of
automating routine steps.

See the WebSphere Version 4 Application Development Handbook, SG24-6134
for a complete guide to WebSphere application development.

1.5 Structure of this handbook

Part 1, “Getting started” on page 1

Chapter 2, “What's new in WebSphere V4.0” on page 15 provides a brief
description of the new and improved features of IBM WebSphere Application
Server V4.0.

Chapter 3, “The Java 2 platform” on page 29 gives a brief introduction to the
various components of a J2EE enterprise application. An understanding of these
concepts will help you to work more effectively with WebSphere Application
Server V4.0.

Part 2, “Inside WebSphere” on page 49

Chapter 4, “WebSphere architecture overview” on page 51 looks at the major
components within IBM WebSphere Application Server V4.0, such as the
application server, Web container, and EJB container, and how they map to the
J2EE component architecture.

Chapter 5, “Topologies selection” on page 67 describes some of the topologies
that IBM WebSphere Application Server V4.0 supports. It covers options
regarding the use of clones, domains, scaling, and tiering.
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Chapter 6, “Web services” on page 85 introduces Web services. It provides an
overview of Web services architecture and how Web services are supported by
WebSphere V4.0.

Chapter 7, “Security” on page 103 gives an introduction to the J2EE security
model and describes how this security model is supported by WebSphere
Application Server V4.0.

Part 3, “Installing WebSphere” on page 125

Chapter 8, “Installation approach” on page 127 provides an explanation of the
procedures for installing, configuring and verifying WebSphere Application
Server V4.0. It provides a summary of the decisions that must be made when
planning an installation to match a particular topology or architecture.

Chapter 9, “Windows 2000 installation steps” on page 181 provides detailed
installation procedures for a number of scenarios on the Microsoft Windows 2000
platform.

Chapter 10, “AlX installation steps” on page 263 provides detailed installation
procedures for a number of scenarios on the IBM AlX platform.

Chapter 11, “Solaris installation steps” on page 329 provides detailed installation
procedures for a number of scenarios on the Sun Solaris platform.

Chapter 12, “Linux installation steps” on page 399 provides detailed installation
procedures for a number of scenarios on the Linux platform.

Part 4, “Configuring WebSphere” on page 439

Chapter 13, “WebSphere administration basics” on page 441 introduces the
WebSphere Administrative Console and takes you through some of the common
WebSphere administrative tasks.

Chapter 14, “Configuring the Web server interface” on page 481 explains how to
go about configuring the Web server interface to WebSphere Application Server
V4.0.

Chapter 15, “Configuring session management” on page 513 discusses how you
configure HTTP session support in WebSphere Application Server V4.0. The
HTTP session is used to maintain state information during user’s interaction with
a Web application.

Chapter 16, “Configuring WebSphere resources” on page 563 describes how to
configure resource providers, including properties for JavaMail, URL, JMS, J2C
and JDBC.
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Chapter 17, “Server groups and workload management” on page 605 discusses
workload management and how it is implemented in WebSphere via server
groups and clones.

Chapter 18, “Packaging an application” on page 639 provides the practical steps
to packaging a J2EE application. It also covers advanced packaging options,
including IBM extensions to the J2EE standard.

Chapter 19, “Deploying an application” on page 687 takes you through setting up
an application server environment, deploying an application to the application
server, and deploying the client part of an application.

Chapter 20, “Packaging and deploying Web services” on page 721 explains how
to package, deploy, and test a simple Web services in WebSphere Application
Server V4.0.

Chapter 21, “Configuring security” on page 739 takes you through the steps
needed to set up WebSphere security for a Web application and for the
WebSphere Administrative Console.

Part 5, “Managing WebSphere” on page 837

Chapter 22, “Monitoring and tuning your runtime environment” on page 839
describes how to use the WebSphere Resource Analyzer and Performance
Monitoring servlet to monitor your WebSphere environment. It also explains how
to tune your environment using the Performance Tuner tool.

Chapter 23, “Command-line administration and scripting” on page 881 shows
you how to create scripts to set up your WebSphere environment using WSCP
and XMLConfig.

Chapter 24, “Troubleshooting” on page 949 discusses problem determination
methods you can use when errors occur in your WebSphere Application Server
V4.0 environment.

Chapter 25, “Migration” on page 1031 discusses migration of existing
WebSphere 3.02 or 3.5.x Standard and Advanced Edition environments to
WebSphere Application Server V4.0, Advanced Edition.

Part 6, “Appendixes” on page 1055

Appendix A, “Back up and restore your WebSphere environment” on page 1057
describes steps you can use to back up and to restore your WebSphere
environment.
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Appendix B, “The admin.config file definitions” on page 1063 provides definitions
of the properties used in the admin.config file. This file contains many
administrative server properties.

Appendix C, “The plugin-cfg.xml file definitions” on page 1071 provides
definitions of the properties used in the plugin-cfg.xml file. This file contains Web
server plug-in properties.
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What’s new in WebSphere
V4.0

This chapter describes in brief the improvements and additions to IBM
WebSphere Application Server V4.0 from Release V3.5. Some changes are very
obvious, such as the three editions of the application server or the new look and
feel of the WebSphere administrative console. Other changes are subtle, but
critical, and affect the runtime, such as performance enhancements to
connection manager. But the biggest change is architectural in nature, with the
J2EE certification of the product.

The list of new/improved features in WebSphere V4.0 include:

J2EE compliance

WebSphere editions

Java 2 Connectors (JCA)

Web services

Web server plug-in

Embedded HTTP server

Performance enhancements

Administration tools

Other tools

© ©®© N o b~ w b~
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10.Expanded platform support
11.Expanded database support
12.Migration

13.Enterprise Extensions

The above feature list is based on WebSphere V4.0.1 and will be discussed in
the following sections.

2.1 J2EE compliance

J2EE 1.2 (Java 2 Enterprise Edition platform) certification of WebSphere brings
with it all the benefits of the J2EE platform. Details about J2EE can be found in
Chapter 3, “The Java 2 platform” on page 29.

WebSphere now maps to the J2EE Container Model, wherein all components
operate within containers. WebSphere Application Server provides containers for
the runtime environment. JSPs and servlets run in a Web Container, EJBs run in
an EJB Container as before, an application client now runs in an Application
Container, and even applets run in their own Applet Container.

The application server also provides services such as:

» Transaction integration and management via Java Message Service (JMS)
with XA

» Messaging and e-mail interfaces through JavaBeans Activation Framework
(JAF), Remote Method Invocation over Internet InterORB Protocol
(RMI/IIOP), JavaMail, and JMS with the help of IBM MQ Series

» Connectivity to back-end systems via Java Database Connectivity (JDBC) 2.0
Core and Extension API

2.2 WebSphere editions

A major runtime architectural change with WebSphere Application Server V4.0 is
the single code base that is J2EE compatible. The same core server is offered in
various flavors known as editions. The full-fledged version is the Advanced
Edition (AE). The features of AE and other editions are enumerated here.

2.2.1 Advanced Edition Version 4.0, Single Server (AEs)

» Lightweight, simplified implementation where the application server and the
administrative server share a single JVM.
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No relational database requirement for repository. Configuration information
is stored in an .xml file.

Intended for development and unit testing.

Offers browser-based administration only making it very convenient to
administer the application server from a remote location.

Advanced Edition Version 4.0, Development Only (AEd)

'S

Identical to the Single Server Option, but licensing restricts usage to
non-production environments only.

Available for the Windows NT/2000 platform only.

Currently available only as a free electronic download from the following Web
site:
http://www.ibm.com/software/info/websphere/r/1ink-wsdd-all.

2.2.2 Advanced Edition Version 4.0 (AE)

>

Offers multiple/distributed server support, including distributed security
support.

Features clustering and cloning.

Both the application server and the administrative server run in their own
JVM.

Full IOP-based administration is possible via the administrative console.
Intended for production and highly scalable deployment environments.

Repository information is stored in a relational database. IBM’s powerful
database product, DB2 V7.1, is included with this edition.

Quality of Service (QoS) enhancements.

2.2.3 Enterprise Extensions (EE)

>

High-end functions, beyond the J2EE specifications, focusing on
interoperability between distributed applications in large to very large-scale
environments.

Interoperability with CORBA and COM and the work area support, which
allows applications to exchange context information.

Extensions will be packaged as separate products and will require
WebSphere Application Server V4.0, Advanced Edition as the base.
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Feature differences between WebSphere Single Server Edition (AEs),
WebSphere Developer Edition (AEd) and the Advanced Multi-Server Edition
(AE) are listed in Table 2-1.

Table 2-1 Feature comparison for WebSphere AEs, AEd, and AE

Feature AEs AEd AE
Full J2EE compliance Yes Yes Yes
Web services support Yes Yes Yes
Connection management and pooling Yes Yes Yes
XML parsing Yes Yes Yes
Expanded DB support Yes Yes Yes
Built-in Web server Yes Yes Yes
Web-based admin console Yes Yes No
Firewall support Yes Yes Yes
Production certified Yes No Yes
Application server One One Multiple
Machine configuration Single Single Multiple
Security Local OS | Local OS | OS,
LDAP,
Custom
Integration with Enterprise Edition No No Yes
Directory Services No No Yes
Application-level WLM No No Yes
Clustering and cloning No No Yes
Additional caching No No Yes
Distributed security No No Yes
IIOP-based admin console No No Yes
Multi-node administration No No Yes
IBM DB2 included No No Yes
Merant JDBC drivers included No No Yes
J2C supported No No Yes
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2.3 J2EE Connector Architecture

J2EE Connector Architecture or J2C is not part of the J2EE V1.2 specification.
J2C is part of J2EE V1.3 but is provided as a techonology preview. This is one of
the added value features of WebSphere V4.0 providing unparalleled connectivity.

J2C is similar to the Common Connector Framework (CCF) but is implemented
for the Java platform. It provides specialized access to Enterprise Resource
Planning (ERP) and mainframe systems such as CICS and IMS from IBM. As
part of J2C, WebSphere provides three components:

» Common Client Interface API, which simplifies access to diverse back-end
Enterprise Information Systems (EIS).

» Resource Adapter, which lets WebSphere talk to the back-end EIS.
One-phase commit resource adapters are available for Host On-Demand,
CICS, IMS, SAP, J.D. Edwards, PeopleSoft, Oracle Financial, etc.

» Connection Factory, which connects an application to the Resource Adapter.

2.4 Web services

Web services enable businesses to connect applications to other business
applications, to deliver business functions to a broader set of customers and
partners, to interact with marketplaces more efficiently, and to create new
business models dynamically.

To that extent, WebSphere V4.0 provides four protocols that support Web
services:

» Web Services Description Language (WSDL), an XML-based description
language that provides a way to catalog and describe services

» Universal Discovery Description and Integration (UDDI), a global,
platform-independent, open framework to enable businesses to discover
each other, define their interaction, and share information in a global registry

» Simple Object Access Protocol (SOAP), a lightweight protocol for exchange
of information in a decentralized, distributed environment

» eXtensible Markup Language (XML), which provides a common language for
exchanging information.
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2.5 Web server plug-in

Web server or HTTP server plug-in is the component that enables
communication between the HTTP server and application server. It has a new
transport protocol in WebSphere V4.0. It now uses the industry-standard HTTP
transport protocol for non-secure transports and HTTPS for secure transports.

The plug-in can be configured via the administrative console. The plug-in can
also be configured in three additional ways: automatically during the WebSphere
installation process, set up as a custom service each time the application server
is started, or using the GenPluginCfg command.

The older transports used in previous versions of WebSphere, Servlet Redirector
and OSE transport, have been removed in WebSphere V4.0.

2.6 Embedded HTTP server

There is now an embedded HTTP server within the WebSphere Application
Server. This Web server is very useful for testing purposes but should not be
used in production environments.

You still need a file serving servlet to serve up static HTML pages. The change is
that you end up having both static and dynamic Web files on the same
application server machine.To re-iterate, this embedded Web server does not
preclude the use of an external Web server.

2.7 Performance enhancements

20

Performance enhancements include dynamic caching (multi-tier), dynamic
reloading of EJBs, and JNDI caching which are all actually carried over from
WebSphere V3.5.3. JNDI Caching improves performance by caching
“expensive” lookups. Caching of dynamic content - servlets and JSPs - was also
added for improved throughput. Also known as dynamic cache, it is set up per
node or application server using XML files and is most effective for non-user
specific output such as mutual fund prices.

With all the performance enhancements comes the Performance Tuner wizard,
which can be accessed from the WebSphere Administrative Console.

Database connection pooling has been improved to provide automatic
connection cleanup. One of the advantages of moving to JDK 1.3 is the fact that
garbage collection is now multi-threaded. The result is better performance under
heavy loads.
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2.8 New and improved administration tools

The WebSphere V4.0 administrative console has been re-designed primarily for
J2EE compliance. It is not available in the Single Server Edition. With the
redesigned icons and wizards, it is very easy to navigate the administrative
console.

WebSphere Control Program (WSCP) and XMLConfig have both improved
functionality. These tools allow administration tasks to be invoked from the
command line. Their command syntax is similar to that in WebSphere V3.5, but
they can handle new objects for WebSphere V4.0. Both tools are available only in
the Advanced Edition (AE).

The new objects for WebSphere V4.0 are shown in Table 2-2. These objects
represent new areas of functionality that can be handled in scripts.

Table 2-2 New WebSphere V4.0 objects

New object

Functional area

EnterpriseApp

J2EE enterprise applications

J2CConnectionFactory

Java 2 connectors

J2CResourceAdapter Java 2 connectors
JMSConnectionFactory Java Message Service
JMSDestination Java Message Service
JMSProvider Java Message Service
MailSession JavaMail sessions
Module J2EE modules
PmiService Performance data
SecurityConfig Global security settings

SecurityRoleAssignment

J2EE security roles

ServerGroup Server groups and clones
URL URL
URLProvider URL

Note: The Web-based administrative console is available only in the Single
Server (AEs) and Developer Edition (AEd).
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2.8.1 WebSphere Administrative Console
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The WebSphere Administrative Console is a graphical, Java-based
administrative client to the WebSphere administrative server. This administrative
console supports the full range of WebSphere Application Server V4.0,
Advanced Edition administrative activities.

The main menu has a new item named Tools, which is used to bring up the
Application Assembly Tool (AAT), the Log Analyzer, and/or the Resource
Analyzer.

Some of the other new functionality are:

» A built-in Performance Tuner off the Wizards menu

» Options to view/clear the three types of messages that get displayed in the
console messages window

» Inthe View menu, a new Runtime Inspector that gives details of items that are
running within the application server

Some other changes that you may notice in the WebSphere V4.0 administrative

console include:

» The topology and type views have been streamlined into a consolidated view

» Servlet engines are now known as Web containers, in line with J2EE

» Models are now called server groups
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Figure 2-1 WebSphere Advanced Administrative Console window

2.9 Other tools

WebSphere V4.0 comes loaded with many new and improved tools. These tools
are discussed below:

» First Steps is a desktop GUI which can start or stop the application server,
launch the administrative console, launch the Application Assembly Tool, and
monitor the application server. There is also a facility to learn about the
application server. Some of these options require a Web browser.
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Figure 2-2 WebSphere Application Server - First Steps window

» Application Assembly Tool (AAT) is a brand new tool resulting from J2EE
compliance. AAT is used to assemble enterprise applications for deployment
into WebSphere. Once the AAT is done with an application, the administrative
console is used to install it into WebSphere.

24  |BM WebSphere V4.0 Advanced Edition Handbook



X Application Assembly Tool i ]|

File Edit “iew Window Healp
-3 E|4BE xEoa d|¥

-1 Sample Application | Mame |
=-gj* EJB Modules |82 a1 Rale All Authenticated users inthe .
'"&G@ BeenThere EJB Jar | l8a DenyaliRale Deny all access role
g% Increment Bean Jar | |22 Everyore Role Everyone inthe enterprise.

=5 Wieh Modules |
.53 Default Application | .
9‘3@ Exarnples Application | | General | Bindings |

g5 Application Clients
-3 Security Rales
-9 Files

A zecurity role describes a group of actions that a principal is
permitted to perform.

Marne: Jail Role

Description: ’AII Authenticated users in the enterprise.

Figure 2-3 Application Assembly Tool (AAT)

'S

The EJB Deploy Tool is a command-line tool that prepares Enterprise
JavaBeans for manual deployment. It is called by the graphical AAT behind
the scenes.

EARExpander reverses what the EJB Deploy Tool does. It is used to expand
enterprise application archive (EAR) files into the format desired by the server
runtime.

SEApplnstall is a command-line tool used on the Single Server Edition (AEs)
to install and uninstall J2EE applications.

An improved Log Analyzer not only “formats” the message logs for humans,
but also sorts, organizes, separates and analyzes WebSphere logs displaying
details such as thread and process IDs of source events.

An improved Resource Analyzer is a stand-alone program that monitors
WebSphere Application Server and records details about request handling
and the time taken to respond. It is built on the Performance Monitoring
Infrastructure (PMI) Client API that is exposed to third-party developers.

launchClient is a J2EE application client tool. It is a command line tool that
launches a client application given an enterprise archive (EAR) file.
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2.10 Expanded platform support

The number of platforms on which WebSphere is available has been further
expanded with the release of WebSphere V4.0. WebSphere Application Server
now runs on (relevant JDKs are noted in parentheses) the following platforms:

» AIX/6000 (IBM JDK 1.3)

» Windows NT, Windows 2000 (IBM JDK 1.3)
» Sun Solaris (Sun JDK 1.3)

» HP-UX (HP JDK 1.3)

» Linux - Red Hat, SuSE (IBM JDK 1.3)

» Linux/390, Turbolinux (V3.5, IBM JDK 1.2)
» 08S/400

» z/0S

» 0S/390

2.11 Expanded database support

WebSphere V4.0 adds database support for Informix 9.2.1. In addition, some of
the previously supported databases are now supported at later versions.
At the time of writing, the following databases were supported:

» IBM DB2 UDB 7.2w Enterprise Edition

» IBM DB2 UDB 7.2w Workgroup Edition

» Oracle 8i Release 3 (8.1.7)

» Sybase Adaptive Server 12.0

» Informix Dynamic Server 9.2.1

» SQL Server7.0 SP 2

» SQL Server 2000

You are strongly urged to check the following link for the most current and
accurate information on supported databases and JDBC drivers:

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html
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2.12 Migration

Migration tools are available with the Advanced Edition (AE) only. These tools
allow the migration of existing configurations from the 3.0.2 and 3.5 levels to
WebSphere V4.0 during the installation process. They include both pre-upgrade
and post-upgrade activities. They do a much better job of handling security. And
EJBs are migrated and then re-deployed.

Edition migration is new in WebSphere V4.0. There is a tool, called
migration.sh/bat, that is provided to help with migrating from the Single Server
Edition (AEs) to the Advanced Edition (AE).

The migration tools do not update application code.

2.13 Enterprise Extensions

In this section we discuss new features provided with WebSphere Application
Server V4.0, Enterprise Extensions.

2.13.1 Business rule beans

Business rule beans enable application developers to separate reusable
abstractions within a business domain and base these abstractions on policies,
regulations or anything else that tends to change over time. Application
developers are able to write rules to derive values, classify situations based on
input values, and execute scripts. Business analysts can then manage rules
externally (without changing code) through the sophisticated capabilities for rule
modification intended to be offered as part of the business rule beans
technology.

2.13.2 JMS listener and message bean support

The JMS listener and message bean technology provided with WebSphere
Application Server V4.0, Enterprise Extensions enables seamless integration of
component and messaging technologies. This technology simplifies the
problems of integrating inbound messages and EJB operations by providing
automatic message handling and subsequent processing with high integrity.

Note: The JMS listener and message beans provide Message Driven
Bean-like functionality. However, support for Message Driven Beans as
defined in EJB2.0 is not provided.
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2.13.3 Globalization

An Internationalization service will allow applications to become “global’.
WebSphere Application Server V4.0, Enterprise Extensions will determine the
client locale and change all relevant attributes, such as currency, character sets,
and so on.

2.14 Conclusion

This latest release of WebSphere Application Server not only meets all J2EE
standards but goes beyond it by delivering additional functionality such as Web
services and Enterprise Extensions. With all these new features, integrated
tooling support, and extended platform support, WebSphere is poised to further
expand on its phenomenal growth and success in the application server in the
world.
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The Java 2 platform

This chapter introduces the J2EE platform, the standard for developing,
deploying, and executing enterprise applications. We give an overview of the
different parts of the J2EE runtime environment: the application components, the
containers, the standard services, and the resource managers. We also
introduce the concepts of J2EE application packaging and deployment, including
deployment descriptors.

Our goal is not to provide a detailed description of all the J2EE components or
services, but rather to make sure you understand the “buzzwords” you have to
deal with when working with J2EE enterprise applications. It is important that you
understand all the concepts introduced in this chapter prior to packaging an
application, as described in Chapter 18, “Packaging an application” on page 639.

We conclude this chapter with a list of documents and Web sites that can help
you learn more about J2EE.
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3.1 What is J2EE?

J2EE stands for Java 2 Platform, Enterprise Edition. It defines a standard that
applies to all aspects of architecting, developing, and deploying multi-tier,
server-based applications. The standard architecture defined by J2EE is
composed of the following elements:

» Standard application model for developing multi-tier applications.
» Standard platform for hosting applications.

» Compatibility test suite for verifying that J2EE platform products comply
with the J2EE platform standard.

» Reference Implementation providing an operational definition of the J2EE
platform.

The J2EE platform specification describes the runtime environment for a J2EE
application. This environment includes application components, containers, and
resource manager drivers. The elements of this environment communicate with a
set of standard services that are also specified. Figure 3-1 shows the J2EE
server model and the distribution of J2EE components over multiple tiers.

Tier-0: Tier-1: Tier-2: Tier-3:
Client-Side Server-Side Server-Side Server-Side
Presentation Presentation Business Logic Data Logic

©

Client Container
Datasystem

dOll/ Ing
slojo8uuo) / ogadr

J2EE Server Core J2EE Server Core

Figure 3-1 J2EE server model

3.1.1 J2EE platform roles

The J2EE platform also defines a number of distinct roles performed during the
application development and deployment life cycle:

» Product provider designs and makes available for purchase the J2EE
platform, APls, and other features defined in the J2EE specification.
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» Tool provider provides tools used for the development and packaging of
application components.

» Application component provider creates Web components, enterprise
beans, applets, or application clients for use in J2EE applications.

» Application assembler takes a set of components developed by component
providers and assembles them in the form of an Enterprise Archive (EAR) file.

» Deployer is responsible for deploying an enterprise application into a specific
operational environment.

» System administrator is responsible for the operational environment in
which the application runs.

Product providers and tool providers have a product focus. Application
component providers and application assemblers focus on the application.
Deployers and system administrators focus on the runtime.

These roles help to identify the tasks that need to be performed and the parties
involved. Understanding this separation of roles is important, because it helps to
understand the approach that should be taken when developing and deploying
J2EE applications.

3.1.2 J2EE benefits

The J2EE standard empowers customers. Customers can compare J2EE
offerings from vendors and know that they are comparing apples with apples.
Customer benefit as each new release of J2EE is agreed, as comprehensive,
independent Compatibility Test Suites ensures vendor compliance with J2EE
standards.

Some benefits of deploying to a J2EE-compliant architecture are:

» A simplified architecture based on standard components, services and
clients, that takes advantage of Java’s write-once, run-anywhere technology.

» Services providing integration with existing systems, including JDBC, JMS,
Java IDL, JavaMail, and JTA for reliable business transactions.

» Scalability to meet demand, by distributing containers across multiple system
and using database connection pooling, for example.

» A better choice of application development tools, and components from
vendors providing off-the-shelf solutions.

» A flexible security model that provides single sign-on support, integration with
legacy security schemes, and a unified approach to securing application
components.
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The J2EE specifications are the result of an industry-wide effort that has
involved, and still involves, a large number of contributors. IBM alone has
contributed to defining over 80% of the J2EE APIs.

3.1.3 WebSphere Application Server J2EE compliance

WebSphere Application Server V4.0 has completed the full J2EE certification
test suite. As listed in Table 3-1, WebSphere V4.0 implements all of the J2EE 1.2
APIs. This table also provides a comparison with the API levels supported by
WebSphere V3.5.2+.

Table 3-1 WebSphere and J2EE compliance

API WebSphere V3.5.2+ | WebSphere V4.0
J2EE Servlet 2.1,2.2 2.2
Components

JSP 0.9,1.0, 1.1 1.1

EJB 1.0 1.1
J2EE JDBC 1.0,2.0 2.0
Services

JTAJTS 1.0,1.0.1, 1.1 1.1

JNDI 1.2 1.2.1

JAF N/A 1.0

XML4J 2.0.15 3.1.1

XSL 1.0.1 2.0
J2EE RMI-IIOP 1.0
Communication

JMS 1.0.1

JavaMail N/A 1.1

You can check Sun's list of J2EE-compatible configurations at:

http://java.sun.com/j2ee/1.2_compatibility.html

WebSphere V4.0 also provides a number of functions that exceed the J2EE 1.2
specifications, such as Web services support, Connector Architecture
(technology preview), and JMS/XA interface to IBM MQSeries.

3.2 Application components

The J2EE programming model has four types of application components:
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» Application clients

» Applets

» Servlets and JavaServer Pages

» Enterprise JavaBeans

As shown in Figure 3-2, each type of application component executes in a
container. All containers are built on the Java 2 Platform, Standard Edition

environment. See 3.3, “J2EE containers” on page 39 for our discussion on
containers.

@pﬁse

Bean

e

Database

dOll-1NY

(pEJ;IIic_ation
e

RMI-IIOP

Figure 3-2 J2EE components, containers, and services

3.2.1 Application clients

Application clients are Java programs that typically run on a desktop computer
with a graphical user interface (GUI). They have access to the full range of J2EE
server-side components and services.

The application client component is often used where the user interface
capabilities of a standard Web browser are not considered sufficient.
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3.2.2 Applets

An applet is a client Java class that typically executes in a Web browser, but can
also run in a variety of other client applications or devices.

Applets are often used in combination with HTML pages to enhance the user
experience provided by a Web browser. They can also be used to shift some of
the processing workload from the server to the client.

3.2.3 Serviets and JavaServer Pages
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Servlets and JavaServer Pages (JSPs) are server-side components used to
process requests from HTTP clients, such as Web browsers. They handle
presentation and control of the user’s interaction with the underlying application
data and business logic. They can also generate formatted data, such as XML,
for use by other application components.

Servlets and JavaServer Pages are deployed, managed and executed on a J2EE
Web container and are often called “Web components”.

Introduction to servlets

A servlet is a Java program that works with a Web server to generate dynamic
content. Like a CGl (Common Gateway Interface) program, it receives client
requests, handles them, and sends a response. If a servlet is called through
HTTP, the response is typically an HTML flow. Unlike CGl programs that are
loaded in memory each time a client makes a request, a servlet is loaded in
memory once by the application server and can serve multiple requests in
parallel using threads.

The javax.servlet and javax.servlet.http packages provide interfaces and classes
for writing servlets. HTTP servlets are a specialized servlet type providing a
framework to handle the HTTP protocol, such as GET and POST methods. All
HTTP servlets must inherit from the javax.servlet.http.HttpServlet class. A
servlet's life cycle is composed of three phases:

» init() method. This method is called by the application server when the
servlet is first loaded into memory. You can provide initialization parameters
for a servlet in the Web application's configuration files.

» service() method. This method is called for each client request. For HTTP
requests, the service method has been specialized to dispatch the request to
the appropriate doGet, doPost, doPut, or doDelete methods, depending on
the HTTP request method (DO, POST, PUT, DELETE). If you write HTTP
servlets, you should not override the service() method, but rather override the
appropriate doXXX method.
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» destroy() method. This method is called when the application server unloads
the servliet from memory. You should free any resources used by the servlet in
this method.

Servlets are managed by the application server. They are loaded in memory
upon the first client request, or at server startup. Each client request is then
served on a different thread.

JavaServer Pages

The servlet and JavaServer Pages programming model is based on the
Model-View-Controller (MVC) model. In the MVC model, the data (model), the
logic manipulating the data (controller), and the presentation of the data (view)
are designed to be independent. If the view needs to change, the business logic
and the data are not affected. If the data interface changes, the controller can be
updated without affecting the view.

In the MVC model, the servlet receives a request from a client, accesses the data
through a set of reusable components (beans or enterprise beans), and invokes
a JavaServer Pages (JSP) component to display the results of the request, as
shown in Figure 3-3.

Enterprise
Servers

Servlet
@% (Controller)
Web g DV I

Browser a *®
/’1—{ JavaServer
Response P
T age
(View)

Application Server

Figure 3-3 The Model-View-Controller design model

A JSP component is like a template for an HTML page, with slots for the dynamic
content that varies on each the request. These slots are filled at runtime with
dynamic data from the servlet, such as the user name’s or the current time. The
servlet must query the dynamic data, package it, and pass it to the JSP
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component. The servlet stores dynamic data in a bean instance and places the
bean instance somewhere the JSP component can access it. The JSP
component retrieves the bean instance and inserts the dynamic data (typically
bean properties) into the HTML page using special JSP tags.

When you open a JSP file it is compiled by a JSP compiler into a servlet. The
servlet is then loaded into memory and run. This compilation process only occurs
the first time the JSP is opened, or if you change the source code.

Maintaining JSP files is easier if you keep the Java code included to a minimum.
If you include complex Java code fragments in the JSP, you will need to look in
the view to find business logic. This is no better than editing a servlet to change
the view of your application.

3.2.4 Enterprise JavaBeans
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The Enterprise JavaBeans (EJB) specification is a foundation for the Java 2
Platform, Enterprise Edition (J2EE) defined by Sun. Vendors use this
specification to implement an infrastructure in which components can be
deployed, and use a set of services such as distributed transactions, security, or
life-cycle management. As a developer, you just reuse the services detailed in
the specification. For example, you do not need to include any code in your
components to make them transactional. This lets you concentrate on the
business logic of the application. Enterprise beans are designed to be portable
from one vendor's execution environment to another, independent of the choices
made by the vendor to implement the services described in the specification.

The quality of service required by an enterprise bean is described outside of the
component in a deployment descriptor. The deployment descriptor is analyzed at
deployment time by a tool provided by the vendor. This feature provides a great
level of flexibility for reusing your component. For example, if you wish to change
the transactional behavior of an enterprise bean, you need to change only the
transaction attribute stored in the deployment descriptor, not the EJB business
logic. Changes are taken into account when you re-deploy the enterprise bean in
the container.

Enterprise JavaBeans architecture

The Enterprise JavaBeans specification defines the architecture shown in
Figure 3-4. It allows server-side components to be reused across applications. In
this architecture, an Enterprise Java Server (EJS) manages one or more
containers.
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Figure 3-4 Enterprise Java Beans Architecture

EJB containers provide services to enterprise bean instances. Containers create
bean instances, manage pools of instances, and destroy them. Containers also
provide services such as persistency and security to the beans they manage.
Containers are transparent to client programs, but the services of a container are
used to invoke an enterprise bean. The container provides the service level
specified at deployment time. For example, it will start a transaction before
calling a method if you specified in the deployment descriptor that this method
had to execute within a transaction context.

The container does not actually provide this service itself. It must communicate
with the enterprise server, which implements the services, and obtain access to
the service on behalf of the enterprise-bean instance. At a minimum, an EJS
must provide JNDI (Java Naming Directory Interface) naming services and
transaction services. WebSphere Application Server is an EJS.

Enterprise beans are distributed objects, so a factory service is used to
manipulate bean instances. The EJBHome class provides this service. The
EJBHome class implements the home interface, which defines the methods that
client programs use to create and find bean instances. There is one EJBHome
per enterprise bean type. A client must first locate the EJBHome class and then
use it to create and find instances.

The EJBObject class implements the remote interface, which defines the
business methods of the enterprise bean. The container creates the EJBObject
class from this interface definition at deployment time. After a client program has
access to the home object, it asks the container to create an enterprise bean
instance. The container returns a reference to an EJBObject which the client
program uses to access the bean instance.
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The enterprise bean class contains the implementation of the methods defined
on the remote interface, as well as other mandatory methods defined in the
specification, such as ejbCreate(), ejbActivate(), or ejpRemove(). Those methods
will be called by the container whenever needed. For example, when you call a
create() method on the EJBHome, the container will create an EJBObject, create
an execution context, create an instance, and then invoke ejbCreate() on the
instance.

Enterprise bean types

There are two types of enterprise beans: session beans and entity beans. A
session bean instance belongs to a specific client. Session beans can maintain a
state on behalf of a client, but this information will not be saved when the bean
instance is destroyed and will be lost if the server crashes. An example of
session bean usage is a shopping cart. A session bean instance is created for
each client connecting to the online shop. When the client leaves, the session
bean is destroyed. The shopping cart contents need to be kept while the client is
connected, but do not need to be persistently saved afterwards.

However, an invoice for the online shopper must be persistently saved. We could
use an entity bean for that purpose. Entity beans represent data, typically a row
in a database table. In this case, creating an entity bean is equivalent to adding a
record to the table. Even if the bean instance is removed or if the server crashes,
the bean instance can be recreated from its persistent state. Entity beans can be
shared by multiple clients, so the invoice could be edited by the shipping
department and while being viewed by the sales department.

Session beans

There are two types of session beans: stateless and stateful. A container
typically creates a pool of session bean instances to serve multiple clients. With
stateless session beans, the container may allocate a different bean instance
from the pool for each method call. So, if a client calls methodA() on a session
bean, and then calls methodB(), those requests may be served by a different
bean instance. A stateless session bean does not maintain any state on behalf of
a client. Stateless session beans are efficient because the container can use a
small number of instances to serve a large number of clients.

With stateful session beans, the container must allocate the same bean instance
for each method call. A new instance is created each time a client invokes
create() on the home interface. With stateful beans, you can save data in the
bean instance as this data will still be available on the next method call.
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Entity beans

Entity beans persistency can be handled either by the developer or by the
container. With container managed persistence (CMP), all persistency is
delegated to the container. The developer only needs to write the required
business logic. For bean managed persistence (BMP), the developer must
provide the code that the container uses when it decides to save or restore the
state of the enterprise bean.

3.3 J2EE containers

J2EE containers provide the runtime support of the application components we
discussed in 3.2, “Application components” on page 32. There must be one
container for each application component type in a J2EE application. By having a
container between the application components and the set of services, J2EE can
provide a federated view of the APls for the application components.

A container provides the APIs to the application components used for accessing
the services. It may also handle security, resource pooling, state management,
and naming and transaction issues. You can see the containers, the services
they use and their components in Figure 3-2 on page 33.

The various containers and the services they provide are:

» Application client container supports application client components. It must
provide access to the set of services required by J2EE but is not required to
manage transactions. Application clients have access to the Java APl and are
packaged in a JAR file.

» Applet container supports the applet programming model. Typically a J2SE
(Java 2 Platform, Standard Edition) 1.2 compatible applet execution
environment acts as a container. The Java plug-in may be added to the
browser to obtain such a container. Applets communicate over HTTP if they
run in a browser, but they can also communicate using serialized objects.

» Web container handles requests for servlets, JSP files, and other types of
server-side include coding. It creates servlet instances, loads and unloads
servlets, creates and manages request and response objects, and performs
other tasks for managing servlets effectively.

» EJB container provides an interface between deployed enterprise beans and
the application server. Together, the container and server provide the bean
runtime environment. The container provides many low-level services,
including threading and transaction support. It also manages data storage
and retrieval for the beans within.
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3.4 Standard services

The J2EE platform provides components with a set of standard services that they
can use to interact with each other. In this section we provide a short description
of each service.

3.4.1 HTTP and HTTPS

The HTTP protocol is used to request and receive files (pages, images, and so
on) over the Internet, or from other computer networks.

The client-side API is defined by the java.net package that provides the classes
for implementing networking applications. The server-side API is defined by the
servlet and JSP interfaces.

The same client and server APIs are required to support HTTP over a Secure
Socket Layer (HTTPS).

3.4.2 Java Naming and Directory Interface (JNDI)
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The JNDI API allows J2EE components to locate other objects that they may
need to access. This API provides standardized access to a variety of naming
and directory interfaces. It has an application-level interface that is used by
application components to access naming and directory services, and a service
provider interface that is used to attach a provider of a naming and directory
service to the J2EE platform.

The J2EE platform provides modules with their own local JNDI namespace,
java:comp/env. When a module is created, each component must define all the
resources that it expects to find in the local JNDI namespace in its deployment
descriptor. These resources include enterprise beans, JDBC data sources, and
so on.

When the module is deployed, the local references declared in the deployment
descriptor are mapped to the global JNDI names of the actual deployed
resources that the modules want to locate. At runtime, when a client performs a
JNDI lookup in its local JNDI namespace, the container uses the information
supplied when the application was installed to map the local name understood by
the module to the global name that identifies where the component is actually
located.

IBM WebSphere V4.0 Advanced Edition Handbook



3.4.3 Java DataBase Connectivity (JDBC)

The JDBC 2.0 Core API provides connectivity with relational database systems.
The JDBC 2.0 Extension APl is required for connection naming via JNDI,
connection pooling, and distributed transaction support.

The JDBC API provides an application-level interface used by the components
for accessing databases, and a service-provider interface to attach a database
driver to the platform.

3.4.4 Java Message Service (JMS)

The JMS API defines a standard mechanism for using enterprise messaging
system, such as IBM MQSeries. JMS supports point-to-point messaging where
clients send messages to the message queues of other clients, and
publish/subscribe messaging where clients publish to, and subscribe from,
well-known topics.

3.4.5 JavaMail and JavaBeans Activation Framework (JAF)

The JavaMail API allows an application to send e-mail messages. It has an
application-level interface used by the application to send mail, and a
service-provider interface to attach a provider to the platform.

JavaMail includes the JavaBeans Activation Framework API (JAF). It is used by
JavaMail to handle the data included in e-mail messages.

3.4.6 Java Transaction API (JTA and JTS)

JTA and JTS provide the J2EE platform with a distributed transaction
management service and associated API that is based on the CORBA Object
Transaction Service.

The JTA API specifies standard Java interfaces between a transaction manager
and the parties involved in a distributed transaction system: the resource
manager, the application server and the transactional applications.

A Java Transaction Service (JTS) transaction manager component provides
transaction services to the parties involved in distributed transactions: the
application server, the resource manager, the transactional application, and the
resource manager(s).
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3.4.7 Remote Method Invocation/Internet Inter-ORB Protocol

Remote Method Invocation (RMI) APIs allow developers to build distributed
applications in the Java programming language. They enable an object running in
one Java Virtual Machine to access another object running in a different Java
Virtual Machine.

The Internet Inter-ORB (Object Request Broker) Protocol (IIOP) is a protocol
used for communication between CORBA object request brokers. An object
request broker is a library that enables CORBA objects to locate and to
communicate with one another.

RMI/IIOP is an implementation of the RMI API over IIOP that allows developers
to write remote interfaces in the Java programming language.

3.4.8 Java Interface Definition Language (Java IDL)

3.4.9 XML

Java IDL allows J2EE components to invoke operations on remote CORBA
objects (that may not be Java objects) that have been defined using IDL. Java
IDL includes an IDL-to-Java compiler and an Object Request Broker (ORB) that
supports Internet Inter-ORB Protocol (IIOP).

J2EE specifications define a set of deployment descriptors using XML document
type definitions (DTDs). These deployment descriptors are packaged with J2EE
modules. We look closer at deployment descriptors in 3.6.2, “Deployment
descriptors” on page 45.

3.5 Resource managers

A resource manager provides access to a shared resource, such as a database.
Resource manager drivers are software components that provide network
connectivity to an external resource manager. A driver can extend the
functionality of the J2EE platform by implementing one of the J2EE standard
service APls, such as a JDBC driver, or by defining and implementing a resource
manager driver for connecting to an external system. Drivers interface with the
J2EE platform using the J2EE Service Provider Interface (J2EE SPI).

42  |BM WebSphere V4.0 Advanced Edition Handbook



3.6 Packaging J2EE applications

The J2EE specification provides instructions for assembling, packaging, and
deploying J2EE applications. As shown in Figure 3-5, J2EE components are
packaged into modules, modules are then packaged into applications, and
applications are then deployed. Each module and application contains a J2EE
deployment descriptor.

F— J2EE Application

Deployment
Tool

Figure 3-5 J2EE packaging and deployment overview

3.6.1 Assembling modules and applications

J2EE modules are used to assemble application components into deployable
units. Assembly is the process of specifying which files make up the module,
creating deployment descriptor files for the module, and packaging these files in
an archive. Modules are used to represent any of the following:

» One or more Web components. Web components are servlets or JavaServer
Pages (JSPs).

» One or more enterprise beans.

» Application clients.
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A J2EE application consists of any combination of the above.

The standard JAR file format is used to package modules, regardless of the type
of module. However, the archive file is referred to according to its content:

» EJB modules are packaged in JAR files.

» Web modules are packaged in Web archive (WAR) files.

» Application-client modules are packaged in JAR files.

» Enterprise applications are packaged in Enterprise Archive (EAR) files.
Table 3-2 lists the files packaged in an Enterprise Archive (EAR) file, which could
make up a sample J2EE enterprise application.

Table 3-2 Sample J2EE enterprise application archive contents

File Description

/META-INF/application.xml The application’s deployment descriptor
/META-INF/MANIFEST.MF Standard JAR file manifest
/client_module.jar An application-client module
/ejb_module.jar An EJB module containing EJBs used by

the application

/helper_classes.jar A JAR file containing the helper classes
used by other modules in the application

/web_module.war A Web module containing the
application’s Web components

Note that the enterprise application in Table 3-2 contains the web_module.war
Web module. Table 3-3 lists the contents of this sample Web archive (WAR) file.

Table 3-3 Sample J2EE Web module archive contents

File Description

/web_module.war/META-INF/MANIFEST. Standard JAR file manifest
MF

/web_module.war/WEB-INF/web.xml The module’s deployment descriptor

/web_module.war/WEB-INF/classes/MyS | A servlet class file

ervlet.class
/web_module.war/index.jsp A JavaServer Page file
/web_module.war/logo.gif An image file
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Note: JARs using helper classes located in a separate JAR should have a
reference to the helper class’s JAR in their manifest file. In WebSphere, you
also need to set the application server “Module visibility” property to
“Application”.

The J2EE platform supports two deployment units: one or more J2EE modules
can be combined into an enterprise application for deployment, or a single
module can be deployed as a stand-alone application.

3.6.2 Deployment descriptors

Deployment properties of J2EE modules and applications are defined using
deployment descriptors. The deployment descriptor is an XML document that
contains application configuration data that the runtime uses.

A J2EE application contains one application-level deployment descriptor file, for
the application as a whole. Each module in the application also contains its own
deployment descriptor file. The application-level deployment descriptor specifies
information such as the application name, the modules it contains, and security
information. The module-level deployment descriptor includes the following:

» Information about the content of the module being assembled. For example,
for an EJB module, the deployment descriptor lists each enterprise bean's
class, home interface class, remote interface class, whether the bean is an
entity or session bean, and the bean's attributes (such as persistence
management type and primary key class for entity beans).

» References to a module's internal and external dependencies (such as
enterprise beans, databases, and resource connection factories needed by
the module).

» Runtime-specific information needed by the module, for example the servlet
mappings needed for a Web application or the persistence management
(BMP or CMP) to be used by an entity bean.

» References to security roles. Security information is used when the module is
deployed.

IBM bindings

The J2EE 1.2 specification does not provide a mechanism to map a logical
external resource name, specified in a module’s deployment descriptor, to its
actual name in the global JNDI namespace.
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WebSphere V4.0 defines IBM bindings for this purpose. Bindings can be
configured in the Application Assembly Tool (AAT), often at the same time you
define the deployment descriptor. They can also be configured using WebSphere
Studio Application Developer.

They are stored in the EJB, Web, or application archive in a file called
ibm-<type>-bnd.xmi, where <type> is ejb-jar, web, or application.

IBM extensions

WebSphere V4.0 supports additional options, that are beyond J2EE
specifications, such as transaction scoping attributes, and Web application
reloading.

IBM extensions are used to specify properties for these additional options.
Extensions can be configured in the Application Assembly Tool (AAT), along with
the deployment descriptor and IBM bindings. They can also be configured using
WebSphere Studio Application Developer.

They are stored in the EJB, Web, or application archive in a file called
ibm-<type>-ext.xmi, where <type> is ejb-jar, web, or application.

EJB JAR additions

WebSphere EJB modules include schema-related files for CMP entity beans.
The Application Assembly Tool can be used to generate the files listed in
Table 3-4.

Table 3-4 EJB JAR additions

File Description

META-INF\Table.ddl Commands to create a database table
(used manually)

META-INF\map.mapxmi Maps the EJB fields to the schema fields

META-INF\Schema\schema.rdbxmi Specifies the database schema field

(column) attributes

3.7 Classloaders

46

WebSphere Application Server uses several classloaders to enable the J2EE
specification. Besides the regular classloader that uses the classpath
environment variable to locate and load classes, there are many other
classloaders at work.
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Figure 3-6 shows a simplified diagram of the WebSphere classloaders. Each box
represents a classloader, and the text in brackets describes where that
classloader searches for classes.

Java classloader
(classpath)

1T

WebSphere classloader
(ws.ext.dirs)

17

Module classloader(s)
(J2EE spec)

Figure 3-6 WebSphere classloaders

At the top, the regular Java system classloader uses the classpath environment
variable to load classes. The second classloader is WebSphere-specific and
uses a ws.ext.dirs environment variable to load classes. Besides loading any
user code, this classloader also loads all of the WebSphere and J2EE classes
that are required at runtime. Finally, the modules running in the server are loaded
by one or more module classloaders. The module classloaders follow J2EE class
loading rules to load the classes and JAR files from your application.

Web modules have the WEB-INF/classes and WEB-INF/lib folders for Java code.
The classes folder may contain "loose" Java classes (classes not inside a JAR
file), and it can be used for servlet or utility classes within the scope of the Web
application. Often a special classloader is used for this folder, so that if changes
are made to the classes, they are automatically reloaded by the application
server. The lib folder may contain JAR files (not ZIP files) that are also used by
the Web application. You should place third-party JAR files and other utility JAR
files in this folder.

An enterprise application may contain JAR files to be used by the contained
modules. This allows sharing of code at the application level, and is the best
place to put utility JAR files that are used by multiple Web or EJB modules. By
placing these JAR files in the enterprise application instead of on the global
classpath, they are also within the J2EE specification, and do not require special
publishing and setup when moving to a new server.

Chapter 3. The Java 2 platform 47



The most important point to understand about Figure 3-6 is that each classloader
is defined as a child of the classloader above it. Whenever a class needs to be
loaded, the classloader usually delegates the request to its parent classloader. If
none of the parent classloaders can find the class, the original classloader
attempts to load the class. Requests can only go up the tree; they cannot go
down. If the WebSphere classloader is requested to find a class in a J2EE
module, it cannot go down to the module classloader to find that class, and a
ClassNotFoundException will occur. Once a class is loaded by a classloader, any
new classes that it tries to load will reuse the same classloader, or go up the
chain until the class is found.

For more information on WebSphere classloaders, see:
» WebSphere InfoCenter, “Setting classpaths” article.

http://www.ibm.com/software/webservers/appserv/infocenter.html

» IBM WebSphere Developer Domain, “J2EE Class Loading Demystified”
article.

http://dbsd0l.boulder.ibm.com/wsdd/Tibrary/techarticles/0112_deboer/deboer.
html

3.8 More information

These documents and Web sites are also relevant as further information
sources:

» See the Java 2 Platform, Enterprise Edition home page for J2EE
specifications, tutorials, BluePrints, and white papers:

http://java.sun.com/j2ee

» Enterprise JavaBeans Specification, V1.1
http://java.sun.com/products/ejb

» IBM WebSphere Developer Domain
http://www.ibm.com/websphere/developer

» |IBM developerWorks
http://www.ibm.com/developer

» WebSphere InfoCenter, Concepts and terminology section.
http://www.ibm.com/software/webservers/appserv/infocenter.html

» Subrahmanyam Allamaraju, et al. Professional Java Server Programming,
Second Edition, Wrox Press, 2000, ISBN 1861004656
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Part 2

Inside
WebSphere

In this part we look inside WebSphere V4.0 at architecture and topology
alternatives, Web services, and J2EE security.
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WebSphere architecture
overview

In this chapter we take a look at the major components within IBM WebSphere
Application Server V4.0, such as the application server, Web container, and EJB
container, and how they map to the J2EE component architecture.

We talk about the WebSphere administrative server and the services that it
provides. Then there is a discussion about the application server and server
groups. Virtual hosts and enterprise applications are briefly touched upon.

When you install and run WebSphere on a single machine you will see certain
key processes running. In this section we give a brief introduction to these
processes and their purpose. In later chapters we give more details and describe
other optional facilities.

Figure 4-1 on page 52 shows the architecture of WebSphere Application Server
V4.0, Advanced Edition with all the major components. The following sections
describe the components shown in this figure.
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Figure 4-1 Major components in WebSphere V4.0, Advanced Edition

4.1 Application server

The application server collaborates with the Web server to return customized
response to a client’s request. Application code including servlets, JSPs, EJBs
and their supporting classes run in an application server. In keeping with the
J2EE component architecture, servlets and JSPs run in a Web container, and
EJBs run in an EJB container.

In WebSphere Advanced Edition you can define multiple application servers,
each running in its own Java Virtual Machine (JVM). The administrative server
runs in its own JVM.

Refer to Chapter 13, “WebSphere administration basics” on page 441 for details
on application servers.

Note: In WebSphere V4.0, Web application URLs are now case-sensitive on
all operating systems for consistency and security.
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4.1.1 Default Server

A default application server, appropriately named “Default Server”, is
automatically configured during the default WebSphere Application Server
installation. The Default Server, like any other application server, contains a Web
container and an EJB container.

4.2 HTTP server and plug-in

The WebSphere Application Server works with an HTTP server, or Web server,
to handle requests for dynamic content, such as servlets, from Web applications.
(We use the terms HTTP server and Web server interchangeably thoughout the
book.) The HTTP server and application server communicate using the
WebSphere HTTP plug-in for the HTTP server.

The HTTP plug-in uses an easy-to-read XML configuration file to determine
whether a request should be handled by the Web server or the application
server. It uses the standard HTTP protocol to communicate with the application
server. It can also be configured to use secure HTTPS, if required.

The HTTP plug-in is available for popular Web servers, including IBM HTTP
Server, Apache, Microsoft IIS, and Netscape iPlanet.

You can find out more about the WebSphere Web server interface in Chapter 14,
“Configuring the Web server interface” on page 481.

4.3 Embedded HTTP server

A nice feature of WebSphere V4.0 is the embedded HTTP server within the
application server. This Web server is very useful for testing or development
purposes but should not be used in production environments. For performance
and security reasons, use a Web server and HTTP plug-in for the Web server in
a production environment.

See Chapter 14, “Configuring the Web server interface” on page 481 for further
details on using WebSphere without an external Web server.
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4.4 Virtual hosts

A virtual host is a configuration enabling a single host machine to resemble
multiple host machines. It allows a single physical machine to support several
independently configured and administered applications. It is not associated
with a particular node (machine). It is a configuration, rather than a "live
object", explaining why it can be created, but not started or stopped.

Each virtual host has a logical name and a list of one or more DNS aliases by
which it is known. A DNS alias is the TCP/IP host name and port number used to
request the servlet, for example yourHostName:80. The default ports and aliases
are:

» The default alias is *:80, using an external HTTP port that is not secure

» Aliases of the form *:9080 use the embedded HTTP port that is not secure
» Aliases of the form *:443 use the secure external HTTPS port

» Aliases of the form *:9443 use the secure embedded HTTPS port

When a servlet request is made, the server name and port number entered into
the browser are compared to a list of all known aliases in an effort to locate the

correct virtual host and serve the servlet. If no match is found, an error (404) is
returned to the browser.

WebSphere Application Server provides a default virtual host, aptly named
“default_host”, with some common aliases, such as the machine's IP address,
short host name, and fully qualified host name. The alias comprises the first part
of the path for accessing a resource such as a servlet. For example, it is
localhost:80 in the request http://1ocalhost:80/serviet/snoop.

Virtual hosts allow the administrator to isolate, and independently manage,
multiple sets of resources on the same physical machine.

See Chapter 14, “Configuring the Web server interface” on page 481 for more
information on virtual hosts.

4.5 Server groups

A server group is a template for creating additional, nearly identical copies of an
application server and its contents. It is a logical representation of the application
server.
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A server group has the same structure and attributes as the real application
server. It may contain Web containers, EJB containers, servlets, EJBs, and other
resources. The server group lets you view and modify any property associated
with these logical objects. But the server group is not associated with any
particular physical node. Nor does a server group correspond to any real server
process running on any node.

Once you have created a server group, you can then create clones of that server.
Server groups also help in the management of clones. For example, changing a
server group will change all the clones and starting a server group will start all
the clones.

You can find more details on server groups in Chapter 17, “Server groups and
workload management” on page 605.

4.6 Clones

Cloning is the process of creating a server group based upon an existing fully
configured server. These copies are called clones.

Clones are identical in every way to the server group from which they were
created. Unlike server groups, the clones created from a server group represent
real application server processes running on real physical nodes.

Application server clones can be hosted on a single machine whereby you get
vertical scaling or be distributed across different machines, which gives you
horizontal scaling. Clones can be used for workload management. A request for
a server resource can be handled by any of the server clones.

Modifying the server group automatically propagates the changes to all of the
clones when the clones are restarted. If a clone is modified directly, the clone no
longer is identical to its server group. However, it continues to be part of its
server group unless it is disassociated from the server group.

You can learn more about clones in Chapter 17, “Server groups and workload
management” on page 605.

4.7 Web container

The WebSphere Web container processes servlets, JSP files and other types of
server-side includes. Pre-J2EE, servlets would run in a servlet engine. Each Web
container automatically contains a single session manager.
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When handling servlets, the Web container creates a request object and a
response object, then invokes the servlet service method. The Web container
invokes the servlet’'s destroy method when appropriate and unloads the servlet,
after which the JVM performs garbage collection.

The Web container supplies the PageListServlet to call a Java ServerPage (JSP)
by name. The PagelListServlet uses configuration information to map a JSP
name to a Uniform Resource Identifier (URI), and the URI specifies a JSP file in
the Web module.

Web container configuration provides information about the application server
component that handle servlet requests forwarded by the Web server. The
administrator specifies Web container properties including:

1. Application server name on which the Web container runs

2. Number and type of connections between the Web server and the Web
container

3. Port on which the Web container listens

The WebSphere Administrative Console or the Web Administrative Console can
be used to edit the configurations of Web containers. Each application server
runtime has one logical Web container, which you can modify but not create or
remove.

Figure 4-2 shows the WebSphere Administrative Console view of the Web
modules installed in Default Server's Web container.
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Figure 4-2 Web modules installed in Default Server's Web container

4.7.1 Web module

A Web module represents a Web application. It is used to assemble servlets and
JSP files, as well as static content such as HTML pages, into a single deployable
unit. Web modules are stored in Web archive files or WAR files (.war), which are
standard Java archive files. A Web module contains one or more servlets,
JavaServer Pages (JSP) files, and other files. It also contains a deployment
descriptor that declares the contents of the module, stored in an XML file named
web.xml. The deployment descriptor contains information about the structure
and external dependencies of Web components in the module and describes
how the components are to be used at runtime.

A Web module can be used as a stand-alone application, or it can be combined
with other modules (other Web modules, EJB modules, or both) to create a J2EE
application. A Web module is installed and run in a Web container.

You can find out more about Web containers and modules in Chapter 3, “The
Java 2 platform” on page 29.
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4.8 EJB container

The EJB container provides all the runtime services needed to deploy and
manage Enterprise Java Beans (EJBs). It is a server process that handles
requests for both session and entity beans.

The enterprise beans (inside EJB modules) installed in an application server do
not communicate directly with the server; instead, an EJB container provides an
interface between the EJBs and the server. Together, the container and the
server provide the bean runtime environment.

The container provides many low-level services, including threading and
transaction support. From an administrative viewpoint, the container manages
data storage and retrieval for the contained beans. A single container can hold
more than one EJB JAR file.

Figure 4-3 shows the WebSphere Administrative Console view of the EJB
modules installed in Default Server’'s EJB container.
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Figure 4-3 EJB modules installed in Default Server's EJB container
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4.8.1 EJB module

An EJB module is used to assemble one or more enterprise beans into a single
deployable unit. An EJB module is stored in a standard Java archive (JAR) file.
An EJB module contains one or more deployable enterprise beans and a
deployment descriptor stored in an XML file. The deployment descriptor declares
the contents of the module, defines the structure and external dependencies of
the beans in the module, and describes how the beans are to be used at runtime.

An EJB module can be used as a stand-alone application, or it can be combined
with other EJB modules, or with Web modules, to create a J2EE application. An
EJB module is installed and run in an enterprise bean container.

You can find out more about EJB containers and modules in Chapter 3, “The
Java 2 platform” on page 29.

4.9 WebSphere administrative model

The WebSphere administrative model is depicted in Figure 4-4.

administrative domain

Node

administrative
console

administrative
server

application
server I

administrative
database

administrative
server

application
server I

Node

administrative
server

application
server

Web admin — -
administrative
console
console

Figure 4-4 WebSphere administrative model
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An administrative domain is a set of one or more nodes sharing an administrative
repository in the form of a relational database. An administrative domain is the
logical space containing the configurations for various objects in your
WebSphere environment.

A node is a physical machine running an application server and an administrative
server.

Each administrative server in the domain stores its administrative data in a
shared repository, shown as the administrative database in Figure 4-4 on
page 59.

Administrative user interfaces, outside the administrative domain, communicate
with the administrative servers using IIOP or HTTP. WebSphere Advanced
Edition uses the Java administrative console and IIOP. WebSphere Advanced
Edition Single Server uses the HTTP Web administrative console.

WebSphere resources on a node are represented as administrative resources in
the WebSphere administrative domain.

4.10 Administrative server

The administrative server is the systems management runtime component of
WebSphere. The administrative server is responsible for runtime management,
security, transaction coordination, and workload management. In most cases
(exceptions will be outlined later), the administrative server runs on all nodes in a
WebSphere administrative domain and controls the interaction between each
node and application server process in the domain.

The WebSphere administrative server provides administrators with a single
system view of applications and resources, such as JSPs, servlets, and EJBs,
that could be deployed across multiple platforms in a distributed environment.
Administering resources on a remote machine is just as easy as administering
them on the local machine.

4.11 Administrative repository

60

WebSphere stores all runtime configuration information for a domain in a single
persistent repository. That database by default is named WAS. All administration
takes place through the manipulation of objects in the administrative repository.
The respository can be stored in DB2, Oracle, Informix, MS SQL Server, or
Sybase. In all cases you need to check the WebSphere release notes for exactly
which versions of your chosen database you should use.
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In the single server edition this repository is stored in an XML configuration file.

In our diagram we show a single node running all processes, and this is common
in small production environments. It is entirely reasonable to configure the
database on a remote server, and in production environments we recommend
that you do so.

4.12 Administrative interfaces

The WebSphere administrative server provides the services that are used to
control resources and perform tasks on the administrative database. Monitoring
and configuring of administrative resources as well as stopping and starting of
servers are facilitated by four interfaces, as shown in Figure 4-5 on page 61.

The two graphical interfaces and two command-line interfaces nicely
complement each other. You can use the graphical interfaces to interactively
administer your WebSphere environment. The Java administrative console is
used in examples throughout this book. You can use the command-line tools to
automate configuration. These tools are discussed in Chapter 23,
“Command-line administration and scripting” on page 881.
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Figure 4-5 WebSphere V4.0 Administrative Services block diagram
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4.12.1 Java administrative console

62

Commonly known as the WebSphere Administrative Console or simply as the
admin console, this graphical user interface is primarily used for administration of
a WebSphere administrative domain. It provides rich support for the full range of
WebSphere Advanced Edition administrative activities. The administrative
console can run on one of the nodes that the administrative server is running on,
or it can be invoked on a remote node that attaches to a running administrative
server.
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Figure 4-6 WebSphere V4.0 Advanced Edition administrative console

On Windows systems access the administrative console by clicking Start >
Progams > IBM WebSphere > Application Server V4.0 AE > Administrator's
Console. On UNIX systems invoke the adminclient.sh script found in
<WAS_HOME>/bin to bring up the administrative console. By default the
administrative console connects to the administrative server via port 900.

You can find further details on the WebSphere Administrative Console in
Chapter 13, “WebSphere administration basics” on page 441.
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4.12.2 Web administrative console

The Web administrative console is like a configuration editor that runs in a Web
browser. It provides the opportunity to work with WebSphere Application Server
V4.0, Advanced Edition Single Server configuration files encoded in eXtensible
Markup Language (XML). This lightweight Web-based GUI is only available in
WebSphere AEs.

The Web administrative console, shown in Figure 4-7, can be brought up on the
local machine by typing the following URL in a Web browser:

http://lTocalhost:9090/admin
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Figure 4-7 WebSphere V4.0 Advanced Edition Single Server Web administrative console
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The configuration that gets loaded by default is contained in the server-cfg.xml
file, found in the <WAS_HOME>/config directory. A different configuration file
may be loaded once the Web administrative console is open on your browser.
However, any other chosen configuration file may be passed as a parameter in
the browser URL so that it gets loaded on startup. The browser URL should be
as follows:

http://lTocalhost:9091/admin/edit?configFile=C:/temp/foo.xml
This will load foo.xml from the C:/temp directory.

Other than the brief overview here, we don’t use the Web administration console
in this book. It is not available for WebSphere Application Server V4.0, Advanced
Edition, as the Web browser interface does not provide the functional richness
needed to manage distributed, scalable, and available enterprise applications.

4.12.3 WebSphere Control Program

The WebSphere Control Program is a command-line administrative tool that is
available in the Advanced Edition. It also operates in an interactive mode. You
can use the WebSphere Control Program to administer domain resources such
as defining, configuring, managing, importing and exporting configurations, and
performing diagnostic operations. It is based on Tcl.

Tcl stands for Tool Command Language. It is open source and there is also a
Java version of Tcl called Java Control Language (JACL). The Tcl language has
a simple and programmable syntax, and can be used stand-alone or in
embedded applications. It is extensible and WebSphere Control Program
extends Tcl by providing a set of commands for manipulating WebSphere
objects.

WebSphere Control Program is started from the command line, by running the
wscp.bat batch file on the Windows platform or the wscp.sh shell script on the
UNIX platform. These files are found in the <WAS_HOME>/bin directory.

Details about WebSphere Control Program can be found in Chapter 23,
“Command-line administration and scripting” on page 881.

4.12.4 XMLConfig
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XMLConfig is another command-line administrative tool available with
WebSphere Advanced Edition. The XMLConfig tool offers the WebSphere
administrator the ability to import and export (full or partial export) the
WebSphere configuration data in the administrative repository. You can use this
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tool to make multiple changes to the administration repository without having to
manually repeat the changes using the administrative console. You can also use
it to generate a new plug-in configuration file with the new generatePluginCfg
option.

XMLConfig is not an interactive tool and cannot be used to retrieve status
information from WebSphere.

XMLConfig is described in detail in Chapter 23, “Command-line administration
and scripting” on page 881.

4.12.5 DrAdmin

The DrAdmin command tool is available in all editions of WebSphere Application
Server and is primarily used for troubleshooting. Located in the
<WAS_HOME>/bin directory, it can be used to diagnose problems when other
tools fail.

You can learn more about DrAdmin in Chapter 24, “Troubleshooting” on
page 949.
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Topologies selection

This chapter describes various topologies which IBM WebSphere Application
Server V4.0 supports. In addition, options regarding the use of multiple clones,
multiple WebSphere domains, vertical and horizontal scaling as well as multiple
tiers (separating the Web and EJB containers) are covered. For detailed
information including step-by-step configuration, see IBM WebSphere V4.0
Advanced Edition Scalability, SG24-6192.
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5.1 Topology selection criteria

While a variety of factors come into play when considering the appropriate
topology for a WebSphere deployment, the primary factors to plan for typically
include:

» Security

» Performance
» Throughput

» Availability

» Maintainability
» Session state

5.1.1 Security

Security concerns usually require physical separation of the HTTP (Web) server
from the application server processes, typically across one or more firewalls.

EJB security reminder: Enterprise beans and their clones have separate
identities. Therefore, you must explicitly protect each and every bean by
configuring resource security for the bean and including it in a secured
enterprise application.

5.1.2 Performance
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Performance involves minimizing the response time for a given transaction load.
While a number of factors relating to the application design can affect this, adding
additional resources in the following two ways, or a combination of both, can be
used to good effect:

» Vertical scaling, which involves creating additional application server
processes on a single physical machine in order to provide multiple thread
pools, each corresponding to the JVM associated with each application
server process.

» Horizontal scaling, which involves creating additional application server
processes across multiple physical machines.
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5.1.3 Throughput

Throughput, while related to performance, more precisely involves the creation of
some number of application server instances (clones) in order to increase the
number of concurrent transactions that can be accommodated. As with
performance, the application server instances can be added through vertical
and/or horizontal scaling.

5.1.4 Availability

Availability requires that the topology provide some degree of process
redundancy in order to eliminate single points of failure. While vertical scalability
can provide this by creating multiple processes, the physical machine then
becomes a single point of failure. For this reason a high-availability topology
typically involves horizontal scaling across multiple machines.

Hardware-based high availability

By providing both vertical and horizontal scalability the WebSphere Application
Server runtime architecture eliminates a given application server process as a
single point of failure. In fact the only single point of failure in the WebSphere
runtime is the database server where the WebSphere administrative repository
resides. It is on the database server that any hardware-based high availability
(HA) solutions such as HACMP, Sun Cluster, or MC/ServiceGuard should be
configured.

In most cases there is very little to be gained from trying to configure WebSphere
Advanced Edition to work in conjunction with a hardware-based HA product. The
only case where a hardware-based HA solution would provide value is where
WebSphere is serving as the coordinator of a distributed (two-phase commit)
transaction. If a WebSphere node were to go down, then any in-doubt
transaction (after prepare, before commit) could not be resolved automatically
until the node was restored to service. So unless one is utilizing WebSphere for
distributed transactions, the cluster capabilities inherent in WebSphere should
prove sufficient for the WebSphere runtime proper.

At this writing use of a hardware-based HA solution is not supported in
WebSphere V4.x, but testing is underway to provide support for HACMP with
DB2/Oracle, Sun Clustering with Oracle and DB2, HP Service Guard with DB2
and Oracle, and MS Clustering with SQLServer. Look for support for these
products in the near future with WebSphere 4.x.
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5.1.5 Maintainability

While maintainability is somewhat related to availability, there are specific issues
that need to be considered when deploying a topology that is maintainable. In
fact some maintainability factors are at cross purposes to availability. For
instance, ease of maintainability would dictate that one minimize the number of
application server instances in order to facilitate online software upgrades. Taken
to the extreme, this would result in a single application server instance, which of
course would not provide a high availability solution. In many cases it is also
possible that a single application server instance would not provide the required
throughput or performance. In deciding on the degree of vertical and horizontal
scaling that one needs to incorporate in a topology, you should also consider the
matter of hardware upgrades (for example, adding CPUs, memory, or upgrading
to faster CPUs). As we will see below, one alternative topology for maintainability
involves creating more than one WebSphere domain.

5.1.6 Session state

Unless you have only a single application server or your application is completely
stateless, then maintaining session state between HTTP client requests will also
play a factor in determining your topology. In WebSphere V4.0 the recommended
method for sharing of sessions between multiple application server processes
(clones) is to persist the session to a database.

In WebSphere V4.0 a JMS/Messaging alternative for sharing of session state
has been introduced as a technology preview. At present this technology is
immature and should not be used for production.

Lastly, the configuration of an HTTP sprayer such as the Network Dispatcher
component of WebSphere Edge Server needs to be considered when session
state is important.

5.1.7 Topology selection summary

Table 5-1 is a summary of topology selection.

Table 5-1 Topology selection summary

Security Perform- Through- Maintain- Availability | Session
ance put ability
Vertical Limited Limited to Easiest to Process Required
Clones benefit resources maintain isolation
on a single
machine
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Security Perform- Through- Maintain- Availability | Session
ance put ability
Horizontal Best in Best in Code Process Required
Clones general general migrationto | and
multiple hardware
nodes redundancy
HTTP Allow for Usually Usually
Separate firewalls/ better than better than
DMZs local local
Three Tiers | Most Typically Additional
options for slower than | clones may
firewalls single JVM improve
throughput
One Ease of
Domain mainten-
ance
Multiple Harder to Process,
Domains maintain hardware
than single and
domain software
redundancy

5.2 Vertical scaling with WebSphere workload
management

In the simplest case, one can configure many application server clones on a
single machine, and this single machine also runs the HTTP server process. This

configuration is depicted in Figure 5-1.
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Figure 5-1 Vertical scaling with clones

At first glance this would appear to be the simplest to configure. However, as
we’ll see later on, separating the HTTP server(s) from the application server
processes on separate physical machines is not significantly harder with
WebSphere than the simple case depicted here. Though one is limited to the
resources available on a single machine as well as the availability risk when
using a single machine, this configuration does provide for process isolation. The
improved multi-processor support of the WebSphere V4.0 JVM means that the
thoughput or performance benefits of vertical scaling with clones is limited.

You will notice that even in the simple “single machine” configuration depicted
above, the WebSphere configuration repository resides on a remote database
server. There are several reasons why this represents a good practice.

First, most enterprises have already invested in a high availability solution for
their database server, and the configuration repository represents a single point
of failure in WebSphere, so it pays to make this highly available.

Secondly, the database that houses the configuration repository should be
backed up on a regular basis, just as application data is. Housing the repository
on the same server as the application data usually simplifies this task, since
appropriate DBA procedures such as database backup processes are already
defined for this machine.

Additionally, the database server is typically sized and tuned for database
performance, which may differ from the optimal configuration for the application
server (in fact on many UNIX servers, installing the database involves
modification of the OS kernel).
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Lastly, if both the database and application server are placed on the same
machine, then under high-load you have two processes: the application server
and the database server, competing for increasingly scarce resources (CPU and
memory), so in general you can expect significantly better performance by
separating the application server from the database server.

Note: WebSphere V4.0 provides two types of workload management (WLM):
» Plug-in WLM, which distributes servlet requests across Web containers
» EJS WLM, which distributes EJB requests across EJB containers

Refer to Chapter 17, “Server groups and workload management” on page 605
for further details.

5.3 HTTP server separation from the application server

The WebSphere V4.0 HTTP plug-in allows the HTTP server to be physically
separated from the application server.

When compared to a configuration where the application server and the HTTP
server are co-located on a single physical server, separation of the application
server and the HTTP server can be utilized to provide varying degrees of
improvement in:

» Performance
» Process isolation

» Security
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Notes:

1. The WebSphere V4.0 Web server plug-in uses the HTTP transport
between the HTTP server and application server. The OSE plug-in
transport is not supported in WebSphere V4.0.

2. The servlet redirector alternatives for separating the HTTP server from the
application server, available in WebSphere V3.x, are no longer supported
in WebSphere V4.0. The unsupported servlet redirector alternatives
include:

— Thick Servlet Redirector
— Thick Servlet Redirector administrative server agent
— Thin Servlet Redirector

3. The reverse proxy approach for separating the HTTP server and the
application server is generally not suggested for use with WebSphere
V4.0. The new HTTP plug-in behaves very much like a reverse HTTP
proxy, without its disadvantages. Reverse proxy disadvantages include:

— Requires extra hardware and software
— Not WebSphere workload management aware

The HTTP plug-in allows for physical separation of the HTTP server and the Web
container(s). The HTTP plug-in supports clustering and workload management
of application servers. This means that the HTTP server can send requests that
require intensive processing to multiple application server machines, freeing up
the HTTP server machine to process more requests. The HTTP plug-in provides
for both vertical (as depicted in Figure 5-2) and horizontal scaling of the
WebSphere environment.
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Figure 5-2 HTTP plug-in

The HTTP plug-in also supports data encryption between the HTTP server and
the application server, using HTTP over SSL or HTTPS. The HTTP plug-in is
suitable for environments that require all network communication be encrypted,
even in a DMZ.

The WebSphere V4.0 HTTP plug-in also performs well. In tests it has been

shown to be as much as 30 to 60 percent faster than the WebSphere V3.5 OSE

plug-in. It performs well on a local or remote Web server. In some configurations
it may perform better when remote, by separation of the HTTP and application

Server processes.

In summary the benefits of the HTTP plug-in are:

» Supports WebSphere workload management.

» Supports WebSphere security.

» Support for NAT firewalls.

» Does not need database access through a firewall.

» Communication can be encrypted.

» Performs better than OSE.

» Administration has been simplified. The HTTP plug-in uses one, easy-to-read
XML configuration file, rather than the three files needed for the WebSphere
V3.5 OSE plug-in.

While the disadvantages of the HTTP plug-in are:

» Manual configuration and administration of the HTTP server plug-in file when
changes are made to the remote application server.
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» No protocol shift for inbound and outbound traffic across a firewall. The
following approaches can be used to address this disadvantage:

— Use the HTTPS plug-in to provide a high-security connection between the
HTTP server and application server.

This connection can be configured so that the HTTPS plug-in and
application server must mutually authenticate each other using public-key

infrastructure (PKI).

— Use different inbound (browser to HTTP server) and outbound (HTTP
plug-in to application server) port numbers

Table 5-2 is a summary of WebSphere HTTP plug-in characteristics.

Table 5-2 WebSphere HTTP plug-in characteristics

Characteristic Comment
SSL support Yes
Needs DB access No
Workload management Yes
Network Address Translation Yes
Performance High

Administration

Manual with remote Web server

5.4 Scaling WebSphere in a three-tier environment
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Partitioning your application server processes into servlet application servers
and EJB application servers as depicted below can provide some advantages
from a security perspective as well as some possible advantages from a

performance perspective.

In this topology the EJB layer is closer to the application data, for which an entity
EJB provides a representation. When running in an environment where two
firewalls are employed, this allows one to provide the same level of security for
entity EJBs as is provided for application data.
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Figure 5-3 3-tier environment

In terms of performance this topology allows one to replicate different numbers of
application servers (for example, two Web containers and five EJB servers or
vice versa), which may provide better performance. In general, however,
elimination of the local JVM optimizations that occur when both the servlet
(client) and the EJB (server) are resident in the same application server (JVM) as
well as the network latency introduced with the topology will tend to negate any
possible performance improvement brought about by the additional processing
power afforded by a separate physical server.

While providing more redundancy for application server processes, this topology
also introduces more possible points of failure. In addition to more application
server processes, this means that you’ll have more to manage as well.
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5.5 Horizontally scaling Web servers with WebSphere
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Figure 5-4 WebSphere with Network Dispatcher

Adding a mechanism for distributing HTTP requests, such as the Network
Dispatcher component of WebSphere Edge Server as depicted above, provides
the following advantages:

» Network Dispatcher allows for an increased number of connected users.

» Network Dispatcher eliminates the HTTP server as a single point of failure
and can be used in combination with WebSphere workload management to
eliminate the application server as a single point of failure.

» Increased throughput by virtue of adding multiple servers and CPUs to
service the workload.

5.6 One WebSphere domain vs. many
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While there are no “hard” limits on the number of nodes that can be clustered in a
WebSphere domain, one may want to consider creating multiple WebSphere
domains for a variety of reasons:

» Two (or more) domains can be employed to provide not only hardware failure
isolation, but software isolation as well. This can come into play in a variety of
situations:
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— Deployment of a new version of WebSphere. Note that nodes running
WebSphere V4.0 and V3.x in the same domain are not supported.

— Application of an e-fix or patch.

— Rollout of a new application or revision to an existing application.

» In cases where an unforeseen problem occurs with the new software, multiple

domains prevent a catastrophic total outage to an entire site. A roll-back to

the previous software version can also be accomplished more quickly. Of

course, multiple domains imply the software has to be deployed more than

once, as would be the case with a single domain.

» Multiple smaller domains may provide better performance than a single large
domain, since there will be less interprocess communication in a smaller

domain.

Of course, multiple domains will require more effort for day-to-day operations,
since administration must be performed on each domain, although this can be

mitigated through the use of scripts employing WebSphere Control Program and
XMLConfig. Multiple domains also mean multiple administrative databases,
which means multiple backups here as well.

In order to distribute requests across multiple domains as depicted in Figure 5-6,
you’ll need a mechanism, such as Network Dispatcher, for spraying your HTTP
requests across the HTTP servers associated with each domain.
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Figure 5-5 One WebSphere domain
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Figure 5-6 Multiple WebSphere domains

5.7 Multiple applications within one node vs. one
application per node
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When deciding how to deploy your application, one decision point is whether to
deploy clones of an application server across all nodes in a cluster as depicted in
Figure 5-7, or to place all clones of a given application server on a single node as
depicted in Figure 5-8 on page 82.

As discussed previously, horizontal cloning, as depicted in Figure 5-7 provides:
» Process isolation

» Application software failover

» Hardware failover
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Figure 5-7 Multiple application servers within one server

As with horizontal cloning, vertical cloning as depicted in Figure 5-8 on page 82
provides for process isolation and application software failover, but obviously
does not provide for any sort of hardware high availability. The primary
advantage to vertical cloning is that the executables for a given application have
to be distributed to only a single machine. Horizontal cloning on the other hand
requires that your application executables be distributed across multiple
machines in a cluster. Use of a file system, such as NFS or AFS, that provides a
common file mount point for all nodes can ease the distribution of code across
multiple nodes.
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Figure 5-8 One application server per node

5.8 Closing thoughts on topologies
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Whatever topology you decide on, a best practice is to partition your production
acceptance environment exactly the same as your production environment. This
avoids surprises when deploying your application into production.

Another consideration, when practical for your application architecture, is to
create a number of smaller application servers, rather than a single large one.
This has at least two advantages:

» The plug-in configuration files can be smaller (less complexity of URIs), which
leads to better startup performance and possibly better execution
performance.

» At least during the development phase, it takes less time to cycle a smaller
application server to pickup various configuration changes.
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Of course, creation of multiple application servers in this manner should be
carefully balanced against the increased complexity of doing so and the potential
increase in response time due to inter-process RMI/IIOP calls and network
latency.
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Web services

WebSphere Application Server V4.0 provides support for a new breed of Web
applications called Web services.

In this chapter we discuss:

» What are Web services?

» Web services architecture

» WebSphere V4.0 support for Web services

» Using Web services with WebSphere
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6.1 What are Web services?

Web services are self-contained, self-describing, modular applications that can
be published, located, and invoked across the Web. A sample Web service might
provide stock quotes or process credit card transactions. Once a Web service is
deployed, other applications (and other Web services) can discover and invoke
the service.

Web services are independent of specific programming languages or operating
systems. Instead, Web services rely on pre-existing transport technologies (such
as HTTP) and standard data encoding techniques (such as XML) for their
implementation.

The Web services approach to programming is based on the idea of building
applications by discovering and invoking network-available applications to
accomplish some task.

6.2 Web services architecture
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Web services are deployed on the Web by service providers. The functions
provided by the Web service are described using the Web Services Description
Language (WSDL). Deployed services are published on the Web by service
providers.

A service broker helps service providers and service requestors find each other.
A service requestor uses the Universal Discovery Description and Integration
(UDDI) API to ask the service broker about the services it needs. When the
service broker returns the search results, the service requestor can use those
results to bind to a particular service.

As we can see in Figure 6-1 on page 87:

» Web service descriptions can be created and published by service providers.
» Web services can be categorized and searched by specific service brokers.

» Web services can be located and invoked by service requesters.
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Figure 6-1 Web services components and operations

6.2.1 Web services components

Figure 6-1 shows the three main components used in Web services:

'S

Service providers, who provide services and maintain a registry that makes
those services available.

Service brokers, who match service providers with service requestors.

Service requesters, who use service brokers to discover Web services, then
invoke those services to create applications.

6.2.2 Web services operations

Web services components use three basic operations:

'S

Publish/Unpublish involves advertising services to a registry (publishing) or
removing those entries (unpublishing). The service provider contacts the
service broker to publish or unpublish a service.

Find is performed by service requestors and service brokers together. The
service requestors describe the kinds of services they're looking for, and the
service brokers deliver the results that best match the request.

Bind takes place between the service requestor and the service provider. The
two parties negotiate as appropriate so the requestor can access and invoke
services of the provider.

Chapter 6. Web services 87




6.2.3 Web services implementation
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The Web service architecture is implemented using the following open
standards:

WSDL  Web Services Description Language

uDDI Universal Discovery Description and Integration
SOAP Simple Object Access Protocol

XML eXtensible Markup Language

These standards allow Web applications to find each other and interact
dynamically over the Web.

WSDL - Web Services Description Language

The Web Services Description Language (WSDL) is an XML-based interface
definition language that provides a way to catalog and describe Web services. It
is used to automate the details involved in applications communication. WSDL
defines the:

» Web service interfaces, including:
— Operation types (one-way, request-response, notification)
— Messages defining a Web service
— Data types (XML schema)
» Web service access protocol (SOAP over HTTP, for example)
» Web service contact endpoints (Web service URL, for example)

Compliant server applications must support these interfaces, and client users
can learn from the document how a service should be accessed.

UDDI - Universal Discovery Description and Integration

Universal Discovery Description and Integration (UDDI) provides a way to find
out about available Web services.

UDDI creates a global, platform-independent, open framework to enable
businesses to:

» Discover each other

» Define how they interact over the Web

» Share information in a global registry

Three public UDDI registries exist on the Web, sponsored by IBM, Microsoft and
HP. Registration is free and registration entries are replicated to other nodes.
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The information provided in a UDDI business registration consists of three
components:

» “White pages” including address, contact, and known identifiers

» “Yellow pages” including industrial categorizations based on standard
taxonomies

» “Green pages” for the technical information about services that are exposed
by the business

Web service providers and requesters use a SOAP API used to communicate
with a UDDI registry.

SOAP - Simple Object Access Protocol

The Simple Object Access Protocol (SOAP) is a network-neutral, lightweight
protocol for exchange of information between two remote applications.

It is an XML-based protocol that consists of three parts:

1. An envelope that defines a framework for describing what is in a message
and how to process it

2. A set of encoding rules for expressing instances of application-defined data
types

3. A convention for representing remote procedure calls and responses

Example 6-1 shows a sample SOAP request, and Example 6-2 on page 90
shows a sample SOAP response. These examples show the SOAP request from
a client wanting a quote for IBM stock, and the SOAP response from the SOAP
server providing stock quotes.

Example 6-1 SOAP request

POST /soapsamples/serviet/rpcrouter HTTP/1.0
Host: localhost

Content-Type: text/xml; charset=utf-8
Content-Length: 460

SOAPAction: ""

<?xml version='1.0"' encoding="'UTF-8'?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema">
<SOAP-ENV:Body>
<nsl:getQuote xmlns:nsl="urn:xmltoday-delayed-quotes"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<symbol xsi:type="xsd:string">IBM</symbol>
</nsl:getQuote>
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</SOAP-ENV :Body>
</SOAP-ENV:Envelope>

The SOAP request indicates that getQuote, from the xmltoday-delayed-quotes
namespace, should be invoked from
http://localhost/soapsamples/serviet/rpcrouter. Upon receiving this
request, the stock quote application at localhost executes the business logic that
corresponds to getQuote.

The SOAP protocol does not specify how to process the request. The provider
could run a CGl script, invoke a servlet, or perform any other process that
generates the appropriate response.

The response comes in the form of an XML document that contains the results of
the processing, in this case the quote for IBM stock.

Example 6-2 SOAP response

HTTP/1.1 200 OK

Server: IBM_HTTP_SERVER/1.3.19 Apache/1.3.20 (Win32)
Content-Length: 479

Connection: close

Content-Type: text/xml; charset=utf-8
Content-Language: en

<?xml version='1.0"' encoding="'UTF-8'?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema">
<SOAP-ENV:Body>
<nsl:getQuoteResponse xmlns:nsl="urn:xmltoday-delayed-quotes"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<return xsi:type="xsd:float">108.53</return>
</nsl:getQuoteResponse>
</SOAP-ENV :Body>
</SOAP-ENV:Envelope>

The response does not include a SOAP-specified header. The results are placed
in an element whose name matches the method name (getQuote) with the suffix,
"Response” as in getQuoteResponse.

Note: You can access a SOAP Web service without using a UDDI registry, as
long as you already have the Web service description and host name.
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XML - eXtensible Markup Language

XML (eXtensible Markup Language) provides a common language for
exchanging information.

6.2.4 Web services benefits

Web services technology will enable businesses to:

» Deliver new IT solutions faster and at lower cost by focusing their code
development on core business, and using Web services applications for
non-core business programming.

» Protect their investment in IT legacy systems by using Web services to wrap
legacy software systems for integration with modern IT systems.

» Integrate their business processes with customers and partners at less cost.
Web services make this integration feasible by allowing businesses to share
processes without sharing technology. With lower costs, even small business
will be able to participate in B2B integration.

» Enter new markets and widen their customer base. Web services listed in
UDDI registries can be "discovered" and thus are "visible" to the entire Web
community.

Web services promote interoperability

The interaction between a service provider and a service requester is designed
to be completely platform and language independent. This interaction requires a
WSDL document to define the interface and describe the service, along with a
network protocol (usually HTTP). Because the service provider and the service
requester have no idea what platforms or languages each other are using,
interoperability is a given.

Web services enable just-in-time integration

As service requesters use service brokers to find service providers, the discovery
takes place dynamically. Once the requester and provider have found each
other, the provider's WSDL document is used to bind the requester and the
service together. This means that requesters, providers, and brokers work
together to create systems that are self-configuring, adaptive, and robust.
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Web services reduce complexity through encapsulation
Service requesters and providers concern themselves with the interfaces
necessary to interact with each other. As a result, a service requester has no
idea how a service provider implements its service, and a service provider has
no idea how a service requester uses its service. Those details are encapsulated
inside the requesters and providers. That encapsulation is crucial for reducing
complexity.

Web services give new life to legacy applications

It is relatively straightforward to take an application, generate a SOAP wrapper,
then generate a WSDL document to cast the application as a Web service. This
means that legacy applications can be used in interesting new ways. In addition,
the infrastructure associated with legacy applications (security, directory
services, transactions, and so on) can be "wrapped" as a set of services.

6.3 WebSphere V4.0 support for Web services
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Figure 6-2 on page 93 shows the WebSphere Application Server V4.0
components that provide support for Web services.

Integration of SOAP support in WebSphere V4.0 provides both SOAP server and
client application environments. It enables WebSphere applications to send and
receive SOAP messages, and leverage WSDL.

Integration of UDDI4J provides a Java interface to UDDI registries. This enables
WebSphere applications to communicate with UDDI-compliant registries to
publish and find Web services.

Web services deployed on the WebSphere platform can utilize platform strengths
such as security, transaction monitoring, and trace/debug functions.
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Figure 6-2 WebSphere SOAP components

6.3.1 WebSphere SOAP support

Apache SOAP Version 2.2 is integrated into WebSphere Application Server V4.0.
Apache SOAP Version 2.2 is a Java-based implementation of the SOAP 1.1
specification with support for SOAP with attachments. SOAP with attachments
allows binary data, such as images, to be passed with a SOAP message.

WebSphere Application Server V4.0 allows you to expose the following artifacts
as SOAP services:

» Standard Java classes

» Enterprise JavaBeans

» Bean Scripting Framework (BSF) supported scripts

» DB2 stored procedures

WebSphere provides tools to assist you with packaging and deploying these

artifacts as Web services. See Chapter 20, “Packaging and deploying Web
services” on page 721 for more information.

When deploying your Web services in WebSphere, you can choose to enable the
XML-SOAP Admin tool, which allows you to manage your SOAP-enabled
services.
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WebSphere Application Server also contains an implementation of the security
extensions for SOAP. These security extensions provide secure connections and
enable digitally signed messages. See the InfoCenter for more information.

Although Apache SOAP allows for SOAP over SMTP, WebSphere Application
Server supports SOAP over HTTP only.

6.3.2 WebSphere UDDI support

UDDI4J is incorporated in WebSphere Application Server V4.0. UDDI4J is an
open-source Java class library that provides an API to interact with a UDDI
(Universal Description, Discovery and Integration) registry. UDDI4J contains an
implementation of the client side of UDDI (everything your application needs to
publish, find, and bind a Web service). It also includes the source code, and the
complete Javadoc for the APls.

WebSphere Application Server V4.0 does not provide a private UDDI registry. If
you are interested in implementing a private UDDI registry you can download the
IBM WebSphere UDDI registry preview from the WebSphere Developer Domain:

http://www7b.boulder.ibm.com/wsdd/downloads/UDDIregistry.html

6.3.3 WebSphere XML support

WebSphere Application Server V4.0 ships with Apache XML4J Version 3.1 XML
(Xerces Version 1.2.1). This is a JAXP compatible, namespace-aware XML
parser, as required for Apache SOAP.

6.3.4 WebSphere SOAP EAR Enabler tool
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Enabling an application EAR file to use the SOAP environment in WebSphere
takes an additional step.

The SOAPEarEnabler script in the WebSphere <WAS_HOME>\bin directory
takes the EAR file and the SOAP deployment descriptor file, and creates a
SOAP-enabled EAR file to install in WebSphere.

The SOAP deployment descriptor describes the service provided by the Web
services application. The deployment descriptor contains:

» The identifier used by the Web service requesters

» The operations available from the service

» The class that implements the Web service
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6.3.5 WebSphere Studio Application Developer

WebSphere Studio Application Developer provides the following tools to assist
with Web services development:

>

Discover. Browse the UDDI registry to locate existing Web services for
integration. The Web becomes an extension of WebSphere Studio.

Create or Transform. Create Web services from existing artifacts, such as
Java beans, URLs that take and return data, DB2 XML Extender calls, DB2
stored procedures, and SQL queries.

Build. Wrap existing artifacts as SOAP and HTTP GET/POST accessible
services and describe them in WSDL. The Web services wizards assist you in
generating a SOAP proxy to Web services described in WSDL and in
generating Java bean skeletons from WSDL.

Deploy. Deploy Web services into the WebSphere Application Server test
environment using Server Tools.

Test. Test Web services running locally or remotely in order to get instant
feedback.

Develop. Generate sample applications to assist you in creating your own
Web service client application.

Publish. Publish Web services to the UDDI registry, advertising your Web
services so that other businesses can access them.

For more information, see the Web Services Wizardry with WebSphere Studio
Application Developer, SG24-6292 redbook, or the WebSphere Studio
Application Developer help view on application development documentation.

Note: WebSphere Application Server does not provide tools for generating
WSDL files.You need to use a tool such as WebSphere Studio Application
Developer, or you can generate WSDL files manually.

6.4 Using Web services with WebSphere

In this section we give an overview of how a Web service provider can build a
Web service for WebSphere, and how a Web service requester can access a
Web service using WebSphere Application Server.

6.4.1 Building Web services for WebSphere

Figure 6-3 on page 97 shows the process used by a service provider to build and
publish a Java-based Web service for WebSphere. The basic steps are:
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. A Web service provider builds an artifact (a Java bean, for example) that

contains the business logic and code to access the required back-end
systems to determine the current stock price for a company. In this example,
the back-end access is another Web application.

. The service bean representing the Web service is packaged as a J2EE

enterprise application archive (EAR) file for deployment to the WebSphere
Application Server.

. The EAR file is deployed to the application server so the SOAP server servlet

can find the class and the methods in response to incoming SOAP messages
requesting this service.

. Once the artifact has been developed that represents the logic of the Web

service, the developer can create a Web Services Description Language
(WSDL) description of the service. WSDL describes the Uniform Resource
Name (URN) where the Web service will be stored, and any methods and
parameters the Web service exposes. WebSphere Studio Application
Developer wizards produce WSDL from Java beans.

. The description of the Web service (WSDL and other details) is then

published to the UDDI registry so others can find this service. The UDDI
registry is a global registry on the Internet that service requesters can query
to find available services.

6. Service requesters can then find the Web service in the UDDI registry.
7. Service requesters can bind to and invoke the Web service.
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Figure 6-3 Building a WebSphere Web service

6.4.2 Accessing Web services from Web applications

Figure 6-4 on page 98 shows the process followed by a service requester to use
a Web service from a WebSphere application. The basic steps are:

1. The Web application developer begins working on a new application.

2. The Web developer realizes that some parts of the main Web application are
complex but well-defined entities (such as a stock quote or text translation
service). Why develop them from scratch? Perhaps they already exist on the
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Web as Web services? The Web developer can search a UDDI registry for an
existing Web service that could be used in the Web application.

3. Web developer locates the required Web service and downloads WSDL
describing how to bind and interact with the Web service.

4. Web developer generates a Java client proxy from the WSDL using a
WebSphere Studio Application Developer wizard. The Java client proxy
contains all the methods needed to interact with the Web service. The Java
client proxy takes care of all the details, such as formatting the Java method
calls into SOAP messages, serializing the method call parameters,
connecting with the Web service URN, and receiving responses from the
Web service.

5. Web developer codes the calls to the Java client proxy methods in the Web
application.

6. Web developer tests the Web application. As the Web application runs, it
calls Java client proxy methods.

7. The Java client proxy in turn calls the Web service methods via SOAP over
HTTP and returns the results back to the Web application.

Service Requester B Find > uDDI
Registry
+ B Retrieve
145} Develop i
\i
WSDL
Web Application

lﬂ Generate

Java
Client
Proxy

B Invoke

Bind

Figure 6-4 Accessing a Web service from WebSphere

6.4.3 WebSphere Web services runtime

We have seen how a service provider can build and publish a Web service, and
how a service requester can use a Web service. Now let’s look at the Web
services runtime environment provided by WebSphere, from a service requester
to a service provider, as shown in Figure 6-5 on page 99.
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Figure 6-5 WebSphere Web services runtime view

In our example, a service requester has built a servlet/JSP-based Web
application that will use the stock quote Web service provided by a service
provider.

1. The user enters the company name (such as IBM), and clicks the Submit
button in an HTML form. The request is routed to the application server which
in turn invokes a Java servlet.

2. The servlet invokes Java proxy stock quote methods locally. The Java proxy
calls the SOAP client running in the application server.

3. The SOAP client will serialize the method to be invoked on the remote server
(Web service method) and the method's parameters. Then it will post an
HTTP request with the SOAP message. When the HTTP request arrives at
the application server of the service provider, the application server forwards
it to the SOAP servlet.
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4. The SOAP servlet de-serializes the method and its parameters, instantiates
the service bean, and invokes on it the Web service method that contains the
Web service functionality.

5. If necessary, the appropriate back-end access to a legacy system or another
Web service occurs. As the usage of Web services increases, you may find
that service providers also become service requesters for other Web
services. For example, a stock price Web service would be called by a
financial news feed Web service.

6. The SOAP servlet returns the results to the service requester SOAP client.
7. The SOAP client returns the results to the Java proxy.

8. The servlet places the results in a data bean and dispatches a JSP that uses
this data bean to display the result of the stock quote query.

9. The JSP sends HTML back to the user containing the results of the Web
service.

6.5 Summary

Web services is not a revolutionary "start from scratch" technology. It is built from
available, standards-based Web technologies, and the entry costs to start using
Web services are low. Web services can easily interact with the legacy
technologies without having to change them. The value they bring to businesses
and to Web application developers is significant and far reaching. It has been
said that the potential worth of business transactions conducted using Web
services technologies will be worth over $15 billion by 2004.

6.6 More information
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These Web sites are also relevant as further information sources:

» Web Services Wizardry with WebSphere Studio Application Developer,
SG24-6292

http://www.redbooks.ibm.com
» developerWorks - Web Services Zone

IBM sponsored site that contains articles, tutorials and latest news related to
Web services.

http://www.ibm.com/developerworks/webservices
» AlphaWorks - Web Services Toolkit
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IBM sponsored site to provide early adopters access to emerging
"alpha-code" technology. The Web Services Toolkit exploits new
technologies that may be adopted in future releases of IBM Web Services
Tools.

http://www.alphaworks.ibm.com/tech/webservicestoolkit

XMethods

An organization dedicated to promoting the development, deployment, and
use of Web services.

http://xmethods.com
UDDI Organization

UDDI Project and Community Web site contains UDDI specification, white
papers, and FAQs. IBM is a member.

http://www.uddi.org
uddi4j Project

UDDI4J is an open-source Java class library that provides an API to interact
with a UDDI registry.

http://oss.software.ibm.com/developerworks/projects/uddi4j/
SOAP

The latest version of the SOAP specification hosted by the W3C Organization
Web site.

www.w3.org/TR/SOAP

Implementation details on Apache SOAP
http://xml.apache.org/soap/

WSDL

The latest version of the WSDL specification hosted by the W3C Organization
Web site.

http://www.w3.0rg/TR/wsd1
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Security

This chapter aims to provide an understanding of the WebSphere Application
Server V4.0, Advanced Edition security concepts and components used to
secure enterprise applications. We focus on the Java 2 Platform, Enterprise
Edition (J2EE) security model and describe how it is supported in WebSphere
V4.0.

The chapter is organized into the following sections:

» What's new in WebSphere V4.0 Advanced Edition security

» WebSphere security features

» WebSphere security model

» Performance considerations

You can find details on actually setting up WebSphere security for a Web

application and for the WebSphere administrative console in Chapter 21,
“Configuring security” on page 739.

For further information on WebSphere security see also the redbook, IBM
WebSphere Advanced Edition: Security, SG24-6520.
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7.1 What’s new in WebSphere V4.0 security

The following improvements have been made to security in WebSphere V4.0:
» Support for the J2EE security model.
See 7.3.1, “J2EE security model” on page 107 for details.
» Custom user registry support.
See “User registry” on page 111 for details.
» HTTP and HTTPS transport support.

See Chapter 14, “Configuring the Web server interface” on page 481 for
further details.

» Encoding of password settings.

See 7.2.6, “Password encoding in configuration files” on page 106 for details.
» Securing only selected components.

See 7.4, “Performance considerations” on page 123 for details.
» The “SSOToken” has been deprecated.

Now, only the “LTPA Token” is used to support single sign-on (SSO).

7.2 WebSphere security features
The IBM WebSphere Application Server V4.0 security system provides a number
of features that you can use to secure your applications, including the following:
» Authentication policies and services
» Authorization policies and services
» Delegation policies
» Trust policies
» Single sign-on support

» Password encoding in configuration files
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7.2.1 Authentication policies and services

Authentication is the process of verifying that a user (or process) really is who
they say they are. This is usually done with some sort of user ID and password
lookup scheme, or a certificate. You can indicate how you want WebSphere
Application Server to verify the identity of users who try to access your
resources. You can choose a supported directory service, the operating system
registry, or a custom registry to verify the identity of users and groups.

7.2.2 Authorization policies and services

Authorization is the process of determining if a user has rights to use a secured
resource in some way, for example the right to invoke a method on an EJB or
access a particular HTML page, servlet or JSP. You can specify policies that give
different users differing levels of access to your resources. If you define
authorization policies, WebSphere Application Server will enforce them for you.

7.2.3 Delegation policies

Delegation allows an intermediary to do work initiated by a client under an
identity based on the associated delegation policy. Therefore, enforcement of
delegation policies affect the identity under which the intermediary performs
downstream calls made to complete the current request.

When making downstream requests, the intermediary uses the client's
credentials by default, but other choices are also possible. The result is that the
downstream resources do not know the identity of the intermediary; they see the
identity under which the intermediary is operating.

There are three possibilities for the identity under which the intermediary
operates when making the downstream requests:

» The client's identity (default)

» Its own identity

» An identity specified by configuration

7.2.4 Trust policies

Decisions on who or what to trust also help make up an application security
policy. Ultimately, in a security policy, something must be judged to be
trustworthy, be it a user registry that contains user names and passwords or a
Certificate Authority that issues certificates.
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7.2.5 Single sign-on support

WebSphere Application Server supports third-party authentication, a mechanism
for achieving single sign-on across the Internet domain that contains your
resources. You can use single sign-on to allow users to log on once per session
rather than requiring them to log on to each resource or application separately.

7.2.6 Password encoding in configuration files

Several of the WebSphere configuration files contain user IDs and passwords.
These are needed at run time to access external secure resources such as the
administrative database:

com.ibm.ejs.sm.adminServer.dbuser=db2instl
com.ibm.ejs.sm.adminServer.dbpassword={xor}0z1tNjEsK24=

Passwords are encoded, not encrypted, to deter casual observation of sensitive
information. Password encoding combined with proper operating system file
system security is intended to protect the passwords stored in these files.

To modify a password, edit the properties file in clear text and the password will
be automatically encoded the next time WebSphere starts.

7.3 WebSphere security model
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The WebSphere V4.0 security model has been modified to fit J2EE
requirements, as defined in the EJB 1.1 and servlet 2.2 specifications. J2EE
introduces the notion of security roles to encapsulate the grouping of method
permissions. With J2EE, the EJB 1.1 specification also has a whole section on
security (section 15), whereas EJB 1.0 addressed security only in a limited way.
In this section we look at the following topics:

» J2EE security model

» WebSphere security components

» WebSphere security administration model

» WebSphere authentication model

» WebSphere authorization model

» WebSphere delegation model

» WebSphere security and the operating environment
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7.3.1 J2EE security model

An important goal of the J2EE security model is to provide policy-driven security
that reduces the burden on the application programmer. In this model the
security policy can be specified by mapping security roles to method permissions
when the application is packaged by the application assembler. The application
deployer then grants specific users access to the required roles at deployment
time.

Flexibility improves because security policy is not hard coded. Applications are
more portable between J2EE containers using different security mechanisms,
since applications can be written without knowledge of the target security
domain.

The J2EE security model uses two forms of container-based security:

» Declarative security expresses an application’s security structure, including
roles, access control, and authentication requirements in a form external to
the application. A deployment descriptor is used to specify the declarative
application security.

» Programmatic security is used when declarative security alone cannot
express the security model of the application. Code needs to be written to
specify programmatic application security.

The J2EE security model also uses delegation to allow requests from trusted
clients to be delegated to more qualified EJB roles.

Authentication and authorization requirements

The J2EE security specification defines Web client authorization requirements
that include:

» Support for login sessions
» Support for Web single sign-on

J2EE single sign-on means that a user should have to authenticate only when
crossing a security policy domain boundary.

» Support for the following login mechanisms:
— HTTP Basic authentication
— SSL mutual authentication
— Form-based login

We look at WebSphere support for these authentication methods in 7.3.4,
“WebSphere authentication model” on page 116.

» Unauthenticated access
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Web containers report that a user has not authenticated by returning null from
the HttpServietRequest method getUserPrincipal.

For EJB containers, the getCallerPrincipal must never return null. When a call
is made by a servlet to a bean, the container must be able to provide a
principal. The deployer or system administrator selects which principal to use.

Security management roles

An important feature of the J2EE security model is that it encourages the use of
defined security management roles and responsibilities during the application
development life cycle. These security management roles are:

» Bean Provider
» Application Assembler
» Deployer

From 15.2, “Bean Provider's Responsibilities” in the Enterprise JavaBeans
Specification, V1.1:

The Bean Provider is responsible for declaring in the security-role-ref
elements of the deployment descriptor all the security role names used in the
enterprise bean code.

From 15.3, “Application Assembler's Responsibilities” in the Enterprise
JavaBeans Specification, V1.1:

The Application Assembler (which could be the same party as the Bean
Provider) may define a security view of the enterprise beans contained in the
ejb-jar file...

If the Bean Provider has declared any security role references using the
security-role-ref elements, the Application Assembler must link all the security
role references listed in the security-role-ref elements to the security roles
defined in the security-role elements...

The Applications Assembler defines method permissions for each security
role.

From 15.4, “Deployer's Responsibilities” in the Enterprise JavaBeans
Specification, V1.1:

The Deployer is responsible for ensuring that an assembled application is
secure after it has been deployed in the target operational environment...

The Deployer’s job is to map the security view that was specified by the
Application Assembler to the mechanisms and policies used by the security
domain in the target operational environment.
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As an example, two different developers may write an Accountbean and a
Transfer bean. The Transfer bean module developer may decide to reference
"Manager" and "Client" roles in code, and the Account bean module developer
may use "Supervisor" and "User".

The Application Assembler then needs to combine the modules in an
encompassing application. Security policy dictates a “Banker_Role" to handle
“Manager” and “Supervisor” tasks, and a "Customer_Role" to handle “Client” and
“User” tasks.

So, the developers provide the module security role references and the
assembler defines the application security roles of “Banker_Role” and
“Customer_Role”. The assembler then completes the process by linking the
security role references to security roles.

7.3.2 WebSphere security components

As shown in Figure 7-1 on page 110, security for WebSphere Application Server
is managed as a collaborative effort by a number of components:

» Web and Java clients

» Security server

» Security collaborators

» The user registry

» Security policies

» The Secure Association Service (SAS)
» Secure Sockets Layer (SSL)
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Figure 7-1 WebSphere Advanced Edition security architecture

Web and Java clients

As can be seen in Figure 7-1, WebSphere supports two types of clients, Web
(browser) clients and the stand-alone Java application or applet clients. J2EE
application clients and stand-alone Java clients can go directly to an EJB under
the control of an application server using IIOP. Access by both Web clients and
Java clients can be controlled by WebSphere security.

Security server

As can be seen in Figure 7-1, the security server resides within the WebSphere
administrative server. It supports both the administrative aspects of WebSphere
security, discussed in 7.3.3, “WebSphere security administration model” on
page 114, and the runtime aspects.

At runtime, the security server is part of the security application and provides the
authentication service. The security server will consult with the user registry (an
LDAP server, for example) to authenticate a user and to obtain a credential that
can be used in the security context to represent the user identity.

In this respect, the security server is a trusted third party for security policy and
control. The WebSphere security collaborators executing in each application
server call on the security server to provide authentication services (including
Token services when the LTPA authentication mechanism is used).
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The security runtime components acquire global security configuration, such as
the authentication mechanism and user registry, from the security application.
Because the security application is coupled with the WebSphere administrative
server, the security configuration information resides in the WebSphere
administrative repository (for example, a DB2 database).

The security collaborators

The security collaborators reside in the application server process and are the
key runtime components for enforcing the security constraints and attributes
specified in the deployment descriptors. As shown in Figure 7-1 on page 110,
there is a collaborator for Web resources in the Web container and another
collaborator in the EJB container.

The Web collaborator performs authentication and authorization. The EJB
collaborator performs authorization, but not authentication, and sets the run-as
identity for delegated request. The EJB collaborator relies on the Secure
Association Service (SAS) to authenticate Java client requests to enterprise
beans. Both collaborators perform an authorization check and log security
information when a client request is made for a Web or EJB resource.

If the client is not already authenticated, the Web collaborator can challenge the
user to provide a user ID and password before performing the authorization
check. The challenge mechanism is specified as the login-configuration element
in the Web archive's web.xml deployment descriptor.

The EJB collaborator performs an additional operation after performing the
authorization check. It sets the run-as identity, based on the delegation policy.
The delegation policy determines the identity to use if the enterprise bean
invokes methods on any other enterprise beans. The delegation policy or run-as
mode is specified in the ejb-jar.xml deployment descriptor.

User registry

One of the first steps toward enforcing security restrictions is to require users to
authenticate, or prove their identities, in order to access applications. A user may
submit information such as a password or a certificate to prove their identity. The
security system then checks the information against a database of known users.
If the submitted information matches the information in the database, the user
has successfully authenticated.

The database of known users is a registry. As shown in Figure 7-2, WebSphere
Application Server supports the following types of registries:

» Local registries, which are limited to environments with a single application
server and single node or Windows NT domain controller.
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» Centralized registries, which use the Lightweight Third Party Authentication
(LTPA) protocol to access:

— Lightweight Directory Access Protocol (LDAP) registry using one of
the supported LDAP servers.

— Custom user registry using the WebSphere custom registry interface.
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Figure 7-2 WebSphere user registry options

The new pluggable custom user registry option allows WebSphere security to
verify users stored in a custom user registry, such as a legacy user database. To
allow WebSphere security to interact with any given registry:

1. The application developer implements the methods in the CustomRegistry
interface, as defined in the com.ibm.websphere.security package. This layer
of code will interact with the custom user registry.

2. The WebSphere administrator selects the Custom User Registry
authentication option and specifies the class implementing the
CustomRegistry methods.

3. The WebSphere security server calls the CustomRegistry methods to perform
authentication for applications.

Security policies

Security attributes for enterprise applications are specified in XML deployment
descriptors in the enterprise application archive (EAR), typically using a tool like
the Application Assembly Tool (AAT).
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Note: Editing the EAR file directly can have some serious side effects,
especially in respect to the security policy. In a server group configuration the
security information in the deployment descriptors in the EAR file may be on
more than one machine. You need to be very careful to keep all of the EAR
files in sync.

The security attributes include roles, method permissions, the run-as mode or
delegation policy, login-configuration or challenge type, and data-protection
(confidentiality and integrity) settings.

When an application is deployed, security roles are mapped to users or groups.
This completes the mapping of users and groups to the protected enterprise
bean methods and Web methods, forming the authorization table. There is an
authorization table for each enterprise application, which is used by the security
collaborators during the authorization check.

For more information on security-related attributes for deployment, see:
» Chapter 21, “Configuring security” on page 739.

» InfoCenter article, “Using the Application Assembly Tool interface”.
» The Servlet 2.2 specification, for Web resources.

» The Enterprise JavaBeans 1.1 specification, for EJB resources.

The Secure Association Service (SAS)

All requests from Java clients to EJBs are sent as RMI/IIOP messages to the
application server that hosts the EJBs. The Secure Association Service (SAS) is
invoked on both the client and the server sides.

On the client side, SAS intercepts requests before they are sent, obtains the
client's security credentials, attaches the credentials to the request as part of the
security context, and sends the request.

On the server side, SAS intercepts the incoming request, extracts the security
context from the message, authenticates the client's credentials, and passes the
request to the EJB container, where the request is authorized.

SAS is also used to provide message protection of communication between
application server(s) and administrative server(s).

SSL

Secure Sockets Layer (SSL) is a public-key network security protocol that can
perform message encryption, client authentication, and server authentication.
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When global security is enabled, SSL is used to encrypt all IOP communications
with application servers and administrative servers, by default. SSL can be used
to encrypt HTTP communications between Web browser and Web server, and
Web server and application server. WebSphere also support LDAPS (LDAP over
SSL) between the security server and the LDAP server.

For further details on how to configure SSL with WebSphere Application Server,
see Chapter 21, “Configuring security” on page 739.

Security scenario

Now let’s examine a security flow for a request coming from a browser user (Web
client). In our scenario, the request is for a JSP. The flow is as follows:

1. The Web client makes an HTTP request to the Web server for a protected
Web resource such as a JSP file.

2. The Web server determines that it does not control the JSP, so passes the
request on to the application server.

3. The application server determines that it controls the JSP and dispatches the
request to the Web security collaborator for the security check.

4. The security collaborator determines that the client must be authenticated
and challenges the Web client to provide a user ID and password.

5. The Web client provides a valid user ID and password back through the Web
server to the application server.

6. The Web collaborator authenticates the user ID and password supplied by the
client against a user registry, for example, an LDAP registry.

7. If the client is successfully authenticated, the security collaborator then
consults the permissions in the deployment descriptor in the EAR to
determine whether the user is in one of the roles protecting the resource and,
if so, permits access.

8. The application server invokes the JSP for the user.

7.3.3 WebSphere security administration model
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The different components of WebSphere Application Server use a unified model
for security, so after you learn how to set up security for one type of resource, you
can apply that knowledge to other resources. You use similar approaches to
protect enterprise beans, servlets, JavaServer Pages, and Web pages in a
secure enterprise application.
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As shown in Table 7-1 on page 115, global security is administered using the
WebSphere Administrative Console. Security information that is classified as
global applies to all applications running in the environment. Global security
information is stored in the administrative repository, with a few items kept in

properties files.

Table 7-1 WebSphere V4.0 AE security information administration and storage

Security information

Administration tool

Storage location

Global security,

Administrative console

Administrative repository

users, groups, special
subjects

Administrative Console

Authentication,

SSL settings

Application security roles AAT EAR DD application.xml
Security role binding to AAT, EAR DD

ibm-application-bnd.xmi,
Administrative repository

» RunAs mapping

EJB AAT EJB DD ejb-jar.xml

» Security role

» Role reference

» Method permission

EJB AAT EJB DD

»  Security identity - ibm-ejb-jar-ext.xmi
RunAs

EJB Administrative Console EAR DD

ibm-application-bnd.xmi

Web resources
» Security role

» Role reference

» Security constraints

AAT

WAR DD web.xml

Application security is administered during the assembly phase using the
Application Assembly Tool (AAT). It is administered during the deployment phase
using the Administrative Console, the WebSphere Control Program tool, or the
XMLConfig tool. Application-specific security information is tailored to individual

applications.

Application security information is stored in the application deployment
descriptors (DDs) in the expanded enterprise application archive (EAR) in the
<WAS_HOME>/installedApps directory. Security mappings from roles to users or

groups are stored in the administrative repository.
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Mappings can be stored by AAT in the ibm-application-bnd.xmi file as
preferences. If there is mapping information in the repository, it takes precedence
over the information in the .xmi file.

As shown in Table 7-2, when global security is enabled EJB resources are now
unprotected by default, as with Web resources. When at least one EJB method
has security defined, access to all other methods of any instance of that bean in
the domain will be denied. If you only define security on one bean, other beans
will remain unprotected.

Table 7-2 WebSphere V4.0 default security settings

Setting WebSphere V3.5.x WebSphere V4.0
Security not defined for EJB: Denied EJB: Grant

any method in EJB, servlet | Web resource: Grant Web resource: Grant
Default setting for methods | EJB: Denied EJB: Denied

with no security definition | Web resource: Grant Web resource: Grant
in resources, where at

least one method has

security defined

7.3.4 WebSphere authentication model
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Authentication is the process of determining if a user is who the user claims to
be. WebSphere security authenticates a user in two steps. First, authentication
data in the form of a user ID and password or a certificate are obtained for the
user. Second, the authentication data is validated against information contained
in a user registry.

Authentication methods
The servlet specification identifies a number of authentication methods for Web
resources. WebSphere supports the following four methods:

» None. The user is not challenged. If the resource being requested is secure,
then it is not served for the user.

» Basic. The user is challenged to enter a user ID and password using the
standard unencrypted Basic HTTP Authentication.

» Form. The user is challenged to enter a user ID and password using a
custom HTML form instead of the normal basic challenge.

» Client certificate (X.509 certificate). The user is challenged to supply a
digital certificate.
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The servlet specification also identifies the digest authentication method that
transmits the password in encrypted form. However, digest authentication is not
supported by WebSphere V4.0.

The authentication method is defined individually for Web applications. Hence
each Web application in an enterprise application can use a different
authentication method.

See 21.3.2, “Login configuration” on page 763 for details on how to configure the
Web application authentication method.

J2EE does not specify authentication methods for enterprise-bean resources.
However, WebSphere uses the Secure Association Service (SAS) to
authenticate Java clients to enterprise beans.

Authentication mechanisms

WebSphere Application Server authenticates users by using one of several
authentication mechanisms. An authentication mechanism validates the
authentication information against a user registry. WebSphere supports two
mechanisms for authentication:

» Local operating system. The underlying operating system is used to
authenticate the user. The local operating system supports the basic and form
authentication methods.

» Lightweight Third Party Authentication (LTPA). LTPA can use a trusted
third-party Lightweight Directory Access Protocol (LDAP) server, or a custom
user registry to authenticate the user. LTPA supports the basic, form, and
client certificate authentication methods.

Note: If WebSphere security is to be enabled when running the administrative
server as a non-root user, then the local operating system cannot be used as
the authentication mechanism. You have to use LTPA in connection with LDAP.

See 21.1.2, “Selecting the authentication mechanism” on page 741 for details on
how to configure the WebSphere authentication mechanism.

7.3.5 WebSphere authorization model

Authorization information is used to determine if a caller has the necessary
privilege to access a resource. WebSphere Application Server uses the Java 2
Enterprise Edition (J2EE) authorization model. In this model, authorization
information is defined as follows:

1. Create roles and permissions during assembly of the application, so
permission to execute methods is granted to one or more security roles.

Chapter 7. Security 117



2. Assign subjects (such as users or groups) to roles during deployment of the
application, so real users are assigned to the security roles.

Figure 7-3 illustrates this mapping between users, groups, roles, and methods.

Serviet/EJB

Users Groups Methods

Figure 7-3 User-role-method mappings

At execution time, WebSphere Application Server authorizes incoming requests
based on the user's identification information and the mapping of the user or
group to roles. If the user belongs to any role that has permission to execute a
method, the request is authorized. If the user does not belong to any role that
has permission, the request is denied.

Creating roles and permissions

During the assembly of an application, permission to execute methods is granted
to one or more security roles. As an example, the roles in a banking application,
listed in Table 7-3, include Teller, WebTeller, and Supervisor. The Teller role is
granted permissions to run methods related to managing the money in an
account, such as withdraw and deposit methods. The Teller role is not granted
permission to close accounts, since that permission is given to the Supervisor
role. The application assembler defines a list of method permissions for each
role, which is stored in the deployment descriptor for the application.

Table 7-3 Role to method permission mapping
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Role AccountBean method AccountServlet method
withdraw deposit close- HTTP GET | HTTP
Account POST
Teller yes yes no no no
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Role AccountBean method AccountServiet method
withdraw deposit close- HTTP GET | HTTP
Account POST
WebTeller yes yes no yes yes
Supervisor | no no yes no no

WebSphere also allows roles to be assigned to special subjects that are not
defined by J2EE. A special subject is WebSphere defined entity that is
independent of the user registry. It is used to generically represent a class of
users or groups in the registry.

» AllAuthenticatedUsers is a special subject that permits all authenticated
users to access protected methods. As long as the user can authenticate
successfully, the user is permitted access to the protected resource.

» Everyone is a special subject that permits unrestricted access to a protected
resource. Users do not have to authenticate to get access, as this special
subject allows access to protected methods as if the resources are
unprotected.

» DenyAllRole is a special role that is assigned by default to a partially
protected resource. For instance, if an enterprise bean has four methods and
only three are explicitly protected, the fourth method is associated with the
DenyAllRole. This role denies everyone access to the methods it is
associated with. The DenyAllRole is never mapped to any users or groups; it
is always empty.

Assigning subjects to roles

During the deployment of an application, users or groups of users, called
subjects, are assigned to the roles previously defined by the application
assembler. The application deployer does not need to understand the individual
methods, as the application assembler grants method permissions to the roles.

When a user is assigned to a role, the user gets all the method permissions that
are granted to that role. If a user is assigned to more than one role, the
permissions granted are the union of the permissions granted to each role.
Additionally, if the authentication mechanism supports the grouping of users,
these groups can be assigned to roles. Assigning a group to a role has the same
effect as assigning each individual user to the role.
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As an example, the roles in a banking application are assigned as listed in
Table 7-4. Users belonging to the TellerGroup are assigned method permissions
of the Teller and WebTeller roles, but not the Supervisor role.

Table 7-4 Subject to role mapping

Subject Role

Teller WebTeller Supervisor
TellerGroup yes yes no
Bob yes yes yes
Supervisor no no yes

A "best practice" during deployment is to assign groups, rather than individual
users, to roles for the following reasons:

» It improves performance during the authorization check. There are typically
far fewer groups than users.

» Using group membership to control resource access provides better flexibility.

» Users can be added to and deleted from groups in the user repository. This is
preferred to adding and removing users for WebSphere roles, since the
enterprise application must be stopped and restarted for such changes to
take effect, which can be very disruptive in a production environment.

Programmatic authorization

J2EE uses a declarative approach to authorization, but it also recognizes that not
all situations can be dealt with this way. Consider a business rule dictating that
the Teller role should be authorized to perform transactions under $5000 only. In
this case the user role alone is not sufficient to determine if the transaction
should be authorized. For these situations, methods are provided for determining
user and role information programmatically.

For servlets, the following methods are supported by WebSphere Application
Server:

» getUserPrincipal or getRemoteUser: retrieves the user's identification
information.

» isUserInRole: checks the user's identification information against a specific
role.

Similarly for EJBs, the following methods are supported by WebSphere

Application Server:

» getCallerPrincipal: retrieves the user's identification information.
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» isCallerInRole: checks the user's identification information against a specific
role.

7.3.6 WebSphere delegation model

Delegation allows an intermediary to perform a task initiated by a client under an
identity determined by the associated policy. Therefore, enforcement of
delegation policies affects the identity under which the intermediary performs
downstream invocations. By downstream invocations, we mean invocations
made by the intermediary on other objects, in order to complete the current
request.

If no delegation policy is set, the intermediary will use the identity of the
requesting client while making the downstream calls. Alternatively, the
intermediary can perform the downstream invocations under its own identity or
under an identity specified by configuration.

When the intermediary operates under an identity other than its own,
downstream resources do not know the identity of the intermediary. Therefore,
they make their access decisions based on the privileges associated with the
identity being used.

With WebSphere Application Server, the application assembler can use AAT to
choose among the delegation policy options listed in Table 7-5.

Table 7-5 WebSphere delegation policy options

AAT Run-As mode setting Deployment descriptor
Securityldentity value

Use identity of caller UseCallerldentity (cannot be used for
message-driven beans)

Use identity of EJB server UseSystemldentity

Use identity assigned to specified role RunAsSpecifiedldentity

Use of UseCallerldentity means that the intermediary will use its client's
credentials for downstream invocations. Use of UseSystemldentity means that
the intermediary will use its own credentials for downstream invocations. Use of
RunAsSpecifiedldentity means that credentials determined elsewhere will be
used.
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The application assembler does not typically know the makeup of the runtime
environment, including the specific user identities that are available. Therefore,
the run-as identity is designated as a logical role name, which corresponds to
one of the security roles defined in the deployment descriptor. At deployment
time, a particular user is assigned to that role and becomes the run-as identity by
indirection. This allows you to use the specified-identity delegation policy to run
beans under the identity of a user who has been associated with the role.

As an example of delegation policy, suppose that a client invokes a session bean
that invokes an entity bean. If the delegation policy states that methods are
invoked under the client's identity, the session bean makes its invocations under
the client's identity. Therefore, it is the client, rather than the session bean, that
must have permission to invoke the entity-bean methods. If the delegation policy
requires the system identity, the session bean makes its invocation under the
identity of the server in which the session bean resides, so it is this server that
must have permission on the entity-bean methods. Finally, if the delegation
policy requires a specified identity, the session bean invokes the methods under
this identity, so the specified identity must have permission on the entity-bean
methods.

The WebSphere delegation model is an extension the Enterprise JavaBeans 1.1
specification. Delegation is fully addressed in Enterprise JavaBeans 2.0
specification. Enterprise beans can have delegation policies, but Web resources
cannot.

7.3.7 WebSphere security and the operating environment
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In this section we discuss how WebSphere security relates to the security
provided by your operating system and by Java.

WebSphere Application Server security sits on top of your operating system
security and the security features provided by other components, including the
Java language. As shown in Figure 7-4 on page 123, the types of security
involved include:

» Operating system security is used to secure sensitive files in the
WebSphere product installation, to authenticate users using the operating
system user registry.

» Java language security provided through the Java Virtual Machine (JVM)
used by WebSphere and the Java security classes.

» CORBA security for inter-application calls between secure ORBs invoked
over the Secure Association Service (SAS) layer.

» J2EE security using the security collaborator to enforce J2EE-based security
policies and support J2EE security APlIs.
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» WebSphere security relies on and enhances all of the above. It enforces
security policies and services in a unified manner for Web and EJB
resources.

o HTML
WebSphere Resources ¢ Servlets/JSPs
* EJBs
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access control

WebSphere
WebSphere Security Security

J2EE Security

API
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Java Security o ——
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Figure 7-4 WebSphere security layers

7.4 Performance considerations

There is a performance cost associated with enabling WebSphere security. This
performance hit can be eliminated by disabling security, of course. However, it
may be more appropriate to consider other alternatives, such as:

» Disabling security on selected application servers, as described in 21.1.6,
“Securing only the administrative server” on page 750.

» Using an HTTPS transport between the Web server and application server
without enabling application server security. See 9.9, “Configure WebSphere
HTTP transport for SSL” on page 245 for details.

Refer to the InfoCenter “Tuning Guide” article for further discussion on how
various settings related to security affect performance.
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7.5 More information

These documents and Web sites are also relevant as further information
sources:

» Redbook IBM WebSphere Advanced Edition: Security, SG24-6520
http://www.redbooks.ibm.com/abstracts/sg246520.html
» IBM WebSphere InfoCenter
http://www.ibm.com/software/webservers/appserv/doc/v40/ae/infocenter
» J2EE specifications
http://java.sun.com/j2ee/docs.html
See the “Specifications” section.
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Part 3

Installing
WebSphere

In this part we explain how to plan your WebSphere V4.0 installation. We step
you through the installation process on Windows, AlX, Solaris, and Linux
platforms for commonly used topologies.
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Installation approach

This chapter provides an explanation of the procedures for installing, configuring,
and verifying IBM WebSphere Application Server V4.0, Advanced Edition. Since
WebSphere Application Server can be installed in a number of different
configurations, this chapter provides a summary of the decisions that must be
made when planning an installation to match a particular topology or
architecture.

This chapter is organized into the following sections:

» Planning your installation

» Perform pre-installation tasks

» Perform WebSphere installation

» Perform post-installation tasks

» Uninstalling WebSphere

» Example scenarios

We provide specific installation examples for Windows 2000/IBM HTTP

Server/DB2, AIX/IBM HTTP Server/DB2, Linux/IBM HTTP Server/DB2 and
Solaris/iPlanet/Oracle in the chapters that follow.
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8.1 Planning your installation

Since WebSphere Application Server V4.0 can be installed in a number of
different configurations, this section provides a step-by-step summary of the
decisions that need to be made as you plan your installation.

Prior to performing an installation, you should consider each of the following
options, as each affects the method and tasks used during the installation:

>

>

>

>

Are you migrating an existing installation?
Should the GUI or a silent installation be used?
Should a typical or a custom installation be used?

Will you be installing into an existing administrative domain or creating a new
domain?

Should the embedded HTTP transport be used in place of a stand-alone Web
server?

Will the Web server be located on a separate (remote) machine from the
WebSphere Application Server?

Will the database server be located on a separate (remote) machine from the
WebSphere Application Server?

Is customization of prerequisite checking required?

Directly after the installation of the WebSphere components, the following
configuration options should be considered:

>

>

>

>

>

Run on non-standard ports?

Run with multiple NICs?

Run as non-root user (UNIX only)?

Run administrative server in the background (UNIX only)?
Encrypt communication between plug-in and WebSphere?

A detailed description of each of these options, along with their advantages and
disadvantages, is provided in the following sections.

8.1.1 Migration of existing installation?

A description of the decisions and tasks involved in migrating an existing
WebSphere Application Server 3.0.2.x or 3.5.x installation to 4.0 is provided in
Chapter 25, “Migration” on page 1031.
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This chapter concentrates on the decisions and tasks associated with a “clean”
installation of WebSphere Application Server.

8.1.2 Use GUI or silent installation?

The WebSphere Application Server installation program provides two modes of
operation:

>

GUI installation

Interactive installation that displays a graphical user interface within which the
choices are displayed a screen at a time, allowing easy setup and execution
of the installation.

Silent installation

Non-interactive installation that reads all choices from a script file that must
be pre-prepared by the user.

Note: The native installation method provided in previous versions of
WebSphere Application Server is no longer available.

The GUI installation option should be used for:

>

>

>

First time or inexperienced users.
One-time installs.

Determination of the settings required to create a script file used for later
silent installations.

Testing of installations involving different combinations of software
components.

The silent installation option should be used for:

>

Installation of identical configurations of WebSphere Application Server on
multiple machines.

If you are installing WebSphere Application Server on multiple machines, and
want them to have identical configurations, you can use the XML
export/import utility and the silent installation functionality to do so. Installing
WebSphere Application Server in this manner will result in identical but
separate installations of WebSphere. In other words, the application servers
will not recognize each other.

However, such an installation does not prepare your system for purposes
such as configuring a server group, which requires that all machines in the
group be part of the same administrative domain.

» Backup of the installation settings for later reuse.
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» Scripted or unattended installations.

» Duplication of development or testing installation in production.

8.1.3 Use typical or custom installation?

The WebSphere Application Server installation program provides two installation
options:

» Typical installation

Automatically installs a WebSphere Application Server configuration
consisting of the following components on a single server:

— WebSphere Application Server V4.0

— IBM HTTP Server 1.3.19

— WebSphere HTTP plug-in for IBM HTTP Server
- IBMJDK 1.3.0

— Sample applications

Important: The typical installation option assumes that a DB2 database has
been separately installed prior to running the WebSphere Application Server
installation.

» Custom installation

Allows the user to choose among various supported Web servers and
database servers and to specifically configure WebSphere Application Server
based on those choices.

Using this option you can:

— Choose from among a number of supported Web servers already installed
on the server, or to install the IBM HTTP Server during the installation.

— Choose a non-standard JDK already installed on the server, or to install
the standard IBM JDK during the installation.

— Choose from a number of different supported database servers. Any
database chosen must be installed and configured on the server prior to
running the WebSphere Application Server installation.

— Choose to install only the HTTP plug-in required by a remote Web server
in order to access an existing WebSphere Application Server.

— Choose to install an instance of WebSphere Application Server that
shares a repository database with an existing installation, resulting in a
multi-node administrative domain configuration.
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The typical installation option should only be used in the following situations:
» First-time installations.

» Where a single server installation composed of WebSphere Application
Server, IBM HTTP Server, and DB2 server is required.

We recommend that the custom installation option be used, since it provides the
choices and flexibility needs for all but the simplest of WebSphere Application
Server configurations.

8.1.4 Use existing or create new administrative domain?

WebSphere Application Server provides the functionality to share a single
administrative repository database across multiple WebSphere installations,
resulting in a common administrative domain that is accessed through the
WebSphere administrative server process running on each administrative node.

Reasons to consider using a common administrative domain include:
» Establishing centralized administration

Multiple administrative servers can be configured to use the same
administrative database, allowing configuration data to be kept in a
centralized place for administration of WebSphere Application Server across
multiple machines (known as administrative nodes). In a successful multiple
node configuration, the administrative console tree view will show each of the
administrative nodes and its contents.

» Establishing server groups

A single enterprise application can be configured to run clones of application
servers and/or EJB containers across multiple nodes, providing both
horizontal and vertical scalability and application failover potential.

Additionally, a cloned configuration can support workload management
without requiring the use of a “sprayer”, such as Network Dispatcher, in front
of the Web server.

» Establishing administrative database high availability

The single administrative database can be placed on a dedicated
high-availability database server that can provide services such as:

Clustering

Failover

Backup and recovery

Optimized database performance
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8.1.5 Use embedded HTTP transport or stand-alone Web server?
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A new feature provided by WebSphere Application Server V4.0 is the embedded
HTTP transport provided by each Web container. It is now possible to direct
requests for servlets, JSPs or static resources to a HTTP transport configured in
the Web container of each application server.

Although provided to service requests from the new WebSphere HTTP Web
server plug-in, the transport can also be accessed directly by any HTTP client. It
is no longer mandatory to install and configure a separate Web server in order to
access resources hosted by a WebSphere Application Server.

Reasons for using the embedded HTTP transport:
» Easy to configure

All application changes are immediately available to the transport as a result
of the direct access to the administrative database. There is no Web server to
configure or plug-in configuration file to regenerate whenever a servlet URL is
added or changed.

» Stand-alone verification of WebSphere operation

The WebSphere Application Server can be verified by directly accessing test
or application URLs without having to make the request via an intervening
Web server. Any problems can be immediately identified as resulting from the
WebSphere configuration, not Web server or plug-in problems.

» Stand-alone verification of an application

By requesting an application’s URLs directly through the embedded HTTP
transport, an application can be verified prior to configuring a Web server
plug-in to support the application.

Reasons to not use the embedded HTTP transport:

» Does not support workload management (server group and clone)
functionality.

» Lacks the performance for production applications that is available when
using the HTTP plug-in.

All static content, as well as dynamic, must be served by the WebSphere
Application Server. Web servers perform much better than application servers
at serving static content.

» Unable to separate Web server and WebSphere interfaces.

In a firewall environment, the WebSphere Web server would have to be
located either outside the firewall (open to attack) or inside the firewall,
requiring the firewall to be configured to pass HTTP requests (opening a
potential security hole in the firewall).
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We recommend that a separate Web server always be installed and configured
to provide access to the resources hosted in WebSphere Application Server.
However, the embedded HTTP transport should be used to provide a verification
functionality separate from the Web server.

8.1.6 Use remote Web server?

The WebSphere HTTP plug-in can be installed into a Web server located on a
separate (remote) server from the WebSphere Application Server. The Web
server plug-in uses an XML configuration file (plugin-cfg.xml) containing settings
that describe how to handle and pass on requests to the WebSphere Application
Server(s) made accessible through the plug-in.

Note: The OSE plug-in provided in previous releases of WebSphere
Application Server is not supported in WebSphere V4.0. All installations
should now use the new HTTP plug-in.

Reasons to use a remote Web server:
» Separate Web server and WebSphere interfaces

In a firewall environment, the Web server can be located outside the firewall,
while the WebSphere Web server is located inside the firewall. The only
requirements is that the firewall be configured to allow passage of HTTP
requests.

» You can size and configure servers appropriate to each task

By installing components (Web server and application server) on separate
machines, each machine can be sized and configured to optimize the
performance of each component. In addition, a component’s server can be
reconfigured, or even replaced, without affecting the installation of the other
component.

» Remove resource contention

By installing the Web server on a separate machine from the WebSphere
Application Server, a high load of static requests will not affect the resources
(CPU, memory, disk) available to WebSphere, and therefore will not affect its
ability to service dynamic requests.

Reasons to not use a remote Web server:

» Configuration complexity

The configuration file is generated on the WebSphere Application Server
machine and must then be manually copied to the Web server machine.
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» Network access may limit performance

Depending upon the network hardware and remoteness of the Web server,
the network response time for communication between WebSphere
Application Server and the Web server may limit the performance of the Web
server. When co-located on the same server, network response is not an
issue.

8.1.7 Use a remote database server?
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WebSphere is usually configured to access the database server, for example,
DB2 Server Enterprise Edition or Oracle 8i, via TCP/IP. As long as the host
name, port number and database ID settings are correct, WebSphere will be able
to communicate with a database server located anywhere accessible through
TCP/IP.

Reasons to use a remote database server:
» You can size and configure servers appropriate to each task

By installing components (application server and database server) on
separate machines, each machine can be sized and configured to optimize
the performance of each component. In addition, a component’s server can
be reconfigured, or even replaced, without affecting the installation of the
other component.

For example, the installation and execution of Oracle 8i on Solaris requires
tuning of the kernel settings to meet Oracle requirements. This
database-specific tuning is often detrimental to the performance of application
servers located on the same machine.

» Remove resource contention

By installing the database server on a separate machine from the WebSphere
server, they will not have to compete for system resources (CPU, memory,
disk).

Reasons to not use a remote database server:

» Network access may limit performance

Depending upon the network hardware and remoteness of the database
server, the network response time for communication between WebSphere
Application Server and the database server may limit the performance of
WebSphere. When co-located on the same server, network response is not
an issue.

» Architectural complexity

Hosting the database server on a separate machine introduces yet another
box that must be administered, maintained and backed up.
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» Cost

The cost of a separate database server may not be justified by the
environment in which the WebSphere Application Server will be installed.

8.1.8 Customize prerequisite checking?

To determine your hardware and software requirements, visit the IBM
WebSphere Application Server prerequisites site:

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

The site contains entry points to prerequisite information for multiple versions of
WebSphere Application Server. Use the information to help determine the
specific hardware and software required for your WebSphere Application Server
environment.

The software components and associated versions supported by a WebSphere
Application Server installation package are listed in a separate file
(prereq.properties) located at the root level of the installation package. The file
contains settings used by the installation program to determine which
WebSphere Application Server prerequisites should be checked during the
installation.

Customization of prerequisite checking should only be considered in the
following situations:

» You plan to use a Web server or database server at a level that exceeds the
current version required by the WebSphere Application Server.

» The operating system has been patched with versions of patches that exceed
those required by the WebSphere Application Server.

On some operating systems (for example, Solaris), patches can be
superseded by newer versions that may have a different ID or name. The
WebSphere Application Server installation program will identify this situation
by displaying an error alert indicating “missing patches of the required
version”. In this situation, the user will have to:

— Manually verify the patch levels.

— If correct, disable prerequisite checking.

— Restart the installation.
In order to ensure a correctly working installation, we recommend that
installations be performed with prerequisite checking enabled and uncustomized.

Only in the event of a prerequisite error being reported should customization be
performed and the installation repeated.
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8.1.9 Run on non-standard ports?

WebSphere Application Server uses a number of IP ports to listen for requests
for its various services. Although some of these port numbers are dynamically
allocated from those free on the system, other port numbers are specified in
WebSphere settings. However, it is possible to reconfigure the WebSphere
settings to use other “non-standard” ports for these cases.

Reasons for using non-standard port numbers include:

» The standard ports are in use by other software already installed on the
server.

» Limiting administration accessibility

The WebSphere bootstrap service default port (900) is well known, providing
easy access via administration tools (administrative console, XMLConfig and
WSCP) to any WebSphere administrative domain with security disabled.
Although running on different ports does not secure the WebSphere
administrative domain, it may make it harder to access without effort.

» WebSphere is run under a non-root account (UNIX only).

Any WebSphere process run as non-root and using a port number lower than
1024 must be reconfigured to use a port number greater than 1024.

Tip: On UNIX systems, only the root account has access to IP ports lower
than 1024.

» If two instances of WebSphere are installed on the one server.

If two instances (for example, different versions) of WebSphere Application
Server are installed on the same server, only one instance can use the
standard ports. The other instance must be reconfigured to use different port
numbers that do not conflict.

We recommend that unless restrictions of the environment do not allow it,
WebSphere Application Server processes should be run on the standard ports.

8.1.10 Run with multiple NICs?
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WebSphere tolerates the presence of more than one network interface card
(NIC) on a single platform as long as certain conditions are met. If your
environment requires multiple NICs on a machine hosting WebSphere
Application Server then you need to consider this installation option.
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8.1.11 Run

8.1.12 Run

as non-root user (UNIX only)?

Any application server or administrative server can be run using a non-root ID.
However, by default WebSphere processes use a root ID.

Reason to use non-root ID:
» Limit access to root account.

It is normal administration practice on UNIX systems to limit those processes
that run as root to essential system processes only. This measure limits the
extent to which a malicious program or user can gain complete access to the
system.

Each application server, database server or Web server should, if possible,
be run under a non-root account created specifically for its use.

Reasons to not use non-root ID:
» Administration complexity

If run as non-root, the permissions of WebSphere directories and files must
be adjusted to provide the necessary access rights for the non-root account.
In addition, the user and group under which each WebSphere administrative
server is run must be configured in the WebSphere administrative domain
settings.

» If run as non-root you must use an LDAP directory as the authentication
mechanism for WebSphere security. You can no longer use the local
operating system.

Note: The Java administrative console can be accessed from a non-root ID,
provided security permissions are configured appropriately.

We recommend that for simplicity reasons, first-time, development, and testing,
WebSphere Application Server installations should be run as root. In a
production environment, the reasons given along with the restrictions of the
environment should be used as input to the decision making process.

administrative server in the background (UNIX only)?

Processes in the UNIX preemptive multitasking environment can be set to run in
the background, that is, run at a low priority so other processes (with higher
priority) will get more processing cycles.

We recommend that this configuration not be used in production installations of
WebSphere Application Server.
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8.1.13 Encrypt communication between plug-in and WebSphere?
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The new Web container HTTP transport provided in WebSphere Application
Server V4.0 provides functionality to enable SSL encryption of communication
between the transport and the Web server HTTP plug-in (either on the same or a
remote server). The handshaking that occurs at the start of each SSL request
involves an exchange and trust determination of digital certificates between the
client (Web server HTTP plug-in) and server (HTTP transport).

Reasons to encrypt the communication between the Web server plug-in and
HTTP transport:

» Secure communication with remote Web server.

SSL encryption of the communication makes sense if the Web server is
located remotely, for example, on the Internet side of a firewall, but would
make little sense if on the same machine.

» Enforce authentication between the Web server and HTTP transport.

By choosing appropriate Certificate Authorities (CA) and certificates, the SSL
mechanism can be configured so that the plug-in and HTTP transport must
mutually authenticate each other. The result is that only known/allowed Web
servers can successfully access a particular WebSphere Application Server,
and vice versa.

Note: In WebSphere Application Server 3.5.x, to control which Web servers
could successfully pass requests through to a given WebSphere Application
Server, editing of the virtual host is required to contain the following Host
Aliases entries for known/allowed Web servers only:

<hostname:<port#>
<hostname>.<domain.com>:<port#>
<IP address>:<port#>

This method is still available in WebSphere Application Server V4.0, but DNS
spoofing makes it much less secure than the digital certificate mechanism
provided by the SSL functionality of the HTTP transport.
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8.2 Perform pre-installation tasks

Before WebSphere Application Server can be installed, the following high-level
installation and configuration tasks need to be performed as required on each
server comprising your solution. Table 8-1 shows a breakdown of the tasks for
each of the component combinations that may result from your installation
planning stage.

Table 8-1 Pre-installation tasks by component architecture

Software
Component

Server 1

Server 2

Server 3

Web server and
database serverlocated
on the same server as
WebSphere

Application, database
and Web server

1. Install the operating
system

2. Install and configure
Web server

3. Install and configure
database server

4. Create
administrative
database

5. Customize
prerequisite
checking (optional)

Remote Web server.
Database server
located on the same
server as WebSphere.

Application and
database server

1. Install the operating
system

2. Install and configure
database server

3. Create
administrative
database

4. Customize
prerequisite
checking (optional)

Web server

1. Install the operating
system

2. Install and configure
Web server
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Software Server 1 Server 2 Server 3
Component
Remote Web server. Database server Web server Application server

Remote database
server.

1.

Install the operating
system

1.

Install the operating
system

1.

Install the operating
system

2. Installand configure | 2. Installand configure | 2. Install database
database server or Web server client
client 3. Customize

3. Create prerequisite

administrative checking (optional)

database

For examples of the installation of each of these components on various
platforms, and their configuration to meet WebSphere Application Server V4.0
requirements, refer to the chapters listed in Table 8-2.

Table 8-2 Component installation examples

Platform Examples provided in ...

Windows 2000 Chapter 9, “Windows 2000 installation steps” on page 181

AlX 4.3.3 Chapter 10, “AlX installation steps” on page 263

Solaris 2.7 Chapter 11, “Solaris installation steps” on page 329

Red Hat Linux 7.1 Chapter 12, “Linux installation steps” on page 399

8.2.1 Install the operating system
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The operating system required for each server, as well as the required patch
level and installed utilities, can be determined by:

» Visiting the IBM WebSphere Application Server prerequisites site:
http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

» Reviewing the prereq.properties file located in the root directory of the
WebSphere Application Server installation archive package.

Install the required operating system onto each server comprising the
WebSphere Application Server solution. For further details, see the examples
provided in the installation steps chapters (listed in Table 8-2 on page 140), as
well as the operating system product documentation.
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The following is a list of the high-level installation and configuration tasks
common to all operating systems used in a WebSphere Application Server
solution:

1. Installation of operating system software.

2. Configuration to meet component requirements:
a. Install any required patches.
b. Install any required packages/filesets.

c. Install any required third-party tools used to install and/or execute each of
the components on that server.

8.2.2 Install and configure Web server

The Web servers supported can be determined by visiting the IBM WebSphere
Application Server prerequisites site:

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html
Install the Web server onto the designated Web server machine of your
WebSphere Application Server solution. For further details, see the examples

provided in the installation steps chapters (listed in Table 8-2 on page 140), as
well as the Web server product documentation.

The following is a list of the high-level installation and configuration tasks
common to all Web servers used in a WebSphere Application Server solution:
1. Pre-installation tasks:
a. Create operating system account under which the Web server will run.
b. Check that IP ports required by the Web server are not already in use.
2. Installation of Web server software.
3. Verification:
a. Use a Web browser to issue a request for the Web server home page.

8.2.3 Install and configure the database server and client

The database servers and clients supported can be determined by visiting the
IBM WebSphere Application Server prerequisites site:

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

The database server software needs to be installed onto the machine that is
designated as the database server. It will be used to host the WebSphere
administrative repository database.
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The database client software only needs to be installed onto each machine
hosting WebSphere Application Server that will be configured to access a remote
database server. Installation of the database client is not required if the
WebSphere Application Server is only installed on the same server as the
database server.

Database server

Install the database server onto the designated database server machine of your
WebSphere Application Server solution. For further details, see the examples
provided in the installation steps chapters (listed in Table 8-2 on page 140), as
well as the database server product documentation.

The following is a list of the high-level installation and configuration tasks
common to all database servers used in a WebSphere Application Server
solution:

1. Pre-installation tasks:

a. Check that the file system(s) used to store the database server and
databases has sufficient free space.

b. Check that IP ports required by the database server instance or listener
are not already in use.

2. Installation of the database server.
3. Configuration:
a. Configure TCP/IP connectivity of the database server.

b. Configure database server JDBC 2.0 access (required by WebSphere
Application Server V4.0).

c. Configure the database server to be restarted automatically on system
restart.

4. Verification:
a. Check TCP/IP connectivity of the database server.
b. Check JDBC 2.0 access to the database server.

Database client

Install the database client onto each machine in your solution that will host a
WebSphere Application Server instance and access a remote database server.
For further details, see the examples provided in the installation steps chapters
(listed in Table 8-2 on page 140), as well as the database client product
documentation.
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The following is a list of the high-level installation and configuration tasks
common to all database clients used in a WebSphere Application Server
solution:

1.
2.
3.

Pre-installation tasks.

Installation of database client.

Configuration:

a. Configure TCP/IP connectivity of the remote database server.

b. Configure JDBC 2.0 access to the remote database server (required by
WebSphere Application Server V4.0).

. Verification:

a. Check TCP/IP connectivity of the remote database server.
b. Check JDBC 2.0 access to the remote database server.

8.2.4 Create administrative repository database

The following is a list of the high-level steps required to create a database and
configure it to meet WebSphere requirements:

1.
2.

4.

Create WebSphere administrative database.

Tune the database settings to meet WebSphere requirements. The specifics
of the tuning required varies depending upon the operating system and the
database server being used.

Create the database account that WebSphere will use to access the
database.

Check TCP/IP connectivity to the database using the access account.

For further details, see the examples provided in the installation steps chapters
(listed in Table 8-2 on page 140), as well as the WebSphere Application Server
online InfoCenter documentation.

8.2.5 Customize prerequisite checking

If you need to customize prerequisite checking, then perform one of the following
procedures:

>

Download the most current prereq.properties file from the Web site:
http://www.ibm.com/software/webservers/appserv/tools.html

to a temporary directory on the machine onto which WebSphere Application
Server is to be installed.
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Note: If the most current prereq.properties does not support the newer
component level you wish to install, you must proceed with the next option
to disable prerequisite checking.

» Edit the prereq.properties file to change one or more of the WebSphere
prerequisite checker settings before installing WebSphere Application Server:

a. Copy the prereq.properties file from the installation root directory to a

temporary directory.

b. Edit the file by changing the value of the prereq_checker parameter from 1

to 0.

In either case, pass the prereq.properties path to the installation program by
using its -prereqfile argument, for example, on Windows 2000:

setup.exe -prereqfile <tmp>\prereq.properties

8.3 Perform WebSphere installation

The following table shows a breakdown of where each WebSphere component
(server or HTTP plug-in) needs to be installed for possible architectures resulting
from your installation planning stage.

Table 8-3 WebSphere component installation by architecture

Software Server 1 Server 2 Server 3
Component
Web server and Application, database - -
database serverlocated | and Web server
on the same server as 1. Install both
WebSphere WebSphere and the
WebSphere HTTP
plug-in
Remote Web server. Application and Web server -
Database server database server Install the WebSphere
located on the same Install WebSphere HTTP plug-in
server as WebSphere.
Remote Web server. Database server Web server Application server
Remote database - Install the WebSphere Install WebSphere
server. HTTP plug-in
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8.3.1 Install WebSphere

Install the WebSphere Application Server software using the following high-level
steps.

Pre-installation tasks
1. Check that IP ports to be used by WebSphere Application Server are not
already in use.

Note: If the standard ports are already in use, or you choose to run on
non-standard ports, you will need to reconfigure WebSphere during the
post-installation stage to use non-standard ports.

2. If the Web server is located on the same machine as the WebSphere
Application Server, then the Web server processes must be stopped prior to
installing WebSphere. The installation will update the Web server
configuration to support the WebSphere HTTP plug-in.

Installation of WebSphere Application Server software
Three different methods can be used to install the WebSphere Application Server
software.

Install WebSphere using interactive (GUI) mode

For further details, see the examples provided in the installation steps chapters
(listed in Table 8-2 on page 140), as well as the WebSphere Application Server
online InfoCenter documentation.

Install WebSphere using non-interactive (silent) mode

For further details, see the examples provided in the installation steps chapters
(listed in Table 8-2 on page 140), as well as the WebSphere Application Server
online InfoCenter documentation.

Install identical configuration on multiple machines
This is an extension of the silent installation method.

1. Perform a silent installation on the first machine by customizing the default
response file and executing the installation program at the command line,
supplying the response file as a command-line parameter. See the installation
steps chapters (listed in Table 8-2 on page 140) for specific instructions on
performing a silent installation on a variety of platforms. The customized
response file will be used to install WebSphere Application Server from the
command line on the other machines you want to configure.

2. Start the WebSphere Application Server, open the administrative console,
and configure your system.
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Export an XML file that details the WebSphere Application Server
configuration existing on the first machine. You can export the XML file by
either:

— Selecting Console > Export to XML... from the administrative console
main menu.

— Using the XMLConfig tool. See 23.4, “Introducing XMLConfig” on
page 923 for more information about using the XMLConfig tool.

The XML file will be imported and used to configure WebSphere Application
Server on the other machines you want to configure.

. Copy your custom response file to the root directory on the machine you want

to configure next.

5. Copy the exported XML file to the machine you want to configure next.

6. Edit the exported XML file to include variable substitutes. This enables each

© N

server to specify a particular variable unique to that machine, such as the
node name. See 23.4, “Introducing XMLConfig” on page 923 for more
information.

Install WebSphere Application Server by performing a silent installation.
Import the configuration stored in the XML file to the new application server.

Verification of installation

1.
2.

Check the installation log for any errors.

Check that the WebSphere administrative server configuration file
(admin.config) contains the following details:

— Correct database connection settings.
— Database JDBC classes have been added to the required path(s).

Start up the WebSphere administrative server to confirm that the WebSphere
environment and administrative repository database connectivity are correct.

Start up the test application server (Default Server) installed by default. This
application server provides servlets that enable you to check whether all the
components of a WebSphere Application Server environment (application
servers, data sources, servlets, EJBs, and so on) are working correctly.

Regenerate the WebSphere HTTP plug-in settings file (plugin-cfg.xml) to
include the test application server settings.

Copy the WebSphere HTTP plug-in settings file to the Web server machine (if
a separate machine), restart the Web server and then issue requests for
servlets contained within the test application server.
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8.3.2 Install WebSphere plug-in

Install the WebSphere HTTP plug-in software using the following high-level
steps:

Pre-installation tasks

1. The Web server processes must be stopped prior to installing the WebSphere
HTTP plug-in. The installation will update the Web server configuration to
support the plug-in.

Installation of WebSphere plug-in
Use the same methods described in 8.3.1, “Install WebSphere” on page 145 to
install the WebSphere HTTP plug-in.

Verification of installation
1. Check the installation log for any errors.

2. Check that the Web server configuration file has been updated to support the
plug-in library.

3. Restart the Web server to ensure that it executes and loads the plug-in library
successfully.

8.4 Perform post-installation tasks
Some or all of the following tasks may need to performed, based upon the
requirements of your WebSphere solution:
» Configure database access
» Configure for common administrative database
» Configure for non-standard ports
» Run administrative server in the background (UNIX only)
» Configure for non-root user (UNIX only)
» Configure for multiple NICs
» Encrypt communication between the plug-in and WebSphere
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8.4.1 Configure database access
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In most cases (see below for special cases), the administrative database tables
are created and then populated with a default configuration, when you install
WebSphere Application Server. During product installation, you must provide
information regarding the administrative database you wish the installation's
administrative server to use.

Settings in the administrative configuration file (admin.config) record the
database connection details, and determine whether the database tables are
created and/or populated with the default configuration.

In some cases, the database tables are not created automatically during product
installation, or the tables are not populated with the default configuration. If you
need to, you can trigger the actions manually by setting properties in the
administrative configuration file and then restarting the administrative server.

Oracle database on Solaris or AIX

If you are using WebSphere Application Server V4.0, Advanced Edition on
Solaris and AIX operating systems with an Oracle database as the administrative
database, note the following. In those cases, the Default Server is not created
when you start the administrative server for the first time after installing the
product. To create Default Server and other default resources set:

install.initial.config=true

in the administrative configuration file (admin.config) and then restart the
administrative server.

Oracle database on all platforms

If you use an Oracle database user ID other than EJSADMIN (default value
assigned during the WebSphere Application Server installation), you will need to
edit the administrative configuration file (admin.config) file:

1. Ensure that the following user ID and schema settings reflect your actual
database user ID and password:

com.ibm.ejs.sm.adminServer.dbuser=your_user_name
com.ibm.ejs.sm.adminServer.dbSchema=your_user_name

2. Restart the administrative server.

Using a remote DB2 administrative database

If the administrative server is going to store its administrative data in a remote
DB2 database, you need to catalog the remote database. See your database
product documentation for instructions.
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Note: Setting the dbserverName and dbportNumber settings for the data source
(flags in the administrative configuration file) does not work currently for the
case of a remote DB2 database, for example, if you have the application
server and the DB2 client installed on one machine, and are trying to connect
the client to the DB2 server on another machine.

This problem may be overcome in a subsequent WebSphere Application
Server fixpak. Be sure to consult the release notes for each fixpak to see
whether the problem is fixed.

8.4.2 Configure for a common administrative database

If installing into an existing administrative domain we must edit admin.config so
that the install.initial.config setting is set to false. Why? If true, when the
administrative server is started on the new node, it will regenerate the settings of
the initial configuration in the administrative database, overwriting existing
settings such as virtual hosts.

For each new node sharing an existing administrative database, ensure the
database tables are not created and the default resources are not installed a
second time:

1. Edit the admin.config file and set the values of the following settings as
shown:

install.initial.config=false
com.ibm.ejs.adminServer.createTables=false

Configuring the second through Nth machine in a cluster

Do not create the database tables or populate them with the default
configuration. When you are setting up a cluster of administrative nodes, only the
WebSphere Application Server product installation needs to install the default
configuration:

1. On the first machine, ensure that the database tables have been created and
populated with the configuration for the default resources. In the
administrative configuration file, this means setting the following values:

install.initial.config=true
com.ibm.ejs.adminServer.createTables=true

2. On all subsequent machines sharing the same administrative database,
ensure the database tables are not created and the default resources are not
installed a second time:

install.initial.config=false
com.ibm.ejs.adminServer.createTables=false
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3. If you have already installed the second (or later) machine, with
install.initial.config set to true, then the problem should work itself out after all
machines in the cluster have been shut down and started again. Until then,
you might notice the following problems:

— Absence of the WebSphere administrative domain resource in the tree
view of the administrative console, or other peculiarities in the
administrative topology.

— Administrative server on the second or later machine will throw exceptions
when you first start it.

8.4.3 Configure for non-standard ports
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Although WebSphere Application Server uses default port numbers, these can
be modified to allow different ports to be used.
Use the following guidelines when deciding upon non-standard port numbers:

1. Ports can range from 1024 to 64000. Choose a port that does not conflict with
existing ports in use.

2. To check ports in use:
— Use the netstat command (netstat -a)
— View the /etc/services file on UNIX
— View the %windir%\system32\drivers\etc\services file on Windows 2000

3. Ports must be unique in the scope of each physical host. That is, two servers
on the same machine cannot have the same port values.

4. The same port numbers can be used for servers running on different physical
hosts. That is, the administrative server on Machine A can use bootstrap port
900, while administrative servers on other machines use this same number.

5. For administrative servers, pick port numbers above 1024 if not using the
default port and running as non-root.

Bootstrap port

Changing the bootstrap port from its default affects the administrative client. Use
the following steps to reconfigure WebSphere to use a non-standard bootstrap
port:

1. Edit the admin.config file to add or amend the following setting:
com.ibm.ejs.sm.adminServer.bootstrapPort=<port>
where <port> is the port number to use for the bootstrap port.
2. Save the changes.
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3. Restart the administrative server.

Note: When starting the Java administrative console, you must specify the
new port number:

» On UNIX-based operating systems:
# ./adminclient.sh hostname port

» On Windows-based operating systems:
C:\> adminclient hostname port

Remember to configure firewalls to allow traffic to pass for each assigned port.
For security, try to minimize ports.

Location Service Daemon (LSD) port
Use the following steps to reconfigure WebSphere to use a non-standard LSD
port:

1. Edit the admin.config file to add or amend the following setting:
com.ibm.ejs.sm.adminServer.1sdPort=<port>
where <port> is the port number to use for the LSD port.

2. Save the changes.

3. Restart the administrative server.

8.4.4 Run administrative server in the background (UNIX only)

To run the server as a background process:
1. Add the following parameter to the admin.config file:
com.ibm.ejs.sm.adminServer.processPriority=<number>

where <number> is 28 for AIX and 24 for Solaris. It could also be the default
priority of the non-root user ID under which the administrative server is
running.

2. Save the changes.

3. Edit the properties of each application server associated with this
administrative server. You will need to modify the process priority of each
server to be the same process priority (humber) you assigned to the
administrative server.

4. Restart the administrative server.
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8.4.5 Configure for non-root user (UNIX only)

Although WebSphere Application Server processes runs under the root ID by
default, it can be reconfigured to use another (non-root) ID. However, the new
operating system user and group must exist on the machine where the server is
to run before the server is started. This user and group must also be assigned
the necessary operating system privileges for performing operations such as
creating output files on the local file system.

Running administrative servers as non-root

To configure the WebSphere administrative server to run under a non-root ID,
perform the following steps:

1. Change the permissions of the product installation directories so that the
non-root ID has access, using one of the following methods:

a. Change the ownership of all files and directories under <WAS_HOME> to
the user and group that you want the administrative server to "run as".

b. Change the ownership of only the following files and directories to the user
and group that you want the administrative server to run under:

<WAS_HOME>/bin/*
<WAS_HOME>/config/*
<WAS_HOME>/etc/*
<WAS_HOME>/installedApps/*
<WAS_HOME>/logs/*
<WAS_HOME>/properties/
<WAS_HOME>/tranlog/*
<WAS_HOME>/temp/*

Make sure that the user has write and execute privileges.

2. Change the bootstrap port of the administrative server to a value greater than
or equal to 1024:

a. Edit the administrative configuration (admin.config) file.

b. Add the following setting:

com.ibm.ejs.sm.adminServer.bootstrapPort=<port>

where <port> is the port number chosen for the bootstrap port.

Note: Changing the bootstrap port affects the administrative clients that
connect to the server.
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3. If running the DB2 database server, update the new user’s environment file to
include setup of the DB2 environment:

a. Edit the user’s environment file.
b. Add the following lines:

# Setup DB2 environment for root user.

if [ -f /home/<db2_instance_owner>/sqllib/db2profile ] ; then
. /home/<db2_instance_owner>/sql1ib/db2profile

fi

# Force DB2 to use JDBC 2.0.

if [ -f /home/<db2_instance_owner>/sqllib/javal2/usejdbc2 ] ; then
. /home/<db2_instance_owner>/sql1ib/javal2/usejdbc2

fi

4. Restart the administrative server.

Important: On Solaris, the ndd commands in the administrative server
startupServer.sh script need to be commented out unless you are running as
root. If an ndd command is executed by a non-root user, the following error
message will be issued to stdout or stderr:

Operation failed, Not owner.

The ndd command is for dynamically adjusting certain IP stack parameters. It
attempts to operate on operating system level kernel device settings, which
can only be performed by root. This causes the error message.

The workaround is to either run the administrative server as root or edit the
startupServer.sh script, commenting out the ndd command. It is still strongly
recommended that the changes to the TCP parameters that the ndd command
be made by root on all machines running the application server and Web
server (in case they are not the same box).

Problems caused by incorrect non-root configuration
The following problems indicate the need to review the above instructions to
ensure that your configuration is correct for running as non-root.

» The following error message is displayed when the administrative server is
started as non-root on Solaris:

§ ./startupServer.sh operation failed,Not owner

The likely cause is that the ndd command is being executed as non-root, as
explained above.

» The following error message is displayed when starting the server as
non-root:
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NMSVOO11E: Unable to start Bootstrap Server
The likely causes are:
a. The bootstrap port is already in use.

Ensure that no servers or other processes are already using the bootstrap
server port.

b. The bootstrap port value is less than 1024.
Only the root account can use port numbers lower than 1024.

Running Java administrative consoles as non-root

To configure the WebSphere Java administrative console to run under a non-root
ID, you need to change the ownership of the following directories and files to the
user and group that you would like the console under:

» <WAS_HOME>/bin
» <WAS_HOME>/properties/sas.client.props

Running application servers as non-root

To configure a WebSphere Application Server to run under a non-root ID,
perform the following steps:

1. Start the WebSphere administrative server under the root ID.
2. Start the Java administrative console.

3. Inthe tree view, locate and click the application server to display its
properties.

4. In the Advanced properties, modify the user ID and group ID to be the user
and group under which the application server is to run.

5. In the General properties, modify the standard output and standard error log
paths to refer to directories for which the new ID has access.

6. Start the application server, using the new ID.

8.4.6 Configure for multiple NICs
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WebSphere uses the value returned by the UNIX/Windows hostname command
as its node name. This will generally be the primary NIC (network interface card)
on the machine, which is a problem if you need it to bind to the secondary NIC.
This can be worked around by forcing WebSphere to use a specific node name
by including the following properties in the admin.config file before WebSphere is
first started:

1. com.ibm.ejs.sm.adminServer.nodeName=<required node name>
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2. You may also need to force the IP address to which the AdminServer binds
and includes in its generated IOR. This setting should be set to the real IP
address of the NIC you want to access the AdminServer through. Either
specify as -D argument to the
com.ibm.ejs.sm.util.process.Nanny.adminServerJvmArgs property in
admin.config, or try as a stand-alone property itself, that is,
com.ibm.CORBA.LocalHost=<NIC IP address>

3. You may need to force the short host name to which the administrative server
binds and includes in its generated IOR. This setting should be set to the real
short host name of the NIC you want to access the administrative server
through. Either specify as -D argument to the
com.ibm.ejs.sm.util.process.Nanny.adminServerJvmArgs property in
admin.config, or try as a stand-alone property itself, that is,
com.ibm.CORBA.LSDHostName=<NIC short hosthame>

Note: Try the node name setting first. Settings 2 and 3 should only be used if
the problem still exists.

If WebSphere has been started previously, then you will need to dump the
WebSphere administrative database and allow it to be rebuilt so that it contains
the new settings specified in the admin.config file.

8.4.7 Encrypt communication between plug-in and WebSphere

Each transport of a WebSphere V4.0 Web container can be configured to
support SSL encryption of the HTTP communication (HTTPS). The SSL
functionality can be run in one of two modes:

» Client authentication disabled

Only the WebSphere Application Server must send a certificate to the client
(WebSphere HTTP plug-in) in order to authenticate itself during SSL
handshaking. This configuration requires the following tasks:

a. Creation of a JKS format keyfile (key store) for use by the WebSphere
transport.

b. Creation of a self-signed certificate stored in the JKS keyfile.

c. Configuration of a new (or reconfiguration of an existing) transport to use
SSL encryption and the above keyfile for the required keyfile settings.

d. Creation of a CMS format keyfile (key store) for use by the plug-in.

e. Import of the server’s self-signed certificate as a trusted CA (certificate
authority) within the plug-in’s keyfile.

» Client authentication enabled
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This is an extension of the client authentication disabled case. In this case,
the client (plug-in) is also required to send a certificate to the server in order
to authenticate itself during SSL handshaking. This configuration requires the
following additional tasks to the client authentication disabled case:

a. Creation of self-signed certificate in the plug-in’'s CMS keyfile.

b. Import of the client’s self-signed certificate as a trusted CA (certificate
authority) into the server’s keyfile.

c. Reconfiguration of the transport’s SSL settings to specify the JKS keyfile
as the trustfile, as well as enabling of the client authentication option.
In either case, after performing the above tasks, the Web server plug-in
configuration must then be updated by performing these remaining tasks:
1. Regenerate the Web server plug-in configuration file.
2. Restart the Web server.

8.5 Uninstalling WebSphere

To uninstall WebSphere Application Server, stop all WebSphere processes, then
execute the uninstall script located in the root directory of WebSphere
installation:

» On Windows 2000 systems:

C:\> cd <WAS_HOME>
C:\> uninstWAS40.exe

» On UNIX and Linux systems
# cd <WAS_HOME>
# ./uninstall.sh

Note: Uninstalling WebSphere Application Server does not uninstall any of the
other components (Web server, database server and database client). These
will need to be uninstalled separately. See the product documentation for
details.

8.6 Example scenarios

In this section we describe a number of example scenarios that illustrate how a
number of common WebSphere Application Server topologies may be installed.
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8.6.1 Topologies

This section describes the tasks necessary to install and configure a number of
example configurations of WebSphere. Many of the same tasks are used in the
different configurations.

Table 8-4 Example installation scenarios

Scenario | Description

A WebSphere and the database server are installed on one server (server
#1). No Web server is installed, since the embedded HTTP transport of
the WebSphere Web container is used.

B WebSphere, Web server and database server are all installed on one
server (server #1). Web server to WebSphere communication are set up
to use HTTP.

C This scenario is the same as scenario B, except that the HTTP

communication between the HTTP plug-in and WebSphere is set up to
use SSL encryption with client authentication enabled.

D Web server and WebSphere HTTP plug-in are installed on one server
(server #2), with WebSphere and the database server installed on
another server (server #1). Web server to WebSphere communications
are set up to use HTTP.

E This scenario is the same as scenario D, except that the HTTP
communication between the HTTP plug-in and WebSphere is set up to
use SSL encryption with client authentication disabled.

F This scenario is the same as scenario E, except that the HTTP
communication between the HTTP plug-in and WebSphere is set up to
use SSL encryption with client authentication enabled.

G This scenario is the same as scenario F, except that the Web server is
configured to use SSL encryption for all Web requests.

H Web server and WebSphere are both installed on two servers (server #1
and server #2), with both configured to share the one administrative
repository database.

This is an example of a shared administrative repository database
configuration.

8.6.2 Scenario A - single server with embedded Web server

This example describes the most basic configuration of WebSphere. WebSphere
and the database server are installed on the same server and the Web
container's embedded HTTP server is used in place of a stand-alone HTTP
server.
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» WebSphere V4.0 and the database server are installed on Server 1.
» 1 x HTTP transport is configured for the default Web container in WebSphere.

» Web applications are accessed directly through the HTTP transport of the
Web container.

Server 1

WebSphere Application Server

IE - HTTP

‘ T Application Server (JVM)

Clients ‘

Administrative Server (JVM)

|

DB
Server

Figure 8-1 Scenario A components

Installation and configuration tasks

This section summarizes the high-level steps that should be performed in order
to install and configure Scenario A.

Table 8-5 High-level installation steps: example scenario A

Steps Server 1 (DB server, WebSphere)

Step 1 Operating system
1. Install the operating system

2. Install any required patches and packages as detailed in the
WebSphere platform-specific prerequisites

Step 2 Database server

Install the database server

Configure TCP/IP connectivity to the database server
Configure JDBC 2.0 access to the database server
Create the WebSphere repository database

Tune the database to WebSphere requirements

I e o

Verify the configuration
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Steps Server 1 (DB server, WebSphere)

Step 3 WebSphere Application Server

Customize prerequisite checking (optional)
Install WebSphere Application Server
Check the installation log

Check the admin.config configuration file
Start the WS AdminServer process

Start WebSphere Default Server

Verify the configuration

N o o Db~

For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:

» Installation steps chapters (listed in Table 8-2 on page 140). These chapters
include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

» Product installation guides for the appropriate platform.

8.6.3 Scenario B - single server with stand-alone Web server

This example describes a common basic configuration of WebSphere.
WebSphere, database server and Web server are installed on the same server.
Communication between the Web server and WebSphere is provided by the
WebSphere HTTP plug-in.

This scenario is the same as scenario A, but with the following additional
elements:

» The Web server is installed on the same server as WebSphere (Server 1).
» The Web server is configured for HTTP access on port 80.

» The WebSphere HTTP plug-in to HTTP transport communication is
configured to use HTTP.

» Web applications are accessed through the stand-alone Web server.
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Figure 8-2 Scenario B components

Installation and configuration tasks
This section summarizes the high-level steps that should be performed in order
to install and configure Scenario B.

Table 8-6 High-level installation steps: example scenario B

Steps Server 1 (Web server, DB server, WebSphere)

Step 1 Operating system
1. Install the operating system

2. Install any required patches and packages as detailed in the
WebSphere platform-specific prerequisites

Step 2 Web server
1. Create an account to run Web server under
2. Install the Web server

3. Verify the configuration
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Steps Server 1 (Web server, DB server, WebSphere)

Step 3 Database server

Install the database server

Configure TCP/IP connectivity to the database server
Configure JDBC 2.0 access to the database server
Create the WebSphere repository database

Tune the database to WebSphere requirements

I

Verify the configuration

Step 4 WebSphere Application Server

Customize prerequisite checking (optional)
Install WebSphere Application Server

Check the installation log

Check the admin.config configuration file

Start the WS AdminServer process

Start WebSphere Default Server

Regenerate the plug-in configuration settings file

© N oo r DN~

Verify the configuration

For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:

» Installation steps chapters (listed in Table 8-2 on page 140). These chapters
include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

» Product installation guides for the appropriate platform.

8.6.4 Scenario C - single server with stand-alone Web server and SSL
encryption of all communication

This example describes an extension to the basic configuration described in
scenario B. In this example, SSL is used to encrypt the communication between
the HTTP plug-in and the HTTP transport, with both the plug-in (client) and
WebSphere (server) having to authenticate themselves during SSL
handshaking. In addition, the Web server is configured to require SSL encryption
for all Web requests.

This scenario is the same as scenario B, but with the following additional
elements:
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» HTTPS transport is configured on the WebSphere Web container on port
9081.

» The WebSphere HTTP plug-in is configured to support HTTPS transport for
communication with Web container.

» The Web server is configured to use SSL encryption for all Web requests.

Server 1
t E HTTPS | Web Server
._-—}_—-L Plug-In
Clients * HTTPS
WebSphere *

Application Server

Application Server (JVM)

Administrative Server (JVM)

|

D
DB
Server

Figure 8-3 Scenario C components

Installation and configuration tasks
This section summarizes the high-level steps that should be performed in order
to install and configure Scenario C.

Table 8-7 High-level installation steps: example scenario C

Steps Server 1 (Web server, DB server, WebSphere)

Step 1 Operating system
1. Install the operating system

2. Install any required patches and packages as detailed in the
WebSphere platform-specific prerequisites
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Steps Server 1 (Web server, DB server, WebSphere)

Step 2 Web server

1. Create an account to run Web server under
2. Install the Web server

3. Verify the configuration

Step 3 Database server

Install the database server

Configure TCP/IP connectivity to the database server
Configure JDBC 2.0 access to the database server
Create the WebSphere repository database

Tune the database to WebSphere requirements

I e

Verify the configuration

Step 4 WebSphere Application Server

Customize prerequisite checking (optional)
Install WebSphere Application Server
Check the installation log

Check the admin.config configuration file
Start the WS AdminServer process

Start WebSphere Default Server

Create the certificate keystore

© N oo~ N~

Create or import certificates used for SSL handshaking

9. Create new HTTP transport for WebSphere Default Server
10. Configure transport to use SSL encryption

11. Regenerate the Web server plug-in configuration file

12. Verify the configuration

Step 5 WebSphere HTTP plug-in
1. Create the certificate keystore
2. Create or import certificates used for SSL handshaking

Step 6 WebSphere Application Server
1. Start WebSphere Default Server
2. Verify the configuration

For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:
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» Installation steps chapters (listed in Table 8-2 on page 140). These chapters
include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

» Product installation guides for the appropriate platform.

8.6.5 Scenario D - two servers with remote Web server

This example describes a basic networked configuration. WebSphere and the
database server are installed on the same server (Server 1), but the stand-alone
Web server and HTTP plug-in are installed on a second “remote” server (Server
2). Communication between the plug-in and the HTTP transport is configured to
use HTTP.

This scenario is the same as scenario B, but with the following additional
elements:

» The Web server and the WebSphere HTTP plug-in are installed on a separate
server (Server 2).

Server 2 Server 1
WebSphere Application Server
[ E HTTP| Web Server Plua
e | ug-In
':,_..l— ____ - HTTP Application Server (JVM)

Clients ‘

Administrative Server (JVM)

|

DB
Server

Figure 8-4 Scenario D components
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Installation and configuration tasks

This section summarizes the high-level steps that should be performed in order
to install and configure Scenario D.

Table 8-8 High-level installation steps: example scenario D

1. Install the database server

2. Configure TCP/IP connectivity
to the database server

3. Configure JDBC 2.0 access to
the database server

4. Create the WebSphere
repository database

5. Tune the database to
WebSphere requirements

6. Verify the configuration

Steps Server 1 (DB server, WebSphere) | Server 2 (Web server)
Step 1 Operating system Operating system
1. Install the operating system 1. Install the operating system
2. Install any required patchesand | 2. Install any required patches and
packages as detailed in the packages as detailed in the
WebSphere platform-specific WebSphere platform-specific
prerequisites prerequisites
Step 2 Web server
1. Create an account to run Web
server under
2. Install the Web server
3. Verify the configuration
Step 3 Database server
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Steps Server 1 (DB server, WebSphere) | Server 2 (Web server)
Step 4 | WebSphere Application Server
1. Customize prerequisite
checking (optional)
2. Install WebSphere Application
Server
3. Check the installation log
4. Check the admin.config
configuration file
5. Start the WS AdminServer
process
6. Start WebSphere Default
Server
7. Regenerate the Web server
plug-in configuration file
8. Verify the configuration
Step 5 WebSphere HTTP plug-in
1. Install the WebSphere HTTP
plug-in
2. Replace the default
plugin-cfg.xml with the working
copy generated on Server 1
Step 6 Web server
1. Restart the Web server
2. Verify the configuration

For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:

» Installation steps chapters (listed in Table 8-2 on page 140). These chapters

include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

» Product installation guides for the appropriate platform.
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8.6.6 Scenario E - two servers with remote Web server and SSL
encrypted (client authentication disabled) HTTP transport

This example describes an extension to the basic networked configuration
described in scenario D suitable for firewall environments. In this example, SSL is
used to encrypt the communication between the HTTP plug-in and the HTTP
transport of the Web container. SSL is configured to require the HTTP transport
(server) to authenticate itself to the plug-in (client).

This scenario is the same as scenario D, but with the following additional
elements:

» Configure a second transport on Server 1 Web container, with SSL encryption
enabled (with client authentication option disabled).

» The plug-in is configured to support the remote HTTPS transport.

Server 2 Server 1
WebSphere Application Server
I E HTTP| Web Server
e Plug-In
l:_..[ < BHTTPS Application Server (JVM)

Clients ‘

Administrative Server (JVM)

|

DB
Server

Figure 8-5 Scenario E components
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Installation and configuration tasks
This section summarizes the high-level steps that should be performed in order
to install and configure Scenario E.

Table 8-9 High-level installation steps: example scenario E

Steps Server 1 (DB server, WebSphere) | Server 2 (Web server)

Step 1 Operating system Operating system
1. Install the operating system 1. Install the operating system
2. Install any required patchesand | 2. Install any required patches and
packages as detailed in the packages as detailed in the
WebSphere platform-specific WebSphere platform-specific
prerequisites prerequisites
Step 2 Web server

1. Create an account to run Web
server under

2. Install the Web server
3. Verify the configuration

Step 3 Database server
1. Install the database server

2. Configure TCP/IP connectivity
to the database server

3. Configure JDBC 2.0 access to
the database server

4. Create the WebSphere
repository database

5. Tune the database to
WebSphere requirements

6. Verify the configuration
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Steps Server 1 (DB server, WebSphere) | Server 2 (Web server)
Step 4 | WebSphere Application Server
1. Customize prerequisite
checking (optional)
2. Install WebSphere Application
Server
3. Check the installation log
4. Check the admin.config
configuration file
5. Start the WS AdminServer
process
6. Start WebSphere Default
Server
7. Create the certificate keystore
8. Create or import certificates
used for SSL handshaking
9. Create new HTTP transport for
WebSphere Default Server
10. Configure transport to use SSL
encryption
11. Regenerate the Web server
plug-in configuration file
12. Verify the configuration
Step 5 WebSphere HTTP plug-in
1. Install the WebSphere HTTP
plug-in
2. Create the certificate keystore
3. Create or import certificates
used for SSL handshaking
4. Replace the default
plugin-cfg.xml with working
copy generated on Server 1
5. Edit the plugin-cfg.xml to
support remote HTTPS
transport
Step 6 Web server

1. Restart the Web server
2. Verify the configuration
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For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:

» Installation steps chapters (listed in Table 8-2 on page 140). These chapters
include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

» Product installation guides for the appropriate platform.

8.6.7 Scenario F - two servers with remote Web server and SSL
encrypted (client authentication enabled) HTTP transport

This example describes an extension to the secured networked configuration
described in scenario E. In this example SSL is used to encrypt the
communication between the HTTP plug-in and WebSphere, with both the plug-in
(client) and WebSphere (server) having to authenticate themselves to the other.

This scenario is the same as scenario E, but with the following additional
elements:

» Configure HTTPS transport on Server 1 to use client authentication.

Server 2 Server 1

WebSphere Application Server

I E HTTP| Web Server Bl
b ug-in
| < JHTTPS Application Server (JVM)

Clients ‘

Administrative Server (JVM)

3
DB

Figure 8-6 Scenario F components
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Installation and configuration tasks

This section summarizes the high-level steps that should be performed in order
to install and configure Scenario F.

Table 8-10 High-level installation steps: example scenario F

1. Install the database server

2. Configure TCP/IP connectivity
to the database server

3. Configure JDBC 2.0 access to
the database server

4. Create the WebSphere
repository database

5. Tune the database to
WebSphere requirements

6. Verify the configuration

Steps Server 1 (DB server, WebSphere) | Server 2 (Web server)
Step 1 Operating system Operating system
1. Install the operating system 1. Install the operating system
2. Install any required patchesand | 2. Install any required patches and
packages as detailed in the packages as detailed in the
WebSphere platform-specific WebSphere platform-specific
prerequisites prerequisites
Step 2 Web server
1. Create an account to run Web
server under
2. Install the Web server
3. Verify the configuration
Step 3 Database server
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Steps

Server 1 (DB server, WebSphere)

Server 2 (Web server)

Step 4

WebSphere Application Server

1. Customize prerequisite
checking (optional)

2. Install WebSphere Application
Server

3. Check the installation log

4. Check the admin.config
configuration file

5. Start the WS AdminServer
process

6. Start WebSphere Default
Server

7. Create the certificate keystore

8. Create or import certificates
used for SSL handshaking

9. Create new HTTP transport for
WebSphere Default Server

10. Configure transport to use SSL
encryption

11. Regenerate the Web server
plug-in configuration file

12. Verify the configuration

Step 5

WebSphere HTTP plug-in

1. Install the WebSphere HTTP
plug-in

2. Create the certificate keystore

3. Create or import certificates
used for SSL handshaking

4. Replace the default
plugin-cfg.xml with working
copy generated on Server 1

5. Edit the plugin-cfg.xml to

support remote HTTPS
transport.

Step 6

Web server
1. Restart the Web server
2. Verify the configuration
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For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:

» Installation steps chapters (listed in Table 8-2 on page 140). These chapters
include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

» Product installation guides for the appropriate platform.

8.6.8 Scenario G - two servers with remote Web server and SSL
encryption of all communication

This example describes an extension to the secured networked configuration
described in scenario F. In this example, the Web server is configured to use SSL
encryption for all Web requests.

This scenario is the same as scenario F, but with the following additional
elements:
» The Web server is configured to use SSL encryption.

» The WebSphere virtual host is updated to support requests using the
standard HTTP SSL (HTTPS) port 443 instead of the standard HTTP port 80.

Server 2 Server 1
WAS
|E HTTPS . Web Server Bluc]
—— ug-in
l:_..l— - HTTPS Application Server (JVM)

Clients ‘

Administrative Server (JVM)

)
DB

Figure 8-7 Scenario G components
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Installation and configuration tasks
This section summarizes the high-level steps that should be performed in order
to install and configure Scenario G.

Table 8-11 High-level installation steps: example scenario G

2. Install any required patches and

packages as detailed in the
WebSphere platform-specific

Steps Server 1 (DB server, WebSphere) | Server 2 (Web server)
Step 1 Operating system Operating system
1. Install the operating system 1. Install the operating system

2. Install any required patches and
packages as detailed in the
WebSphere platform-specific

prerequisites prerequisites

Step 2 Web server

1. Create an account to run Web
server under

2. Install the Web server
3. Create the certificate keystore

4. Create or request certificate
used for SSL handshaking of
Web requests

5. Edit Web server configuration
to enable SSL encryption for
Web requests

6. Verify the configuration

Step 3 Database server
1. Install the database server

2. Configure TCP/IP connectivity
to the database server

3. Configure JDBC 2.0 access to
the database server

4. Create the WebSphere
repository database

5. Tune the database to
WebSphere requirements

6. Verify the configuration
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Steps Server 1 (DB server, WebSphere) | Server 2 (Web server)
Step 4 | WebSphere Application Server
1. Customize prerequisite
checking (optional)
2. Install WebSphere Application
Server
3. Check the installation log
4. Check the admin.config
configuration file
5. Start the WS AdminServer
process
6. Start WebSphere Default
Server
7. Create the certificate keystore
8. Create or import certificates
used for SSL handshaking
9. Create new HTTP transport for
WebSphere Default Server
10. Configure transport to use SSL
encryption
11. Regenerate the Web server
plug-in configuration file
12. Verify the configuration
Step 5 WebSphere HTTP plug-in
1. Install the WebSphere HTTP
plug-in
2. Create the certificate keystore
3. Create or import certificates
used for SSL handshaking
4. Replace the default
plugin-cfg.xml with working
copy generated on Server 1
5. Edit the plugin-cfg.xml to
support remote HTTPS
transport
Step 6 Web server

1. Restart the Web server
2. Verify the configuration
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For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:

>

>

Installation steps chapters (listed in Table 8-2 on page 140). These chapters
include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

Product installation guides for the appropriate platform.

8.6.9 Scenario H - two server administrative domain

176

This example describes the most basic WebSphere shared administrative
repository configuration. Instances of WebSphere installed on two separate
servers are configured to share the one administrative repository database.

>

>

>

WebSphere, the database server and Web server are installed on Server 1.
The WebSphere administrative repository database is created on Server 1.

The database client is installed on Server 2 and configured to access the
remote database server.

WebSphere and the Web server are installed on Server 2.

The WebSphere instance on Server 2 is configured to access the remote
administrative database through the database client.

1 x HTTP transport is configured on each WebSphere instance.

Web applications deployed to each WebSphere node are accessed through
the Web server on that node.
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Figure 8-8 Scenario H components

Installation and configuration tasks

This section summarizes the high-level steps that should be performed in order
to install and configure Scenario H.

Table 8-12 High-level installation steps: example scenario H

1. Create an account to run Web
server under

2. Install the Web server
3. Verify the configuration

Steps Server 1 (Web server, Server 2 (Web server,
WebSphere, DB server) WebSphere, DB client)
Step 1 Operating system Operating system
1. Install the operating system 1. Install the operating system
2. Install any required patches and | 2. Install any required patches and
packages as detailed in the packages as detailed in the
WebSphere platform-specific WebSphere platform-specific
prerequisites prerequisites
Step 2 Web server Web server

1. Create an account to run Web
server under

2. Install the Web server
3. Verify the configuration
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Steps

Server 1 (Web server,
WebSphere, DB server)

Server 2 (Web server,
WebSphere, DB client)

Step 3

Database server
1. Install the database server

2. Configure TCP/IP connectivity
to the database server

3. Configure JDBC 2.0 access to
the database server

4. Create the WebSphere
repository database

5. Tune the database to
WebSphere requirements

6. Verify the configuration

Step 4

WebSphere Application Server

1. Customize prerequisite
checking (optional)

2. Install WebSphere Application
Server

3. Check the installation log

4. Check the admin.config
configuration file

5. Start the WS AdminServer
process

6. Start WebSphere Default
Server

7. Regenerate the Web server
plug-in configuration file

8. Verify the configuration

Step 5

Web server
1. Restart the Web server
2. Verify the configuration

Step 6

Database Client
1. Install database client

2. Configure TCP/IP access to the
remote database server

3. Configure JDBC 2.0 access to
the remote database server

4. Verify the configuration
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Steps

Server 1 (Web server,
WebSphere, DB server)

Server 2 (Web server,
WebSphere, DB client)

Step 7

WebSphere Application Server

1. Customize prerequisite
checking (optional)

2. Install WebSphere Application
Server

3. Check the installation log

4. Check the admin.config
configuration file

5. Start the WS AdminServer
process

6. Start WebSphere Default
Server

7. Regenerate the Web server
plug-in configuration file

8. Verify the configuration

Step 8

Web server
1. Restart the Web server
2. Verify the configuration

For detailed instructions on the high-level steps outlined in this section, refer to
the following sources:

» Installation steps chapters (listed in Table 8-2 on page 140). These chapters
include detailed instructions on a number of platforms (Windows 2000, AlX,
Linux, Solaris) for each of the high-level tasks used for this example.

» Product installation guides for the appropriate platform.
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Windows 2000 installation
steps

This chapter provides detailed procedures for installing, configuring, and
verifying a number of the scenarios described in Chapter 8, “Installation
approach” on page 127, for an environment consisting of the following
components:

» Operating system - Windows 2000

» Database server - IBM DB2 UDB Enterprise Edition

» Web server - IBM HTTP Server

Application server - WebSphere Application Server V4.0, Advanced Edition

v

The procedures described are intended to be used as working examples in
conjunction with the product installation guides for all the possible values that
may be unique within your runtime environment. This chapter is organized into
the following sections:

» Planning

» Install Windows 2000
» Install Web server

» Install database server
» Install database client
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Install WebSphere Application Server V4.0, Advanced Edition
Install WebSphere plug-in on remote Web server

Install new WebSphere node into existing domain

Configure WebSphere HTTP transport for SSL

Install WebSphere Application Server - silent mode

9.1 Planning

This section defines the hardware and software used within the Windows 2000
environment to test a number of different WebSphere Application Server V4.0
configuration scenarios.

9.1.1 Hardware and software prerequisites

182

WebSphere Application Server V4.0, Advanced Edition has the following
hardware and software requirements.

Hardware

>

>

>

>

>

200 MB diskspace (minimum) for WebSphere Application Server
350 MB diskspace (minimum) for IBM DB2 Enterprise Edition

50 MB diskspace (minimum) for IBM HTTP Server

135 MB diskspace (minimum) for TEMP directory

Greater than 128 MB RAM

Software

>

>

>

>

>

Microsoft Windows 2000 Server, Service Pack 1

IBM WebSphere Application Server V4.0, Advanced Edition

IBM DB2 Universal Database V7.2 FP4, Enterprise Edition for Windows
IBM HTTP Server 1.3.19

IBM GSKit 5.0.3.52.
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Note: For further details on requirements, see the following documentation:
1. DB2 -

http://www.ibm.com/cgi-bin/db2www/data/db2/udb/winox2unix/support/v7pubs.
d2w/en_main

2. WebSphere -

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

9.1.2 Software used in our test environment

We used the following software in our test environment:

» Microsoft Windows 2000 Server, Service Pack 1, Build 2195

» IBM WebSphere Application Server V4.0, Advanced Edition

» IBM DB2 Universal Database V7.2 FP4, Enterprise Edition for Windows
» IBMHTTP Server 1.3.19

» IBM GSKit 5.0.3.52 (included in IBM HTTP Server package)

Note: Other Web servers and database software may be used, as
documented in the Product Installation Guide.

Product installation roots

The variables listed in Table 9-1 are used frequently throughout this redbook to
represent the root installation directories of the software components.

Table 9-1 Product installation roots

Variable Default value Component
<WAS_HOME> C:\WebSphere\AppServer | WebSphere
<plugin_install_path> C:\WebSphere\AppServer | WebSphere HTTP plug-in
<db2_install_path> C:\Program Files\SQLLIB DB2 server

DB2 client
<http_server_install_path> [ C\IBM HTTP Server IBM HTTP Server

9.1.3 Hardware used in our test environment

This section describes the hardware used within our test WebSphere Application
Server V4.0 environment on Windows 2000.

» Server 1
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http://www.ibm.com/cgi-bin/db2www/data/db2/udb/winox2unix/support/v7pubs.d2w/en_main
http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

IBM PC 300PL, Model 65653BU

1 633 MHz Pentium Il CPU

512 MB RAM

19 GB hard disk

1 IBM 10/100 EtherJet PCI Ethernet adapter
Server 2

IBM PC 300PL, Model 65653BU

1 633 MHz Pentium Il CPU

512 MB RAM

19 GB hard disk

1 IBM 10/100 EtherJet PCI Ethernet adapter

9.1.4 Example scenarios
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Within this test environment, we describe the tasks necessary to install and
configure the following scenarios that are described in Chapter 8, “Installation
approach” on page 127:

>

Scenario A - basic one-server configuration (server 1), but using the
WebSphere embedded Web server in place of the usual stand-alone Web
server.

Scenario B - basic one-server configuration (server 1), but using a
stand-alone Web server and the WebSphere HTTP plug-in.

Scenario D - basic two-server configuration, one server hosting WebSphere
and the database server (server 1), the other hosting the Web server and
WebSphere HTTP plug-in (server 2). Communication between plug-in and
WebSphere is HTTP (unencrypted).

Scenario E - extension of the basic two-server configuration of Scenario D,
with the HTTP communication between the plug-in and WebSphere
encrypted using SSL and client authentication mode disabled.

Scenario F - extension of the secure two-server configuration of Scenario E,
with the SSL client authentication mode enabled.

Scenario G - extension of the secure two-server configuration of Scenario F,
with the Web server configured to use SSL for encryption of all
communication between itself and Web browsers.

Scenario H - basic two-server configuration using a single WebSphere
administrative domain database.
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Table 9-2 Installation and configuration tasks broken down by scenario

Installation and configuration tasks
Table 9-2 provides a detailed summary of the tasks and the order in which they

must be performed that are necessary to install and configure each of the
example scenarios described above.

To install and configure an example scenario, perform the tasks listed for the

example in the specified order. Only those tasks that are numbered (non-blank)
are to be performed for a particular example scenario. Detailed descriptions of

each of these tasks can be found later in this chapter.

Server

Task

Example scenario

A

B

D

Operating system:
Installation of Windows 2000 operating system
and any required patches:

1. Install Windows 2000 Operating System

2. Apply any patches as detailed in the
WebSphere platform-specific prerequisites

See 9.2, “Install Windows 2000” on page 190.

1

1

1

Web server:
Installation and default configuration of IBM
HTTP Server:

1. Perform preinstallation tasks

2. Install IBM HTTP Server

3. Configure IBM HTTP Server

4. Verify IBM HTTP Server

See 9.3, “Install Web server” on page 190.

Database server:

Installation and configuration of IBM DB2
server necessary to support usage by
WebSphere:

1. Perform preinstallation tasks
Install DB2 server

Verify DB2 server installation
Configure DB2 server

o r D

Set up WebSphere administrative
database

See 9.4, “Install database server” on page 204.
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Server | Task Example scenario

A B D

1 WebSphere Application Server: 3 4 3
Installation and configuration of WebSphere
necessary to handle requests through the
“embedded” Web server:

1. Perform preinstallation tasks
2. Install WebSphere
3. Verify WebSphere installation

See 9.6, “Install WebSphere Application
Server” on page 221.

1 WebSphere Application Server: - - -
Creation and configuration of an HTTPS
transport on WebSphere default Web
container:

1. Create new server certificate keystore

2. Create new self-signed server certificate
used for SSL handshaking

3. Create new HTTPS transport for
WebSphere Default Server

See 9.9, “Configure WebSphere HTTP
transport for SSL” on page 245.

2 Web server: - - 4
Installation and default configuration of IBM
HTTP Server:

1. Perform preinstallation tasks

2. Install IBM HTTP Server

3. Configure IBM HTTP Server

4. Verify IBM HTTP Server

See 9.3, “Install Web server” on page 190.
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Server

Task

Example scenario

A

B

D

Database client:

Installation and configuration of IBM DB2 client
necessary to support remote usage by
WebSphere:

1. Perform preinstallation tasks
Install DB2 client

Verify DB2 client installation
Configure DB2 client

o r w D

Set up access to remote WebSphere
administrative database

See 9.5, “Install the database client” on
page 216.

WebSphere Application Server:

Installation and configuration of WebSphere
necessary to handle requests through the
“embedded” Web server:

1. Perform preinstallation tasks
2. Install WebSphere
3. Verify WebSphere installation

See 9.6, “Install WebSphere Application
Server” on page 221.

WebSphere HTTP plug-in:

Basic installation and configuration of
WebSphere HTTP plug-in on remote Web
server:

Perform preinstallation tasks

Install WebSphere plug-in

Verify WebSphere plug-in installation
Configure for remote WebSphere plug-in

A A

Verify remote plug-in configuration

See 9.7, “Install the WebSphere plug-in on the
remote Web server” on page 236.
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Server | Task Example scenario

A B D

2 WebSphere HTTP plug-in: - - -
Configuration of plug-in necessary to
communicate with HTTPS (client
authentication disabled) transport on remote
WebSphere:

1. Create new plug-in certificate keystore

2. Import WebSphere self-signed server
certicate as a trusted CA

3. Update Web server plug-in to support
HTTPS transport and certificate keystore

See 9.9, “Configure WebSphere HTTP
transport for SSL” on page 245.

2 WebSphere HTTP plug-in: - - -
Extra configuration of plug-in necessary to
support HTTPS transport with client
authentication enabled:

1. Create new self-signed client certificate
used to authenticate plug-in to server
during SSL handshaking

See 9.9, “Configure WebSphere HTTP
transport for SSL” on page 245.

1 WebSphere Application Server: - - -
Extra configuration of WebSphere HTTPS
transport necessary to support client
authentication:

1. Import plug-in self-signed certificate as a
trusted CA

2. Configure HTTPS transport to use client
authentication

See 9.9, “Configure WebSphere HTTP
transport for SSL” on page 245.

1 WebSphere Application Server: - - -
Start up the WebSphere Default Server ready
to handle requests:

1. Regenerate Web server plug-in
configuration file

See 9.9, “Configure WebSphere HTTP
transport for SSL” on page 245.
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Server

Task

Example scenario

A B

D

Web server:

Test that Web server and plug-in can access
the current configuration of the WebSphere
Default Server:

1. Restart Web server
2. Verify configuration

— http://<serverl
hostname>/webapp/examples/showCfg

- 5

Web server:

Test that Web server and plug-in can access
the current configuration of the WebSphere
Default Server:

1. Restart Web server
2. Verify configuration

— http://<server2
hostname>/webapp/examples/showCfg

11

11

Web server:
Extra configuration of Web server to use SSL
encryption for requests:

1. Stop Web server

2. Configure httpd.conf to support SSL for
requests

3. Create new keystore
4. Create new self-signed certificate
5. Start Web server

See 9.3.5, “Enable SSL encryption for
requests (optional)” on page 197.

12

Web server:

1. Restart Web server

2. Verify configuration
— https://<host>/

— https://<host>/webapp/examples/showC
fg

13
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9.2 Install Windows 2000

Prior to installing any of the WebSphere components, the proper level of the
operating system must be installed.

» Windows 2000 Server + Service Pack 1 - 128-bit encryption.

9.3 Install Web server

This section provides detailed instructions for installing, configuring, and verifying
IBM HTTP Server V1.3.19 for Windows 2000.

The section is organized into the following tasks:

1. Preinstallation tasks.

Install IBM HTTP Server.

Configure IBM HTTP Server.

Verify IBM HTTP Server.

Enable SSL encryption for requests (optional).

o kM DN

Note: Whether or not a particular task needs to be performed, and the order in
which tasks must be performed, is identified during the planning stage. The
tasks used depend on the needs of the particular topology or scenario you are
installing. See 9.1, “Planning” on page 182 for details on those tasks to be
performed for each example.

9.3.1 Preinstallation tasks

Prior to installing IBM HTTP Server V1.3.19, the following checks and tasks must
be completed on the IBM HTTP Server machine:

1. Create groups and users.
2. Check that IP ports are unused.

Create groups and users
To create the required groups and users, perform the following steps:

1. Create a Windows 2000 user with the following settings:
— Locally defined (not a member of a Windows domain)
— Member of Administrators group.
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You can create local users and assign group memberships by clicking
Control Panel -> Administrative Tools -> Computer Management ->
System Tools -> Local Users and Groups.

Assign the following rights to this user:
— Act as part of the Operating System
— Log on as a Service

You can assign user rights by clicking Control Panel -> Administrative
Tools -> Local Security Policy -> Local Policies -> User Rights
Assignment.

Tip: We suggest creating the user wasadmin to run both the IBM HTTP Server
and WebSphere. The remainder of this chapter assumes that wasadmin is
used.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1.

Check that there are no existing services on the server that use the following
IP ports:

— 80 (standard HTTP port)

— 443 (standard HTTPS port)

— 8008 (IBM HTTP Server Administration port)

We suggest using the following command for this task:

D:\> netstat -an

9.3.2 Install IBM HTTP Server

To install the Web server V1.3.19, complete the following steps on the Web
server machine:

1.

Log on as an administrator user in the local server domain (not part of a
Windows domain).

Insert the IBM WebSphere Application Server V4.0, Advanced Edition CD
into the CD-ROM drive. This CD-ROM also contains the IBM HTTP Server.

Using the Windows Explorer, switch to the \httpd directory on the CD.
Double-click Setup to start the install.

In the Choose Setup Language window, select your national language from
the drop-down menu and click OK.
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Note: The remainder of this chapter assumes that U.S. English was selected.

Review the content of the Welcome window and click Next.

Review the content of the Software License Agreement window, and if you
accept the conditions, click Yes.

7. In the Choose Destination Location window, shown in Figure 9-1 on
page 192, select the destination folder, then click Next. We selected D:\IBM
HTTP Server.

Choose Destination Location

Setup will ingtall IBM HTTP Server in the following folder.
To install to this falder, click Mext.

To install to a different falder, click Browse and select another
falder.

'ou can chooze not bo ingtall IBM HT TP Server by clicking
Cancel to exit Setup.

" Destination Folder

D:5BM HTTP Server Browse... |
¢ Back IWI Cancel |

Figure 9-1 Choose the destination directory for Web server software

8. In the Setup Type window, shown in Figure 9-2, select Typical, then click
Next.
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Setup Type

Click the type of Setup vou prefer, then click Nest.

Compact
Cuistom

— Dezcription

Inzstalls the mogt commonly ueed components of the server,
The installed components include: Baze zerver, S5L bazed
gecurty, Documentation, LDAP support, and the
Administration Server support Becommended for most users.

¢ Back I Mext > I Cancel |

Figure 9-2 Choose Typical installation option

9. In the Select Program Folder window, accept the default folder and click Next.

10.In the Information for Service Setup window, shown in Figure 9-3, enter the
following, and then click Install:

— User ID: wasadmin
— Password:<wasadmin_password>

— Enter the password again for verification: <wasadmin_password>

Note: This is the user ID that the IBM HTTP Server will run as under
Windows. In our example, we created a Windows user called wasadmin
with the necessary privileges during the preinstallation steps.
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Information for Service Setup E3

The server will be installed as a Service. Please enter the userid and
passward that thiz service will logon and run under. This usend must be
valid on the local machine.

Uzer ID Iwasadmin

xxxxxxxx

FPazsword I

Enter the password again for verification I ********

Back I Irstall I Cahicel |

Figure 9-3 Specify username and password for IBM HTTP Server services

11.The IBM HTTP Server installation program copies files from the CD to your
machine.

12.When the Setup Complete window appears, select Yes, | will restart my
computer now, then click Finish.

13.When the system restarts, log in to Windows as a user with administrative
privileges.

9.3.3 Configure IBM HTTP Server

After installation of IBM HTTP Server V1.3.19, the following configuration tasks
must be completed:

1. Create IBM HTTP Server admin account.
2. Update httpd.conf.

Create admin account
To create the IBM HTTP Server administration user, complete the following steps:

1. Open a command window, by clicking Start -> Programs -> Command
Prompt.

2. Change directory to <http_server_install_path>.

194  IBM WebSphere V4.0 Advanced Edition Handbook



3. Create the administration user by typing the following commands:

D:\IBM HTTP Server> htpasswd -m confladmin.passwd admin
New password: <admin_password>
Re-type new password: <admin_password>

Where admin is the IBM HTTP Server administration user ID.

Note: Any user ID can be used as the IBM HTTP Server administration user
ID.

4. Close the command prompt window.

Update httpd.conf

The IBM HTTP Server configuration file httpd.conf must be updated to reflect the
following:

1. Edit the <http_server_install_path>\conf\httpd.conf configuration file using a
text editor.

2. Set the value of the ServerName variable to the fully qualified DNS name of
the server, that is <hosthame.domain.com>.

3. Save the changes and exit.
4. Reboot the system.

9.3.4 Verify IBM HTTP Server

In order to verify the IBM HTTP Server V1.3.19 installation, perform the following
checks:

1. Check that services are running.
2. Check request handling.

Check that services are running

To check that the IBM HTTP Server services are running, perform the following
steps:

1. Check that the Windows services listed in Table 9-3 have been added and are
running.

Table 9-3 IBM HTTP Server Windows services

Service name Status Startup mode Log on as...

IBM HTTP Started Automatic wasadmin
Administration
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Service name

Status

Startup mode

Log on as...

IBM HTTP Server

Started

Automatic

wasadmin

2. If not running, issue the following commands:

D:\> net start "IBM HTTP Server"

D:\> net start "IBM HTTP Administration"

Check request handling

To check IBM HTTP Server request handling, perform the following steps:

1. Using a Web browser, request the following URL representing the IBM HTTP
Server home page:

http://<hostname.domain.com>/

The window shown in Figure 9-4 will be displayed if the IBM HTTP Server has
been installed and configured correctly.
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File Edit Wiew Go Communicator Help
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Back Fomward  Reload Home Search  Metscape Fritat Security Shop Stop
wt' Bockmarks A Location: G :0.ibm. com/] j @'What's Related
ﬁlnstantMessage b il Calendar R adio People ellow Pages Download Cuz

Welcome to the

IBM HTTP Iffn‘:['w:lr

Everything you need to start
ane wse this server begins here...

¢+ Configure server
¢ View documentation

* Visit our Web site

[ (== |Document: Dore
Figure 9-4 Home page request handled by Web server

9.3.5 Enable SSL encryption for requests (optional)

In this section we provide detailed instructions for creating a certificate, installing
the certificate and configuring an IBM HTTP Server for SSL. In our example, we
will create a self-signed test certificate. For a production environment you will
need to request a real certificate from a certificate authority, such as VeriSign.

Enabling SSL for communication between the IBM HTTP Server and a Web
browser is a multistep process:
1. Stop IBM HTTP Server process.

2. Configure httpd.conf to add SSL support.
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Create new keystore (certificate trust) database.
Create new self-signed certificate.

Start IBM HTTP Server process.

Verify SSL configuration.

Stop IBM HTTP Server process
To stop the IBM HTTP Server process, issue the following command:

D:\> net stop "IBM HTTP Server"

Configure httpd.conf to add SSL support
To configure SSL for the IBM HTTP Server, complete the following steps:

1.

Use the sample httpd.conf.sample file, which includes SSL entries, as a
starting point to enable SSL for the IBM HTTP Server.

a. Change to the <http_server_install_path>\conf directory.
b. Back up the existing httpd.conf file by renaming it to httpd.conf.bak.
¢. Rename httpd.conf.sample to httpd.conf.

Modify the httpd.conf file using a text editor. Ensure that the following lines
are uncommented by removing the # symbol:

LoadModule ibm_ss1_module modules/IBMModuleSSL<encrypt_level>.dl11

(Where <encrypt_level> is the appropriate encryption level for your
locale. For example, IBMModuleSSL128.dll for 128-bit encryption in
the US and Canada.)

Listen 443
<VirtualHost hostname.domain.com:443>

(You must substitute your fully qualified host name in this line, for
example <VirtualHost itsohost.itso.ibm.com:443>.)

SSLEnable

</VirtualHost>

SSLDisable

Keyfile "<http_server_install_path>/ss1/webclient.kdb"
SSLV2Timeout 100

SSLV3Timeout 1000

The value of the KeyFile parameter is the absolute path to the CMS format
keystore database file of your choosing. In this example we assume that a
webclient.kdb file is created in the ssl subdirectory of the IBM HTTP Server
installation.
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3. Ensure the following settings have been disabled by adding the # symbol to

the start of each line:

#AfpaEnable
#AfpaCache on
#AfpaLogFile <log_file_path>

Note: The above AFPA options must be disabled in order for SSL
encryption mode to operate correctly.

4. Save the changes.

Create a new keystore (certificate trust) database
To create a new SSL keystore database file, complete the following steps:

1.

Start the Web server IBM Key Management Utility by clicking Start ->
Programs -> IBM HTTP Server -> Start Key Management Utility.

2. Select Key Database File from the menu bar, then select New.

3. In the New window, enter the following and then click OK:

— Key Database Type: CMS key database file
— File Name: webclient.kdb (must be the same as in httpd.conf)
— Location: <http_server_install_path>\ss1\

In the Password Prompt window, shown in Figure 9-5 on page 200, enter the
following, then click OK to continue:

— Password: password to protect keystore file contents

— Check Set expiration time? and enter number of days if the password
should expire. If no expiration is required, uncheck this setting.

Note: Although not required in a development environment, it is strongly
recommended that all keystores used in a production environment set an
expiration period.

— Check Stash the password to a file?

Note: The IBM HTTP Server accesses the password protected keystore
file <filename>.kdb using the password contained in the <filename>.sth
stashfile. Consequently, the stash option must be enabled.
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Password Prompt [ x|

Password: [™ |

Confirm Password: |“"‘* |

[¥] Set expiration time? 365 Days

[v] Stash the password to afile?

Password Strength:

| @l || Reset || Cancel || Help

Figure 9-5 Specify password and expiration date of keystore file

5. Click OK when the Information window appears with the message:

The password has been encrypted and saved in the file:
<http_server_install_path>\ss1\webclient.sth

Create new self-signed certificate
To create a new self-signed certificate, perform the following steps:

1. Start the Web server IBM Key Management Utility by clicking Start ->
Programs -> IBM HTTP Server -> Start Key Management Utility.

2. Select Key Database File from the main menu, then select Open. Specify
the keystore database file. Our example uses
<http_server_install_path>\ss\webclient.kdb.

3. Select Create from the menu bar, then select New Self-Signed Certificate.

Note: If you are enabling SSL for a production environment, select New
Certificate Request instead. It is strongly recommended that self-signed
digital certificates not be used in production.

4. In the Create New Self-Signed Certificate window, shown in Figure 9-6 on
page 201, enter the following values, then click OK.

— Key Label: <user defined label>
— Version: X509 V3
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Key Size: 1024

Common Name: <hostname.domain.com>

Organization: 1BM

.Ereate New Self-Signed Certificate

Organization Unit: ITSO

Please provide the following:

Key Label [Test Client Cert |
Version X509v3 -
Key Size 1024 -
Comimon Name [itsohost.itso.ilam.carm |
Organization (1B |
Organization Unit (optional) |ITSO |
Locality {optional) | |
StateProvince  (optional) | ]
Zipcode {optional) I—
Country ’@
Validity Period [365 | Days

| ok || Reset || cancel || Hew |

Figure 9-6 Specify settings for new self-signed certificate

5. The new certificate should be listed in the Personal Certificates pane, as
shown in Figure 9-7 on page 202.
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Key Database File Create View Help

Nz RS

Key database information

DBE-Type:  CMS key database file
File Hame: DABMHTTF Servenssiwebclient kdh

Key database content
Personal Certificates v| | Receive... |
* TestClient Cert | Delete |
|

|
| Exportimport... |
|

Recreate Request... |

| Hew Self-Signed... |

| Extract Certificate... |

The requested action has successfully completed! |

Figure 9-7 New self-signed certificate listed in keystore contents

6. Close the Web server IBM Key Management Utility.

Start IBM HTTP Server process
To start the IBM HTTP Server process, issue the following command:

D:\> net start "IBM HTTP Server"

Verify SSL configuration
To verify the IBM HTTP Server SSL configuration, perform the following steps:

1. Using a Web browser request the following URL, representing the IBM HTTP
Server home page:

https://<hostname.domain.com>/

2. Since the test certificate we are using is self-signed, the browser should
display a window similar to the one shown in Figure 9-8 on page 203. Click
Next.

202  IBM WebSphere V4.0 Advanced Edition Handbook



ew Site Certificate - Netscape

4 New Site Certificate

itsohost.itso.ibm.com is a site that uses encryption to protect
transmitted information. However, Netscape does not recognize the
authority who signed its Certificate.

although Metscape does not recognize the signer of this Certificate, you may
decide to accept it anyway so that you can connect to and exchange
information with this site.

This assistant will help you decide whether or not you wish to accept this
Certificate and to what extent.

Mext= Cancel

Figure 9-8 Browser prompt when certificate with unknown CA is received
3. The next window should display Certificate for and Signed by values for the
certificate that match those used when creating the certificate. Click Next.

4. Inthe next window, select Accept this certificate for this session, then click
Next.

In the next window, click Next.
In the next window, click Finish to accept the certificate.

. If the IBM HTTP Server has been correctly configured for SSL, then the
window shown in Figure 9-9 on page 204 will be displayed in the Web
browser.
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Welcome to the
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Everything you need to start
ane wse this server begins here...

¢+ Configure server
¢ View documentation

* Visit our Web site

|Document: Dore

Figure 9-9 Secured request for home page handled by Web server

9.4 Install database server

This section provides detailed instructions for installing, configuring, and verifying
IBM DB2 Universal Database, Enterprise Edition for Windows 2000.

The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install DB2 server.

3. Verify DB2 server installation.

4. Configure DB2 server.
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5. Set up WebSphere administrative database.

9.4.1 Preinstallation tasks

Prior to installing IBM DB2 Universal Database, Enterprise Edition for Windows,
the following tasks must be completed on the database server machine:

1. Create groups and users.
2. Check that IP ports are unused.

Create groups and users
To create the required groups and users, perform the following steps:

1. Create a Windows 2000 user with the following settings:
— Locally defined (not a member of a Windows domain)
— Member of Administrators group.

You can create local users and assign group memberships by clicking
Control Panel -> Administrative Tools -> Computer Management ->
System Tools -> Local Users and Groups.

Important: You must use a password that is compatible with DB2. DB2
supports passwords of 8 or fewer characters, and which do not contain the

% “n

characters “<“ or “>".

2. Assign the following rights to this user:
— Act as part of the Operating System
— Log on as a Service
— Create a token object
— Increase quotas
— Replace a process level token

You can assign user rights by clicking Control Panel -> Administrative
Tools -> Local Security Policy -> Local Policies -> User Rights
Assignment.

Tip: We suggest creating an account called db2admin. The remainder of this
chapter assumes that this is the case.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:
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1. Check that there are no existing active services that use the following IP ports
on the server:

523 (DB2 Administration Server)

50000 (DB2 instance connection port)

50001 (DB2 instance interrupt port)

50002 (DB2 Control Server)

We suggest using the following command for this task:

D:\> netstat -an

9.4.2 Install the DB2 server

In order to install IBM DB2 Universal Database, Enterprise Edition for Windows,
perform the following steps on the database server machine:

1. Log on as the db2admin user.
2. Insert the IBM DB2 Universal Database, Enterprise Edition for Windows CD.

3. If the install program does not start automatically, run the setup program
under the root directory of the CD.

4. In the Select Products window, shown in Figure 9-10 on page 206, select only
DB2 Enterprise Edition, then click Next.

Select Products E3

Select the product(z] you would like ta install

IEM,

DB2

==
Version 7

| 1 DBE2 &pplication Development Client
|1 DB2 &drminiztration Client

— Dezcription
DB2 Universal D atabaze Enterprize Edition lets you create
and manage databazes az well az allowing remate client
applications o acceszs data on host databazes,

Ment » I Cancel Help

Figure 9-10 Select DB2 products to install
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5. In the Select Installation Type window, shown in Figure 9-11, select the
Typical option, then click Next.

Select Installation Type E3

Select the inztallation twpe you prefer,

i Tupical

DEZ will be installed with mozt features and functionality, using a
typical configuration with default values.

" Compact

Bagic DBZ componentz and functionality will be ingtalled. and
mitimal configuration will be perfarmed.

= Custom

Select the compaonents that you want installed, and specify
configuration options for DBZ. Thiz option requires knovledge
of DB2 components and settings.

< Back I Mest » I Cancel | Help |

Figure 9-11 Select the DB2 installation type

6. In the Choose Destination Location window, shown in Figure 9-12, select the
destination folder, then click Next. We selected D:\SQLLIB.
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Setup will ingtall DB 2 in the following folder.

Toinztall to 5 different folder, click Browse and select another
folder.

You can chooze not ta install DEZ by clicking Cancel to exit
Setup.

" Destination folder

Dirive ID: 1229 MB vl Space required 443.4 MB

< Back | Mest » | Cancel | Help |

Figure 9-12 Choose the destination directory for DB2 components

7. In the Enter Username and Password for Control Center Server window,
shown in Figure 9-13 on page 209, enter the following, then click Next:

Username: db2admin
Password: <db2admin password>
Confirm password: <db2admin password>

Check the Use the same values for the remaining DB2 Username and
Password settings option.
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Enter Username and Password for Control Center Server E3

Enter the username and pagzword that the Control Center Server
will uze to lag on to your systemn.

Usemame Idb2admin

Ixxmmmm

Pazzword

Canfirm pazsword I

W |Jze the zame walues for the remaining DB 2
Uzermame and Pazsword settings

< Back I Mest » I Cancel Help

Figure 9-13 Specify username and password for DB2 services

8. In the Start Copying Files window, check that the correct components have
been selected. If yes, click Next to start the installation process.

The installation performs the default configuration for users, groups and an
instance to be used by DB2.

9. In the Install OLAP Starter Kit window, shown in Figure 9-14, select Do not
install OLAP Starter Kit, then click Continue.

Install OLAP Starter Kit E3

Select one of the following:

™ Install the OLAP Starter Kit from a CD by inzerting the CD labeled "DEZ2 OLAP Starter Kit."

€ |nstall the OLAP Starter Kit from a networls drive,
"Snurce Fath

Browsze. .

& Do not install the OLAP Starter Kit.
If you select this option, all DEZ UDE components that wou selected, except the OLAP
Starter Kit, will be installed. v'ou will be able ta inztal the OLAP Starter Kit at a later tinme.

Figure 9-14 Select not to install the DB2 OLAP Starter Kit
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10.In the Setup Complete window, click Finish.
11.When the First Steps window appears, click Exit.
12.Restart the system.

13.When the system restarts, log in locally under the db2admin account.

9.4.3 Verify the DB2 server installation

210

To verify the DB2 server installation, complete the following tasks:
1. Check the DB2 release level.

2. Check the DB2 service name.

3. Check the database manager configuration.

Check the DB2 release level

Check that DB2 has the correct internal release level to meet WebSphere
requirements:

1. Start the DB2 command window by clicking Start -> Programs -> IBM DB2
-> Command Window.

2. Enter the following command:
D:\> db2level
It should generate output similar to the following:

DB210851 Instance "DB2" uses DB2 code release "SQL07021" with level
identifier "03020105" and informational tokens "DB2 v7.1.0.43", "n010504"
and "WR21254a"

3. Aninternal release level of 7.1.0.43 should be indicated.
4. Close the DB2 command window.

Check the DB2 service name
Check the service name recorded in the TCP/IP services file:

1. Open the services file located in the <windir>\system32\drivers\etc directory,
and find the entries that have comments referring to the DB2 instance
connection port.

2. Locate the service name in the first column that corresponds to the lower port
number. For example, if the following services were displayed:

db2cdb2 50000/tcp #Connection port for DB2 instance db2
db2idb2 50001/tcp #Interrupt port for DB2 instance db2

3. Record the db2cdb2 service name for later use.
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Check the database manager configuration
Check the service name is recorded in the database manager configuration:

1. Start the DB2 command window by clicking Start -> Programs -> IBM DB2
-> Command Window.

2. Enter the following command:
D:\> db2 get dbm cfg | more

3. Look at the output for the SVCENAME entry. Verify that a value exists, and
that it matches the value for the service name recorded above from the
services file. For example, something similar to the following should be
displayed:

TCP/IP Service name (SVCENAME)=db2cdb2

4. If the value does not match, update the database manager configuration
using the following command in the DB2 command window:

D:\> db2 update dbm cfg using svcename <service_name>
D:\> db2stop
D:\> db2start

Where <service_name> must be replaced with the service name.

5. Close the DB2 command window.

9.4.4 Configure the DB2 server

After the DB2 installation, a number of configuration tasks must be performed on
the database server machine, so that WebSphere is able to use DB2 as the
repository for its administrative database:

1. Stop unused Windows services.
2. Update JDBC level.
3. Configure TCPIP communication mode.

Stop unused services

To conserve system memory, you can choose to start only those DB2-related
Windows services that are used by most WebSphere applications. The startup
type for the service can be set to automatic, manual, or disabled.
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1. Table 9-4 lists the services settings as they are after installation, as well as
our recommended settings.

Table 9-4 IBM DB2 Windows services

Service name

Startup mode after

Startup mode

installation recommended setting

DB2-DB2 Automatic Automatic
DB2-DB2CTLSV Automatic Automatic
DB2-DB2DAS00 Automatic Automatic
DB2 Governor Manual Manual
DB2 JDBC Applet Server Automatic Automatic
DB2 Applet Server Control | Manual Manual
Center

DB2 License Server Automatic Automatic
DB2 Security Server Automatic Manual
Warehouse Logger Automatic Manual
Warehouse Server Automatic Manual

2. To change the startup of one of these DB2 Windows services, use the
Windows 2000 Services control panel.

Update the JDBC level

IBM WebSphere Application Server V4.0 requires JDBC2.0, whereas the default
installation of IBM DB2 uses JDBC1.2. To update the DB2 JDBC level, complete

the following steps:

1. Stop the DB2 JDBC Applet Server Windows service as follows:
D:\> net stop "DB2 JDBC Applet Server"

2. In a command window, change to the <db2_install_path>\java12 directory
where you installed DB2 and the type the following command:

<db2_install_path>\javal2\> usejdbc2.bat

3. Output similar to that in Figure 9-15 should be obtained.
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D:\SQLLIB\javal2>dir
Volume in drive D is Apps
Volume Serial Number is 1234-5678

Directory of D:\SQLLIB\javal2

20/10/2001
20/10/2001
06/05/2001
05/05/2001
05/05/2001

03:15p
03:15p
10:27a
12:53a
12:53a

3F

2D

ile(s)
ir(s)

<DIR>
<DIR> ..
676,339 jdbc20.exe
1,441 usejdbcl.bat
3,217 usejdbc2.bat
680,997 bytes
1,305,538,560 bytes free

D:\SQLLIB\javal2>usejdbc2
UnZipSFX 5.31 of 31 May 1997, by Info-ZIP (Zip-Bugs@lists.wku.edu).

inflatin
inflatin
inflatin
inflatin
inflatin
1

1
1
1
1
1

g: db2ja
g: db2jd
g: db2cc
g: db2jd
g: db2jd
file(s)
file(s)
file(s)
file(s)
file(s)
file(s)

D:\SQLLIB\javal2>

va.zip
bc.d11
s.exe
.exe
s.exe

copied.
copied.
copied.
copied.
copied.
copied.

Figure 9-15 Expected output from usejdbc2.bat

Note: If the output of usejdbc2 indicates that any of the files failed to copy

successfully, then the JDBC2 update failed. If this occurs, stop all DB2
services and then repeat the above steps. If you see any “access denied” or
“process cannot access...” errors and the JDBC Applet Server is indeed not
running, then some other (non-DB2) process has locked the db2java.zip file
for some reason.

4. Start the DB2 JDBC Applet Server Windows service as follows:

D:\> net start "DB2 JDBC Applet Server"

5. Check the contents of the <db2_install_path>\javai2\inuse file. If JDBC 2.0 is
being used, the file will contain:

JDBC 2.0
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Configure the TCPIP communication mode

The DB2 server may need to be reconfigured to use TCP/IP as its primary
communication method:

1. Open a DB2 command window by clicking Start -> Programs -> IBM DB2 ->
Command Window.

2. Check whether TCPIP is the current DB2 communication method. The
following command should return a value of TCPIP:

D:\> db2set DB2COMM

3. If not TCPIP, reset the DB2COMM DB2 environment variable:
D:\> db2set DB2COMM=TCPIP

4. Close the DB2 command window.

9.4.5 Set up the WebSphere administrative database

214

In order to set up a database in DB2 to use as the WebSphere administrative
repository, the following tasks need to be performed on the database server:

1. Create the WebSphere database.
2. Create the WebSphere access account.

Create the WebSphere database
The following steps create the WebSphere Application Server repository

database, also known as the WebSphere database. The database will be
populated with WebSphere schema and default values in a later task.
To set up the WebSphere database, complete the following steps:

1. Open a DB2 command window by clicking Start -> Programs -> IBM DB2 ->
Command Window.

2. Create the WebSphere database and configure its heap size to suit
WebSphere requirements:

D:\> db2 create db wasl
D:\> db2 update db cfg for wasl using applheapsz 256

Note: Although the repository database created here is called was1, any valid
DB2 database name can be used.

3. Check that the new database is known to DB2:
D:\> db2 1ist db directory
This command should give output containing the following:
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Database 1 entry:

Database alias = WAS1
Database name = WAS1
Database drive = D:\DB2
Database release level =9.00
Comment =
Directory entry type = Indirect
Catalog node number =0

4. In order to access the administrative database via TCP/IP, the DB2 node
must first be cataloged:

D:\> db2 catalog tcpip node <node_name> remote <local_hostname> server

<service_name>

Important: The <service_name> used to catalog the node must be the same
as the database instance connection port name in the Windows services file.
The <node_name> chosen can be any valid DB2 node name.

5. The administrative database must now be cataloged as part of this TCP/IP
node:

D:\> db2 catalog db wasl as was at node <node_name>
6. Check that the database TCPIP alias is known to DB2:

D:\> db2 1ist db directory

This should give output containing the following:

Database 2 entry:

Database alias = WAS
Database name = WAS1

Node name = <node_name>
Database release level =9.00
Comment =

Directory entry type = Remote
Catalog node number = -1

7. Verify connection to the local database via TCP/IP:

D:\> db2 connect to was user <db2admin_user> using <db2admin_passwd>
D:\> db2 disconnect current

where <db2admin_user> and <db2admin_passwd> are the DB2 administration
account and password respectively on the local DB2 server.

8. Close the DB2 command window.
Create the WebSphere access account

A new user must be set up in the WebSphere administrative database for use by
WebSphere for all database access:
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1. Create a new local Windows user account, <was_user>.

Tip: We suggest that a user called “was” be used as the WebSphere DB2
access account. The remainder of this chapter assumes this is the case.

2. Open a DB2 command window by clicking Start -> Programs -> IBM DB2 ->
Command Window.

3. Connect to the WebSphere database as the DB2 administrator:

D:\> db2 connect to was user <db2admin_user> using <db2admin_passwd>
D:\> db2 grant connect,createtab on database to user <was_user>
D:\> db2 disconnect was

4. Test the connection to the WebSphere database using the <was_user>
account:

D:\> db2 connect to was user <was_user> using <was_password>
This should give output containing the following:

Database Connection Information

Database server DB2/NT <db2_version>
SQL authorization ID = <was_user>

Local database alias WAS

Note: This test mimics the method used by the WebSphere administrative
server to access the WAS database.

5. Disconnect from the current database:
D:\> db2 disconnect current

6. Close the DB2 command window.

9.5 Install the database client

This section provides detailed instructions for installing, configuring, and verifying
IBM DB2 Client for Windows 2000.

The section is organized into the following tasks:

1. Preinstallation tasks.

Install DB2 client.

Verify DB2 client installation.

Configure DB2 client.

ok~ DN

Set up access to remote WebSphere administrative database.
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9.5.1 Preinstallation tasks

Prior to installing the IBM DB2 client, the following tasks must be completed:

1. Create groups and users.

2. Check IP ports are unused.

Create groups and users
To create the required groups and users, perform the following steps:

1. Create a Windows 2000 user with the following settings:

Locally defined (not a member of a Windows domain)

Member of Administrators group.

You can create local users and assign group memberships by clicking
Control Panel -> Administrative Tools -> Computer Management ->
System Tools -> Local Users and Groups.

Important: You must use a password that is compatible with DB2. DB2
supports passwords of 8 or fewer characters, and which do not contain the

% “n

characters “<“ or “>".

2. Assign the following rights to this user:

Act as part of the Operating System
Log on as a Service

Create a token object

Increase quotas

Replace a process level token

You can assign user rights by clicking Control Panel -> Administrative
Tools -> Local Security Policy -> Local Policies -> User Rights
Assignment.

Tip: We suggest creating an account called “db2admin”.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing active services that use the following IP port
on the server: 50000 (DB2 instance connection port).

We suggest using the following command for this task:

D:\> netstat -an
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9.5.2 Install the DB2 client

218

In order to install the DB2 client for Windows, perform the following steps:

1. Log on as an administrator user in the local server domain (not part of a
Windows domain).

2. Insert the IBM DB2 Universal Database, Enterprise Edition for Windows
CD-ROM.

3. If the install program does not start automatically, run the setup program
under the root directory of the CD-ROM.

4. In the Installation window, click Install.

5. In the Select Products window, shown in Figure 9-16, select the DB2
Administration Client only, then click Next.

Select Products E3

Select the product(z] you would like ta install

IEM,

3 - —
DB 2 | ] DB2 Enterprize Edition

==
Version 7

| 1 DBE2 &pplication Development Client

M DB2 Admiristration Client

— Dezcription
DB2 Administration Client is a set of graphical tools that allow
the user to access and administer remote DBZ servers from a
zingle workztation,

Ment » I Cancel | Help |

Figure 9-16 Select DB2 products to install

6. In the Select Installation Type window, select the Typical option, then click
Next.

7. In the Choose Destination Location window, select the destination folder, then
click Next. We selected D:\SQLLIB.

8. In the Configure NetBIOS window, shown in Figure 9-17 on page 219, ensure
the Configure NetBIOS for connection to DB2 server setting is unselected,
then click Next.
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Configure NetBIDS E3
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Figure 9-17 Configure NetBIOS settings for DB2 client
9. In the Enter Username and Password for Control Center Server window,
enter the following and then click Next.
— Username: db2admin
— Password: <db2admin password>
— Confirm password: <db2admin password>

— Check the Use the same values for the remaining DB2 Username and
Password settings option

10.In the Start Copying Files window, check that the correct components have
been selected. If yes, click Next to start the installation process.

11.In the Setup Complete window, click Finish.
12.When the First Steps window appears, click Exit.

9.5.3 Verify the DB2 client installation
To verify the DB2 client installation, complete the following tasks:

1. Check the DB2 release level, as described in “Check the DB2 release level”
on page 210.
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9.5.4 Configure the DB2 client
After the DB2 client installation, a number of configuration tasks must be
performed so that WebSphere is able to use it to access a remote DB2 database:
1. Stop unused Windows services.
2. Update the JDBC level.

Stop unused services

To conserve system memory, you can choose to start only those DB2-related
Windows services that are used by most WebSphere applications. The startup
type for the service can be set to automatic, manual, or disabled.

1. The table below lists the services settings as they are after installation, as well
as our recommended settings.

Table 9-5 IBM DB2 Windows services

Service name Startup mode after Startup mode
installation recommended setting

DB2 JDBC Applet Server Automatic Automatic

DB2 Applet Server Control | Manual Manual

Center

DB2 Security Server Automatic Manual

2. To change the startup of one of these DB2 Windows services, use the
Windows 2000 Services control panel.

Update the JDBC level

IBM WebSphere Application Server V4.0 requires JDBC2.0, whereas the default
installation of IBM DB2 uses JDBC1.2. To update the DB2 JDBC level, follow the
steps described in “Update the JDBC level” on page 212.

9.5.5 Set up access to the remote administrative database

The following steps set up TCP/IP access to a remote DB2 database. The
database will be installed as part of the DB2 server installation on the other
server. Complete the following steps:

1. Edit the <windir>\system32\drivers\etc\services file to add an entry for the
DB2 connection port of the remote server:

db2cdb2 50000/tcp # Connection port of remote DB2 instance db2

2. Open a DB2 command window by clicking Start -> Programs -> IBM DB2 ->
Command Window.
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3. In order to access the administrative database via TCP/IP, the remote DB2
node must first be cataloged:

D:\> db2 catalog tcpip node <node_name> remote <remote_hostname> server

<service_name>

Important: The <service name> specified in the catalog command must be
the same as the entry added to the Windows services file. The <node_name>
chosen can be any valid DB2 node name.

4. The administrative database must now be cataloged as part of this remote
TCP/IP node:

D:\> db2 catalog db wasl as was at node <node_name>
5. Verify connection to the remote database via TCP/IP:
D:\> db2 connect to was user <db2admin_user> using <db2admin_passwd>

where <db2admin_user> and <db2admin_passwd> are the the DB2
administration account and password respectively on the remote DB2 server.

6. Test connection to the remote database using the WebSphere access
account. This access method mimics how WebSphere will access the
administrative database.

D:\> db2 connect to was user <was_user> using <was_password>
D:\> db2 disconnect was

Important: See “Create the WebSphere access account” on page 215 for
details on the <was_user> access account.

7. Close the DB2 command window.

9.6 Install WebSphere Application Server

This section provides detailed instructions for installing, configuring, and verifying
WebSphere Application Server V4.0, Advanced Edition for Windows 2000.

The section is organized into the following tasks:
1. Preinstallation tasks.

2. Install WebSphere.

3. Verify WebSphere installation.
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9.6.1 Preinstallation tasks

Prior to installing IBM WebSphere Application Server V4.0, the following checks
and tasks need to be completed on the WebSphere server machine:

1. Create groups and users.
2. Check that IP ports are unused.

3. Stop the Web server processes.

Create groups and users
To create the required groups and users, perform the following steps:

1. If you have not already done so, create a Windows 2000 user under which the
WebSphere service will be run, as follows:

— Locally defined (not a member of a Windows domain)
— Member of Administrators group.

You can create local users and assign group memberships by clicking
Control Panel -> Administrative Tools -> Computer Management ->
System Tools -> Local Users and Groups.

2. Assign the following rights to this user:
— Act as part of the Operating System
— Log on as a Service

You can assign user rights by clicking Control Panel -> Administrative
Tools -> Local Security Policy -> Local Policies -> User Rights
Assignment.

Tip: We suggest creating the user “wasadmin”.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing active services that use the following IP ports
on the server:

— 900 (bootstrap port)

— 9000 (Location Service Daemon)

— 9080 (default application server)

We suggest using the following command for this task:

D:\> netstat -an
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Stop the Web server processes

The IBM HTTP Server process must be stopped while WebSphere is installed.
The WebSphere installation changes the httpd.conf configuration file as part of
the Web server plug-in component installation.

1. Issue the command:
D:\> net stop "IBM HTTP Server"

9.6.2 Install WebSphere

To install IBM WebSphere Application Server V4.0, Advanced Edition using the
GUIl installer interface, complete the following steps on the WebSphere server
machine:

Tip: The WebSphere installer (setup.exe) also provides a non-GUI, scripted or
“silent” mode of operation. See 9.10, “Install WebSphere Application Server -
silent mode” on page 257 for details.

1. Log on as an administrator user in the local server domain (not part of a
Windows domain).

2. Insert the IBM WebSphere Application Server V4.0, Advanced Edition CD.

3. Start the WebSphere Application Server installation by double-clicking Setup
from the root of the CD.

4. In the Choose Setup Language window, select your national language from
the drop-down menu (English is selected by default) and click OK.

5. In the WebSphere Application Server Attention window, read the warnings
and then click Next to continue.

6. In the Installation Options window, shown in Figure 9-18 on page 224, select
Custom Installation, and then click Next.
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Figure 9-18 Choose Installation options

7. In the Choose Application Server Components window, shown in Figure 9-19
on page 225, select all components except the IBM HTTP Server, then click
Next.
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Figure 9-19 Choose Application Server components to install

Note: The Samples are optional, but are useful during verification of the
WebSphere installation.

8. In the Choose Web server Plugins window, shown in Figure 9-20 on
page 226, select only the IBM HTTP Server option and then click Next.
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Figure 9-20 Choose Web Server Plugins to install

9. In the Security Options window, shown in Figure 9-21 on page 227, enter the
username and password of the Windows account under which the
WebSphere Application Server is to run as a service. This is the account
created during the WebSphere preinstallation tasks. Click Next to continue.
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Figure 9-21 Specify username and password for WebSphere services

10.In the Product Directory window, select the destination directory, then click
Next. We selected D:\WebSphere\AppServer.

Note: Although WebSphere can be installed at any location, this chapter
assumes that WebSphere will be installed in the path:
D:\WebSphere\AppServer.

11.In the Database Options window, shown in Figure 9-22 on page 228, enter
the following and then click Next:

— Database Type: DB2
— Database Name: <was_database>

Enter the name of the database in the DB2 database server, as created in
9.4.5, “Set up the WebSphere administrative database” on page 214.

— Database User ID: <was_user>
— Password: <was_password>
— Path: <db2_install_path>

Since the WebSphere installation program automatically determines the
location of the DB2 database software, accept the default value here.

Remote Database: leave unselected
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Figure 9-22 Specify Database Options for DB2

Important: If an alert is displayed indicating that the DB2 does not meet the
requirements of WebSphere, you will need to exit the WebSphere installation
and update the DB2 software (server or client) to the required release level.
Once completed, restart the WebSphere installation from the beginning.

12.In the Select Program Folder window, accept the default and click Next.

13.In the Install Options Selected window, check that the selected options are
the same as in Figure 9-23 on page 229. If the same, click Next to start the

installation process.

228  IBM WebSphere V4.0 Advanced Edition Handbook



Install Options Selected E3

Options selected far installation are listed below:

"wWebSphere Application Server Destination Directany: ;I
[nwiebS pheretbppS erver

Application and Administrative Server

Administrator's Congole

IEM JDK. 1.3.0

Jawa Home: D:Ww'ebSpherehtppServerjava

Folder Mame: 1IEM webSphere'dpplication Server W40

Databaze Type: DEZ

Fath: D:ASOLLIE

Databaze Mame: waz

Databaze User 1D was

Choose "Wweb Server Plugins:
IEM HTTF Server

Application and Development Tools

Samplez

H o

¢ Back I Mext > I Cancel |

Figure 9-23 Check selected WebSphere install options

14.In the Setup Complete window, click Finish to complete the installation.

15.1n the Restarting Windows window, select No, I will restart my computer
later and then click OK.

16.Rename the createwasdb.scr file in the <WAS_HOME>\bin directory to
createwasdb.bak.

17.To verify that WebSphere Application Server has installed properly, check
<WAS_HOME>\logs\wssetup.log and ensure that no errors have occurred
(Total Errors:0). There should be an Install Complete statement at the
end of the log to indicate a successful installation.

18.Reboot the system.

9.6.3 Verify the WebSphere installation

In order to verify the installation of IBM WebSphere Application Server V4.0,
Advanced Edition, the following tasks must be completed in order:

1. Check the installation log.

Check that Windows services are present.
Check the admin.config settings.

Check the setupCmdLine.bat settings.

o kM 0D

Check the Web server configuration file changes.
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Start the WebSphere administrative server processes.
Start WebSphere Default Server.

Regenerate Web server plug-in settings.

Restart Web server processes.

0.Verify Web server plug-in configuration.

Check the installation log
Check that the installation log <WAS_HOME>\logs\wssetup.log does not contain

any errors.

Check that Windows services are present
Check that the Windows service shown in Table 9-6 is present.

Table 9-6 WebSphere Windows services

Service name

Status Startup mode Log on as...

IBM WS
AdminServer 4.0

- manual wasadmin

Check the admin.config settings
To check the admin.config settings, perform the following steps:

1. Check that the repository database settings are correct for the database type
(DB2), instance (was), and user ID (was) used in our test environment:

com.ibm.ejs.sm.adminServer.dbdataSourceClassName=COM. ibm.db2. jdbc.DB2Connec
tionPoolDataSource

com.
com.
com.
com.
com.
com.

ibm

ibm
ibm

ibm

.ejs
ibm.

ejs

.ejs
.ejs
ibm.

ejs

.ejs

.Sm
.Sm.
.Sm.
.Sm
.Sm.
.Sm.

.adminServer.dbserverName=

adminServer.dbportNumber=
adminServer.dbdatabaseName=<was_database>

.adminServer.dbuser=<was_user>

adminServer.dbpassword=<was_password>
adminServer.dbdisable2Phase=true

2. Check that the DB2 path-related parameters listed in Table 9-7 contain the
absolute path of the DB2 java directory: <db2_install_path>\java.

Table 9-7 DB2-related paths required in admin.config

Parameter

Must contain path...

com.ibm.ejs.sm.util.process.Nanny.admin | D:/SQLLIB/java/db2java.zip
ServerJvmArgs

com.ibm.ejs.sm.util.process.Nanny.path D:\SQLLIB\\bin

D:\\SQLLIB\\function
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3. Check that the WebSphere schema and initial configuration (for example, the
Default Server) will be written to the repository database on startup, as listed
in Table 9-8.

Table 9-8 Required schema creation and initial configuration flags

Parameter Required value...
com.ibm.ejs.sm.adminServer.createTables true
install.initial.config true

Check the setupCmdLine.bat settings
To check the setupCmdLine.bat settings, perform the following steps:

1. Check that the database driver setting is correct for the database type (DB2),
for example:

SET DBDRIVER_JARS=D:\SQLLIB\java\db2java.zip

Check the Web server configuration file changes
To check the Web server configuration file changes, complete the following
steps:

1. Check that following required settings have been added to the IBM HTTP
Server configuration file (httpd.conf) as a result of the WebSphere installation:

LoadModule ibm_app_server_http_module
D:/WebSphere/AppServer/bin/mod_ibm_app_server_http.d11
WebSpherePTuginConfig D:\WebSphere\AppServer\config\plugin-cfg.xml

2. If not, manually add the above lines to the end of the httpd.conf file and save
the changes.

Start the WebSphere administrative server processes

The WebSphere administrative server needs to be started in order to test the
installation as well as the connectivity between WebSphere and the WebSphere
administrative database hosted in DB2:

1. Run the WebSphere administrative server by issuing the following command:
<WAS_HOME>\bin\adminserver.bat

2. The startup of WebSphere administrative server is successful if the following
conditions are met:

a. The IBM WS AdminServer 4.0 entry in the Windows 2000 services control
panel shows a status of Started.

b. The last line of the <WAS_HOME>\logs\tracefile file is similar to the
following:
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[01.10.19 15:19:15:415 EDT] 1649bd69 Server A WSVR0023I: Server
__adminServer open for e-business

Start WebSphere Default Server

The WebSphere installation type (Typical) chosen for our test environment
installs a default application server (Default Server) into the WebSphere
administrative domain. We use this application server and its Web applications to
verify that the WebSphere installation is working correctly.

To start the Default Server, perform the following steps:

1. Start the WebSphere Administrative Console by issuing the following
command:

<WAS_HOME>\bin\adminclient.bat

2. Right-click Default Server under the <hostname> node and select Start from
the pop-up menu, as shown in Figure 9-24.

"% WebSphere Advanced Administrative Console

Caonsole Miew Tools Help

¢|loew X& %
=33 WebSphere Administrative Domain | H

-3 ¥irual Hosts e
-~ ServerGroups 12 Installed Wil Modulg
= Modes |
. =6 itsohost |
= Application Servers | General |Advanced i
E:’"):: :
; ~-f0 Generic 5
H-E3 Enterprise Applic
+-E32 Resources
Faorce Stop Rt
Eifit irectary;
Femove
tup State:

Eorre e r e

Create Server Group...

Properties

Figure 9-24 Starting the WebSphere Default Server

3. The Default Server has been successfully started if the following conditions
are met:

a. The last line in the administrative console event messages pane (shown in
Figure 9-25) shows the following message:

Transport http is Tistening on port 9,080.
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b. The last line of the <WAS_HOME>\logs\Default_Server_stdout.log file is
similar to the following:

[01.10.23 21:18:36:750 EDT] 57834a95 Server

Default Server open for e-business

" WebSphere Advanced Administrative Console

A WSVR0O023I: Server

=] B3

Console Yiew Tools Help
5 | e e
& 88w XKEH| W

Eﬁ@ WehSphere Administrative Domain |
~f7 Wirtual Hosts |
3 SererGroups

[y lits 0hiost
=3 Application Servers
¢ [P Default Server |
£ Installed EJB Moq
: 3 Installed Weh Mo|
: = Genetic Servers |
[ED Enterprise Applications
B2 Resources

Marme

e
B2 Generic Servers

General lJMS Providersl URL Providers | JOBC Providers | J2C Adapters

Made name: *fisonost

<| {5 | ]
Typei Time | Event Message Source | Options... |
E 7501 7:43 .. Session Manager is Configured - Initializing... com.ibm.serdetengine. Serv... _:l

E 7501 7:43 . Command "Default Server.start' completed succes.., Details... |
E  7A01 743 . DYNADDT1E: Sendet cache file dynacache xml notf.. com.ibm.serdet.dynacache... Clear I
E  7a01 743 . Loading Web Module: Default Application cam.ibm.serlet engine. Seryv...

E 7501 7:43 . Loading Weh Module: Examples Application com.ibm.serdetengine. Serv...

E  7A01 743 . Transport hitp is listening on port 9080 cam.ibm.servlet. engine hitp...

E Ta01 745 L ADGUMOTTL Plugin regeneration completed succe... :vj

Figure 9-25 Successful startup of application server

4. Verify that the Default Server Web container has been properly installed and
configured by accessing its servlets through the Web server “embedded”

within the WebSphere V4.0 Web container:

a. Using a Web browser, request the following URL:

http://<hostname>:9080/serviet/snoop

A window similar to the one shown in Figure 9-26 on page 234 should be
displayed in your browser.
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Figure 9-26 Snoop servlet accessed through embedded Web server

b. Using a Web browser, request the following URL:
http://<hostname>:9080/webapp/examples/showCfg
Note: The embedded Web server is a new feature introduced with

WebSphere V4.0. In previous releases, a stand-alone Web server was
required in order to access any resource hosted in WebSphere.

5. Close the WebSphere Administrative Console.

Regenerate the Web server plug-in settings

Before the Default Server can be accessed from a stand-alone Web server (such
as IBM HTTP Server) the Web server plug-in settings file
<WAS_HOME>\config\plugin-cfg.xml must be regenerated to reflect the following
settings used by the Web server plug-in:

» Virtual host settings
» Application server transports
» Web container URIs
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Perform the following steps:

1. Run the WebSphere Administrative Console by issuing the following

command:
<WAS_HOME>\bin\adminclient.bat

Right-click the node <hostname> that contains the Default Server application

server and select Regen Webserver Plugin from the pop-up menu, as

shown in Figure 9-27.

Caonsole Miew Tools Help

"% WebSphere Advanced Administrative Console

& 80w xE %

=33 WebSphere Administrative Domain |
-3 virtual Hosts [
~{2 SererGroups
=+ Modes
E

[1E2
|2 Generic Se

I ] Jnds

' E..D Ap Find...
: Eﬁ Stop
7 Force Stop
Restart
B'-jf'_'l Enterprige il
F-E3 Resource  Stop for restart
Fing

Trace...

hsemer Plugin

name:

% i Properties

Figure 9-27 Regenerate Web server plug-in settings

Tip: WebSphere provides a command-line tool that can be used to regenerate
the Web server plug-in configuration without having to run the WebSphere

Administrative Console:

<WAS_HOME>\bin\GenPluginCfg.bat -adminNodeName <hostname>

3. Check that the content of the <WAS_HOME>\config\plugin-cfg.xml file has
been updated to include the URIs of servlets contained within Default Server.
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Tip: The plug-in regeneration command generates a <Server> element for the
Default Server that contains a ClonelD attribute:

<Server CloneID="stsul7n0" Name="Default Server">
<Transport Hostname="1itsohost" Port="9080" Protocol="http"/>
</Server>

In a non-cloned environment this attribute can be removed, resulting in
performance improvements in the Web server plug-in.

Restart the Web server processes

The IBM HTTP Server process must be restarted before the Web server plug-in
configuration can be tested.

1. Issue the commands:

D:\> net stop "IBM HTTP Server"
D:\> net start "IBM HTTP Server"

Verify the Web server plug-in configuration

The Web server plug-in configuration can be verified by requesting a servlet
through the Web server that has already been successfully requested through
the Web container's embedded Web server:

1. Using a Web browser, request a servlet URL, such as:
http://<hostname>/servlet/snoop
or:

http://<hostname>/webapp/examples/showCfg

9.7 Install the WebSphere plug-in on the remote Web

server

236

This section provides detailed instructions for installing, configuring, and verifying
the WebSphere HTTP plug-in on a remote Web server.

The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install WebSphere plug-in.

3. Verify WebSphere plug-in installation.

4. Configure for remote WebSphere plug-in.
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5.

Verify remote plug-in configuration.

9.7.1 Preinstallation tasks

The plug-in installation updates the httpd.conf configuration file, so the IBM
HTTP Server processes on the Web server machine must be stopped before
installing the plug-in.

To stop the IBM HTTP Server processes, issue the command:

D:\> net stop "IBM HTTP Server"

9.7.2 Install the WebSphere plug-in

To install the WebSphere plug-in, complete the following steps on the Web
server machine:

1.

Log in as an administrator user in the local server domain (not part of a
Windows domain).

2. Insert the IBM WebSphere Application Server V4.0, Advanced Edition CD.
3. Start the WebSphere Application Server installation by double-clicking Setup

from the root of the CD.

In the Choose Setup Language window, select your national language from
the drop-down menu (English is selected by default) and click OK.

In the WebSphere Application Server Attention window, read the warnings
and then click Next to continue.

In the Installation Options window, select Custom Installation, and then click
Next.

In the Choose Application Server Components window, select only the Web
server plug-in option, and then click Next.

In the Choose Web Server Plugins window, shown in Figure 9-28 on
page 238, select only the IBM HTTP Server option and then click Next.
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Figure 9-28 Choose Web server plug-ins to install

9. In the Security Options window, enter the username and password of the
Windows account under which the IBM HTTP Server is run as a service. Click
Next to continue.

10.In the Product Directory window, select the destination directory, then click
Next. We selected D:\WebSphere\AppServer.

Important: WebSphere and the WebSphere HTTP plug-in can use different
installation paths on the two servers. However, for simplicity and to reduce the
amount of editing required for the plugin-cfg.xml file, we recommend that the
plug-in installation use the same path as the full WebSphere installation.

11.In the Database Options window, accept the defaults and click Next. None of
the database settings are actually used by the Web server plug-in.
12.In the Select Program Folder window, accept the default and click Next.

13.1In the Install Options Selected window, shown in Figure 9-29 on page 239,
check that the selected components are correct. If yes, click Next to start the
installation process.
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Figure 9-29 Check selected WebSphere plug-in install options

14.In the Setup Complete window, click Finish to complete the installation.

15.1n the Restarting Windows window, select Yes, 1 will restart my computer
now, and then click OK.

9.7.3 Verify the WebSphere plug-in installation

In order to verify the installation of the WebSphere HTTP plug-in, on the Web
server machine check Web server configuration file changes.

Check the Web server configuration file changes

To check that required settings have been added to the IBM HTTP Server
configuration file (httpd.conf), follow the steps described in “Check the Web
server configuration file changes” on page 231.

9.7.4 Configure for the remote WebSphere plug-in

In order to support requests from a WebSphere HTTP plug-in installed on a
remote Web server, the following tasks must be performed:

1. Configure the WebSphere virtual host.
2. Regenerate the Web server plug-in settings.
3. Copy the plug-in settings to the remote server.
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4. Restart Web server.

Configure the WebSphere virtual host

WebSphere uses virtual hosts to map HTTP requests for a particular host name
and port number to selected Web applications. To map requests from the remote
Web server to the required virtual host, complete the following steps:

1. Log in as a local administrator on the WebSphere Application Server server
machine.

2. Run the WebSphere Administrative Console by issuing the following
command:

<WAS_HOME>\bin\adminclient.bat
3. Select the Virtual Hosts folder in the tree pane of the administrative console.
4. In the details pane, select the default_host virtual host.

5. Add three new entries to the Host Aliases list of the default_host virtual host,
as shown in Figure 9-30:

<Web server hostname>:<port#>
<Web server hostname.domain.com>:<port#>
<Web server IP address>:<port#>
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Figure 9-30 Add required aliases to virtual host

6. Click Apply to save changes.

Important: Always remember to click the Apply button when changing
settings with the administrative console. Failure to do so will result in all
changes being lost, even if you just click into another resource in the console.

7. Restart each of the application servers that are associated with this virtual
host.

Regenerate the Web server plug-in settings

Before the Default Server can be accessed from a remote Web server, the Web
server plug-in settings file needs to be regenerated. To regenerate the Web
server plug-in settings:
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1. Follow the steps described in “Regenerate the Web server plug-in settings” on
page 234.

2. Check that the content of the <WAS_HOME>\config\plugin-cfg.xml file has
been updated to include the remote Web server’'s host name among the
virtual hosts settings.

Copy the plug-in settings to the remote server
Next, the regenerated Web server plug-in settings must be copied to the remote
Web server:

1. Copy the <WAS_HOME>\config\plugin-cfg.xml file from the WebSphere
server machine across to the <WAS_HOME>\config directory on the remote
Web server machine

Important: WebSphere and the WebSphere HTTP plug-in can have different
installation paths on the two servers. However, for simplicity and to reduce
editing of the plugin-cfg.xml file, we recommend that the plug-in installation
use the same path as the full WebSphere installation.

Restart the Web server

Restart the Web server if you want it to load the new plug-in settings
immediately, or wait until the plug-in dynamically reloads. (The default refresh
interval is 60 seconds.)

1. Restart the Web server by issuing the following command:
D:\> net start "IBM HTTP Server"

9.7.5 Verify the remote plug-in configuration
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In order to verify the configuration of the WebSphere HTTP plug-in installed on a
remote Web server, the following tasks must be performed:

1. Check the plug-in logs.
2. Test the connection to WebSphere.

Check the plug-in logs
To check the plug-in logs, complete the following steps:

1. Log in as a local administrator on the Web server machine.

2. The location of the WebSphere HTTP plug-in’s log is specified by the <Log>
element of the plugin-cfg.xml configuration file. By default, this is set to the
following:

<Log LoglLevel="Warning" Name="<plugin_install_path>\logs\native.log"/>
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3. Check the contents of this log file. If the plug-in has been correctly configured,
then the following lines will be written to the end of the file:

[Tue Jul 03 11:45:03 2001] 000000df 000000e3 - PLUGIN: Plugins loaded.
[Tue Jul 03 11:45:03 2001] 000000df 000000e3 - PLUGIN:

[Tue Jul 03 11:45:03 2001] 000000df 000000e3 - PLUGIN: B1d date: Jun 27
2001, 17:50:28

[Tue Jul 03 11:45:03 2001] 000000df 000000e3 - PLUGIN: Web server:
IBM_HTTP_SERVER/1.3.19 Apache/1.3.19 (Win32)

[Tue Jul 03 11:45:03 2001] 000000df 000000e3 - PLUGIN: Hostname = ITSOHOST
[Tue Jul 03 11:45:03 2001] 000000df 000000e3 - PLUGIN: OS version 4.0,
build 1381, 'Service Pack 6'

[Tue Jul 03 11:45:03 2001] 000000df 000000e3 - PLUGIN:

Note: See Appendix C, “The plugin-cfg.xml file definitions” on page 1071 for
more details.

Test the connection to WebSphere

To test the remote Web server connection the WebSphere, complete the
following steps:

1. Using a Web browser, request the following URL:
http://<Web server hostname>/serviet/snoop

2. If both the Web server and WebSphere have been correctly configured to
support remote HTTP plug-in access, then a window similar to Figure 9-31
will be obtained.
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Figure 9-31 Request handled through the remote HTTP plug-in

9.8 Install the new WebSphere node into the existing
domain

This section provides detailed instructions for installing, configuring, and verifying
a new WebSphere node into an existing WebSphere V4.0 administrative domain.

The section is organized into the following tasks:
1. Preinstallation tasks.

2. Install WebSphere.

3. Verify WebSphere installation.

9.8.1 Preinstallation tasks

Prior to installing the new WebSphere node, the basic preinstallation tasks
described in 9.6.1, “Preinstallation tasks” on page 222 need to be completed.
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Important: This section assumes that the IBM HTTP Server and DB2 client
(in place of the DB2 server) are both already installed and configured on the
server on which you will be installing this new WebSphere node.

9.8.2 Install WebSphere

To install the new WebSphere node into an existing WebSphere domain,
complete the basic installation tasks specified in 9.6.2, “Install WebSphere” on
page 223, except for the following:

1. In the Database Options window, specify:
— Database Name: specify DB2 TCPIP alias to the remote database.

— Path: specify the installation path of the DB2 client software (this should
be automatically detected and presented as the default).

— Remote Database: leave this unselected. The DB2 client will be
configured to present a “local” alias to the remote DB2 database. See 9.5,
“Install the database client” on page 216 for details.

9.8.3 Verify the WebSphere installation

In order to verify the new WebSphere node installed into an existing WebSphere
domain, complete the basic verification tasks specified in 9.6.3, “Verify the
WebSphere installation” on page 229, except for the following:

1. For each new node sharing an existing administrative database, ensure the
database tables are not created and the default resources are not installed a
second time. Edit the <WAS_HOME>\bin\admin.config file and set the values
of the following settings as shown:

install.initial.config=false
com.ibm.ejs.adminServer.createTables=false

9.9 Configure WebSphere HTTP transport for SSL

Each transport of a WebSphere V4.0 Web container can be configured to
support SSL encryption of the HTTP communication (HTTPS). The SSL
functionality can be run in one of two modes:

» Client authentication disabled
» Client authentication enabled
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Client authentication disabled only requires that the server (WebSphere) send
a certificate to the client (WebSphere HTTP plug-in) in order to authenticate itself
during SSL handshaking. This configuration requires the following tasks:

1. Creation of a JKS format keyfile (key store) for use by the WebSphere
transport.

2. Creation of a self-signed certificate stored in the JKS keyfile.

3. Configuration of a new (or reconfiguration of existing) WebSphere transport to
use SSL encryption and the above keyfile for the required keyfile settings.

4. Creation of a CMS format keyfile (key store) for use by the plug-in.
5. Import of the server’s self-signed certificate as a trusted CA (certificate
authority) within the plug-in’s keyfile.

Client authentication enabled is an extension of the client authentication
disabled case. In this case, the client (plug-in) is also required to send a
certificate to the server in order to authenticate itself during SSL handshaking.
This configuration requires the following additional tasks to the client
authentication disabled case:

6. Creation of the self-signed certificate in the plug-in’'s CMS keyfile.

7. Import of the client’s self-signed certificate as a trusted CA (certificate
authority) into the server’s keyfile.

8. Reconfiguration of the transport’s SSL settings to specify the JKS keyfile as
the trustfile, as well as enabling of the client authentication option.

In either case, after performing the above tasks, the Web server plug-in

configuration must then be updated by performing these remaining tasks:

9. Regenerate the Web server plug-in configuration file.

10.Restart the Web server.

9.9.1 Client authentication disabled
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To configure a WebSphere HTTP transport for SSL with client authentication
disabled, complete the following tasks.

Create the WebSphere keystore

To create a WebSphere keystore database file, complete the following steps on
the WebSphere server machine:

1. Log in as a local administrator.

2. Start the WebSphere IBM Key Management Utility by clicking Start ->
Programs -> IBM WebSphere -> Application Server V4.0 AE -> IKeyMan.
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3. Select Key Database File from the menu bar, then select New.

4. In the New window, enter the following settings and then click OK:
— Key Database Type: JKS
— File Name: server.jks
— Location: <WAS_HOME>\etc\

5. In the Password Prompt window, enter the following, then click OK to
continue

— Password: password to protect keystore file contents

— Check Set expiration time? and enter the number of days before the
password should expire. If no expiration is required, uncheck this setting.

Note: Although not required in a development environment, it is strongly
recommended that all keystores used in a production environment set an
expiration period. Also, remember this password, because it will be needed for
the WebSphere transport settings window in a later step.

6. Close the keystore database file.

Create a new self-signed server certificate

To create a new self-signed certificate, perform the following steps on the
WebSphere server machine:

1. Log in as a local administrator.

2. Start the WebSphere IBM Key Management Utility by clicking Start ->
Programs -> IBM WebSphere -> Application Server V4.0 AE -> IKeyMan.

3. Select Key Database File from the menu bar, then select Open.
4. Specify the <WAS_HOME>\etc\server.jks file.
5. Select Create from the menu bar, then select New Self-Signed Certificate.

Note: If you are enabling SSL for a production environment, select New
Certificate Request instead. It is strongly recommended that self-signed
digital certificates not be used in production.

6. In the Create New Self-Signed Certificate window, shown in Figure 9-32 on
page 248, enter the following values, then click OK.

— Key Label: <user-defined Tabel>
— Version: X509 V3
— Key Size: 1024
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— Common Name: <hostname.domain.com>
— Organization: 1BM
— Organization Unit: ITSO

i Create New Self-Signed Certificate

Please provide the following:
Key Label [Test Server Cert |

Yersion X509Y3 w
Key Size 1024 -

Common Name [itsohostitso.ibro.com |
Organization [1Bm |
Organization Unit  {optional) |ITSO |
Locality {optional) | |
State/Province {optional) I—
Country us w
Validity Period [z65 | Days

| ok || Reset || cancer |

Figure 9-32 Self-signed certificate settings

7. The certificate will be listed in the Personal Certificates pane of the utility.
8. Close the keystore and exit the WebSphere IBM Key Management Utility.

Configure WebSphere transport

To create a new WebSphere transport and configure it to use SSL encryption,
perform the following steps on the WebSphere server machine:

1. Log in as a local administrator.

2. Start the WebSphere Administrative Console by clicking Start -> Programs
-> IBM WebSphere -> Application Server V4.0 AE -> Administrator's
Console.

3. Right-click the Default Server application server and select the Stop from the
pop-up menu.

4. Select the Services tab of the Default Server settings in the properties pane.

5. Selectthe Web Container Service entry from the Service List, then click Edit
Properties, as shown in Figure 9-33 on page 249.
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Figure 9-33 Select Web Container service settings

6.

select the Transport tab, then click Add.

the following information. Once complete, click OK.
— Transport host: *

In the Web Container Service window, shown in Figure 9-34 on page 250,

In the HTTP Transport Properties window, select the General tab, then enter

— Transport port: 9081 (must not be in use on WebSphere server machine)

— Enable SSL: enable this setting

— Use global SSL default configuration: disable this setting - we will be using

our own keystore and settings
— Key file name: <WAS_HOME>\etc\server.jks
— Key file password: password used to protect server.jks
— Confirm password: password used to protect server.jks
— Key file format: JKS
— Enable client authentication: disable this setting
— Security level: HIGH
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Figure 9-34 Enable SSL encryption (client authentication disabled) for HTTP transport

8. In the Web Container Service window there is now a new (9081) transport, as
shown in Figure 9-35 on page 251. Click OK.
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Figure 9-35 Web Container Service with a new transport

9. In the properties pane of the main administrative console window, click Apply
to save changes to the Default Server configuration.

10.Right-click the Default Server application server and select Start from the
pop-up menu.

11.The status of the new HTTPS transport will be indicated by an entry in the
console’s event messages. If execution is successful, an entry similar to the
one highlighted in Figure 9-36 on page 252 should be displayed.
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Figure 9-36 Successful execution of HTTPS transport on port 9081

Create a plug-in keystore

Note: You can create your own plug-in keystore as described here, or you can
use the default plug-in keystore, <WAS_HOME>/etc/plugin-key.kdb. However,
when using your own keystore file name and location, you need to manually
edit (and maintain) plugin-cfg.xml.

To create a new plug-in keystore database file, complete the following steps on
the Web server machine:

1. Log in as a local administrator.

2. Start the Web server IBM Key Management Utility by clicking Start ->
Programs -> IBM HTTP Server -> Start Key Management Utility.

Select Key Database File from the menu bar, then select New.
In the New window, enter the following and then click OK:

— Key Database Type: CMS key database file

— File Name: client.kdb

— Location: <plugin_install_path>\etc\
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7.

In the Password Prompt window, enter the following, then click OK to
continue.

— Password: password to protect keystore file contents

— Check Set expiration time? and enter number of days before the
password should expire. If no expiration is required, uncheck this setting.

Tip: Although not required in a development environment, it is strongly
recommended that all keystores used in a production environment set
an expiration period.

— Check Stash the password to a file?

Important: The IBM HTTP Server accesses the password-protected
keystore file <filename>.kdb using the password contained in the
<filename>.sth stashfile. Consequently, the stash option must be
enabled.

When the Information window appears with the following message, click OK:

The password has been encrypted and saved in the file:
<plugin_install_path>\etc\client.sth

Close the keystore and exit the IBM Key Management Utility.

Import the server certificate as CA

In order to import the self-signed server certificate as a trusted CA into the
plug-in’s keystore, complete the following steps:

1.

Start the WebSphere IBM Key Management Utility by clicking Start ->
Programs -> IBM WebSphere -> Application Server V4.0 AE -> IKeyMan.

2. Select Key Database File from the menu bar, then select Open.
3. Specify the <WAS_HOME>\etc\server.jks file.
4. Select the certificate, then click Extract Certificate... to export the certificate

as a Base64 encoded ASCII file.

In the Extract Certificate to a File window, enter the following values, then
click OK.

— Data type: Baseb4-encoded ASCII data

— Certificate file name: server-cert.arm

— Location: <WAS_HOME>\etc\

Close the WebSphere keystore and Key Management Utility.

Chapter 9. Windows 2000 installation steps 253



7. Start the Web server IBM Key Management Utility by clicking Start ->
Programs -> IBM HTTP Server -> Start Key Management Utility.

8. Select Key Database File from the menu bar, then select Open.
9. Specify the <plugin_install_path>\etc\client.kdb file.
10.Goto the Signer Certificates pane, then click Add, as shown in Figure 9-37.

_IBM Key Management - [D:\WebSphere' AppServer'etch client.kdh]

Key Database File Create Wiew Help

Ded R

DB-Type: CMS key database file

Key database information

File Hame: D\WehSpherebppServenetciclient. kdb

Key database content
Signer Certificates b | | Add... NJ
L
Thawte Personal Premium CA |Add a new CA's cerdificate to the database|
) S—
Thawte Personal Freemail CA '
Thawte Personal Basic CA

Thawte Pramium Sarver CA

Thawte Server CA ’W
“erisign Test CA Root Cedificate

RSA Secure Server Certification Authority

WariSign Class 1 CA Individual Subscriber-Persona Mot Validated
WariSign Class 2 CA Individual Subscriber-Persona Mot Validated
“eriSign Class 3 CA Individual Subscriber-Persona Mot Yalidated
erisign Class 1 Public Primary Cedification Authority

Werisign Class 2 Public Primary Cedification Authority

Warisign Class 3 Public Primary Cedification Authority

The requested action has successfully completed!

Figure 9-37 Import a new CA cetrtificate into plug-in keystore

11.In the Add CA'’s Certificate from a File window, enter the following and then
click OK.

— Data type: Base64-encoded ASCII data
— Certificate file name: server-cert.arm
— Location: <WAS_HOME>\etc\

12.The server’s CA certificate will now be listed with the plug-in keystore trusted
CAs.
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9.9.2 Client authentication enabled

To configure a WebSphere HTTP transport for SSL with client authentication
enabled, complete the following additional tasks to the client authentication

disabled case.

Create a new self-signed client certificate

Follow the method described in “Create a new self-signed server certificate” on
page 247 for the creation of the self-signed server certificate.

Important: Only use the Web server GSK IKeyMan utility to manipulate the
CMS format plug-in keystore file.

Import a client certificate as CA
Follow the method described in “Import the server certificate as CA” on page 253

for the import of the self-signed server certificate into the plug-in’s keystore.

Important: The appropriate IKeyMan utility must be used for each of the

keystore format files:

» Server keystore (JKS format) - use WebSphere IKeyMan utility

» Plug-in keystore (CMS format) - use Web server GSK IKeyMan utiity

Reconfigure WebSphere transport
Follow the method described in “Configure WebSphere transport’ on page 248
for the setup of an SSL enabled transport on the Default Server Web container,
except with the following changes:

1. In the HTTP Transport Properties window, shown in Figure 9-38, add or

change the following settings:

Trust file name: <WAS_HOME>\etc\server.jks

Trust file password: password used to protect server.jks
Confirm password: password used to protect server.jks
Trust file format: JKS

Enable client authentication: enable this setting
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Figure 9-38 SSL settings for client authentication enabled mode

9.9.3 Update the Web server plug-in configuration
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Regenerate the Web server plug-in file
1. Log in as a local administrator to the WebSphere server machine.

2. Run the WebSphere Administrative Console by issuing the following

command:
<WAS_HOME>\bin\adminclient.bat

3. Right-click the node <hosthname> that contains the Default Server application

server.

4. Choose the Regen Webserver Plugin command, as shown in Figure 9-27

on page 235.

5. Edit the generated <WAS_HOME>\config\plugin-cfg.xml file so that the
transport element’s keyring and stashfile properties reflect the path to the

plug-in keystore database we created above.
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<Server Name="Default Server">
<Transport Hostname="localhost" Port="9081" Protocol="https">
<Property name="keyring"
value="<plugin_install_path>/etc/client.kdb" />
<Property name="stashfile”
value="<plugin_install_path>/etc/client.sth"/>
</Transport>
</Server>

If the Web server plug-in is located on a different machine from the
WebSphere Application Server, copy the edited plugin-cfg.xml file to the
<plugin_install_path>\config directory of the Web server machine.

Restart Web server

Restart the IBM HTTP Server by issuing the following commands on the Web
server machine:

D:\> net stop "IBM HTTP Server"
D:\> net start "IBM HTTP Server"

9.10 Install WebSphere Application Server - silent mode

You can silently install WebSphere Application Server to a local machine. To do
the silent installation:

1.

Locate the file setup.iss on the product CD or, if you downloaded the product,
among downloaded and extracted files. If the file is on a CD, copy the file to a
directory on your machine. Then, jot down the full path name for setup.iss.

. Open an editor on the file setup.iss and change the parameters in the file as

appropriate for your choice of products and configuration. Descriptions for the
parameters are given in Table 9-9 on page 258.

Uninstall any versions of WebSphere Application Server or any downlevel
versions of IBM HTTP Server on your machine.

4. Ensure that all software prerequisites are met.

5. At a command line, enter the following:

setup <path>\setup.iss -s
Do not use the -f1 option of the setup.iss command.

After the WebSphere Application Server installation program runs, reboot
your machine.
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Should you encounter errors during installation, examine the setup log file
wssetup.log.

Table 9-9 Parameters that you can set in setup.iss

Setup option Parameter description
Language To override the language specified by the system locale, set Lang= to
a number that corresponds to a language such as English, Spanish,
French, German, Italian, Japanese, Portuguese, Korean, Chinese, or
Taiwanese. For example, for English, specify Lang=0009. See the
comment for Lang= in setup.iss to determine the correct number for a
language.
Rebooting Under [RebootDialog-0], to have your system reboot after
after installation, set Result=to 1. By default, your system will not reboot
installation after installation completes (Result=0).
WebSphere Under [SelectTargetDir], specify the main directory for WebSphere
Application Application Server (szDir=). The defaults are:
Server [SelectTargetDir]
directory szDir=C:\WebSphere\AppServer
Result=1
Components Under [Components], set a component to 0 if you do not want the
selection component installed. Keep the default of component=1 to have the
installation program install the component. The components include:
Server  Application and Administrative Server
Tools Application and Development Tools
Admin Administrator's Console
Java IBM JDK
Samples Samples
The defaults are:
Server=1
Tools=1
Admin=1
Java=1
Samples=1
Security Under [Security], specify a valid user ID (szUser=) and a valid
password (szPassword=). Do not use the characters < or > in the user
ID or password. Optionally, specify an administrative console host
(szHostName=); leave the parameter value blank for a local host. The
defaults are:
[Security]
szUser=
szPassword=
szHostName=
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Setup option

Parameter description

Database

Under [Database], specify the following:
szType=
The database product. The valid values include: DB2, Informix,
Merant, Oracle and Sybase.
szName=
The name of database to be used with WebSphere Application
Server. The default for DB2 UDB, Informix, Merant and Sybase is
was40. For Oracle, the default is orc1.
szUser=
Your database user ID.
szPassword=
The password for the user ID.
szPath=
The main directory for the database. For example, for DB2 UDB use
D:\SQLLIB.
szURL=
The URL for the database. This parameter is required only for Oracle,
which uses the value
jdbc:oracle:thin:@<hostname>:1521:<szName>.
szServer=
The server for the database. This parameter is required for Informix,
Merant, Oracle and Sybase.
szPort=
The port for the database. This parameter is required for Informix,
Merant, Oracle and Sybase.
The defaults resemble:

[Database]

szType=DB2

szName=was40

szUser=db2admin

szPassword=db2admin

szPath=c:\sql1ib

szURL=

szServer=

szPort=

IBM
Distributed
Debugger

For [OLT], specify 0 for Result= if you do not want the IBM Distributed
Debugger installed. The debugger provides object level trace. The
default is 1, which installs the debugger. The default install directory
is C:\IBMDebug; to install to a different directory, specify
szDir=<drive_letter>:\<different_directory>. The defaults are:

[oLT]

Result=1

szDir=
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Setup option

Parameter description

Other JDK

Under [SelectJdkDir], you can specify an alternative JDK to the one
thatis shipped with WebSphere Application Server by designating the
JDK home directory (szDir=). The defaults are:

[SelectJddkDir]

szDir=

Configuring
IBM HTTP
Server

For [SelectIBMHttpServer], if you want to install the plug-in for IBM
HTTP Server, specify 1 for Result=. Result=0 does not install the
plug-in. The installation program will automatically determine the
location of the Web server so you do not have to specify the directory.
However, you can override auto-detection of the Web server by
specifying the path for the httpd.conf file (szDir=). The defaults are:

[SelectIBMHttpServer]

Result=0

szDir=
If you want IBM HTTP Server installed, also change the values for
[HTTPServer].

Configuring
Apache HTTP
Server

Under [SelectApache], if you want to install the plug-in for the
Apache HTTP Server, specify 1 for Result=. Result=0 does not install
the plug-in. The installation program will automatically determine the
location of the Web server so you do not have to specify the directory.
However, you can override auto-detection of the Web server by
specifying the path for the httpd.conf file (szHttpDir=) and the
srm.conf file (szSrmDir=). The defaults are:

[SelectApache]

Result=0

szHttpDir=

szSrmDir=

Microsoft
Internet
Information
Server (IIS)
4.0/5.0 plug-in

Under [SelectIIS45], if you will need the IS 4.0/5.0 plug-in, specify
1 for Result=. Result=0 does not install the plug-in. The defaults are:
[SelectIIS45]
Result=0

Lotus Domino
5.0 plug-in

Under [SelectDominoDir], if you will need the Domino 5.0 plug-in,
specify 1 for Result=. Result=0 does not install the plug-in. The
installation program will automatically determine the location of the
Web server so you do not have to specify the directory. However, you
can override auto-detection of Web server by specifying the path for
the httpd.cnf file (szDir=). The defaults are:

[SelectDominoDir]

Result=0

szDir=
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Setup option

Parameter description

iPlanet 4.0
plug-in

Under [SelectiPlanet40 Dir], if you will need the iPlanet 4.0 plug-in,
specify 1 for Result=. Result=0 does not install the plug-in. The
installation program will automatically determine the location of the
Web server so you do not have to specify the directory. However, you
can override auto-detection of the Web server by specifying the path
to the obj.conf file (szDir=). Set UseSSL=to 1 to enable SSL security;
to keep SSL security disabled, use 0. Note that enabling SSL on a
non-secure Web server will prevent the plug-in from working. The
defaults are:

[SelectiPlanet40 Dir]

szDir=

Result=0

UseSSL=0

IBM HTTP
Server
installation

Under [HTTPServer], if you want IBM HTTP Server installed, specify
1 for Result=. Also, specify the directory to which IBM HTTP Server
should be installed (szD1ir=). You should not change the parameter for
the installation image (szInstal1Dir=). The defaults are:

[HTTPServer]

Result=0

szDir=

szInstallDir="HTTPD"
If you want IBM HTTP Server installed, also change the values for
[SelectIBMHttpServer] so the plug-in is installed.
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10

AlX installation steps

This chapter provides detailed procedures for installing, configuring, and
verifying a number of the scenarios described in Chapter 8, “Installation
approach” on page 127, for an environment consisting of the following
components:

» Operating system - AIX 4.3.3

» Database server - IBM DB2 UDB Enterprise Edition

» Web server - IBM HTTP Server

Application server - WebSphere Application Server V4.0, Advanced Edition

v

The procedures described are intended to be used as working examples in
conjunction with the product installation guides for all the possible values that
may be unique within your runtime environment. This chapter is organized into
the following sections:

» Planning

» Install AIX

» Install Web server

» Install database server

» Install database client

» Install WebSphere Application Server V4.0, Advanced Edition
» Install WebSphere plug-in on remote Web server
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» Install the new WebSphere node into an existing domain
» Configure WebSphere HTTP transport for SSL
» Install WebSphere Application Server - silent mode

10.1 Planning

This section defines the hardware and software used within the AIX environment
to test a number of different WebSphere Application Server V4.0 configuration
scenarios.

10.1.1 Hardware and software prerequisites

WebSphere Application Server V4.0, Advanced Edition has the following
hardware and software requirements.

Hardware
» 150 MB diskspace (minimum) for WebSphere Application Server

» 300 MB diskspace (minimum) for IBM DB2 Enterprise Edition
» 50 MB diskspace (minimum) for IBM HTTP Server

Software
» AIX 4.3.3.0 + prerequisites (described 10.2, “Install AIX” on page 272)

» IBM WebSphere Application Server V4.0, Advanced Edition

» IBM DB2 Universal Database V7.2 FP4, Enterprise Edition for AIX
» IBMHTTP Server 1.3.19

» IBM GSKit 5.0.3.52

Note: For further details on requirements, see the following documentation:
1. DB2 -

http://www.ibm.com/cgi-bin/db2www/data/db2/udb/winox2unix/support/v7pubs.
d2w/en_main

2. WebSphere -

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

10.1.2 Software used in our test environment

We used the following software in our test environment:
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» AIX 4.3.3 + prerequisites

» IBM WebSphere Application Server V4.0, Advanced Edition

» IBM DB2 Universal Database V7.2 FP4, Enterprise Edition for AIX
» IBMHTTP Server 1.3.19

» IBM GSKit 5.0.3.52 (included in IBM HTTP Server package)

» IBM JDK 1.3.0 (included in WebSphere Application Server package)

Note: Other Web servers and database software may be used, as
documented in the Product Installation Guide.

Product installation roots

The variables listed in Table 10-1 are used frequently throughout this
documentation to represent the root installation directories of the software
components.

Table 10-1 Product installation roots

Variable Default value Component
<WAS_HOME> /usr/WebSphere/AppServer | WebSphere
<plugin_install_path> /usr/WebSphere/AppServer | WebSphere HTTP plug-in
<db2_install_path> /home/db2inst1 DB2 server

DB2 client
<http_server_install_path> | /usr/HTTPServer IBM HTTP Server

Installation variables

The variable in Table 10-2 is used frequently throughout this documentation to
represent settings used during the installation of software components.

Table 10-2 Common installation setting

Variable Default value Component

db2_instance_owner db2inst1 DB2 server

10.1.3 Hardware used in our test environment

This section describes the hardware used within our test WebSphere Application
Server V4.0 environment on AlX.

» Server 1
— IBM RS/6000 43P Model 150

Chapter 10. AlX installation steps 265




1433 MHz CPU

512 MB RAM

18 GB hard disk

1 IBM 10/100 Mbps Ethernet PCI Adapter
Server 2

— IBM RS6000 43P Model 150

1433 MHz CPU

768 MB RAM

18 GB hard disk

1 IBM 10/100 Mbps Ethernet PCI Adapter

10.1.4 Example scenarios

266

Within this test environment, we describe the tasks necessary to install and
configure the following scenarios that are described in Chapter 8, “Installation
approach” on page 127:

>

Scenario A - basic one-server configuration (server 1), but using the
WebSphere embedded Web server in place of the usual stand-alone Web
server.

Scenario B - basic one-server configuration (server 1), but using a
stand-alone Web server and the WebSphere HTTP plug-in.

Scenario D - basic two-server configuration, one server hosting WebSphere
and the database server (server 1), the other hosting the Web server and
WebSphere HTTP plug-in (server 2). Communication between plug-in and
WebSphere is HTTP (unencrypted).

Scenario E - extension of the basic two-server configuration of Scenario D,
with the HTTP communication between the plug-in and WebSphere
encrypted using SSL and client authentication mode disabled.

Scenario F - extension of the secure two-server configuration of Scenario E,
with the SSL client authentication mode enabled.

Scenario G - extension of the secure two-server configuration of Scenario F,
with the Web server configured to use SSL for encryption of all
communication between itself and Web browsers.

Scenario H - basic two-server configuration using a single WebSphere
administrative domain database.
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Table 10-3

Installation and configuration tasks

Table 10-3 provides a detailed summary of the tasks and the order in which they
must be performed that are necessary to install and configure each of the

example scenarios described above.

To install and configure an example, perform the tasks listed for the example in
the specified order. Only those tasks that are numbered (non-blank) are to be
performed for a particular example. Detailed descriptions of each of these tasks

can be found later in this chapter.

Installation and configuration tasks broken down by scenario

Server

Task

Example scenario

A

B

D E F G

Operating system: 1

Installation of AIX operating system and any
required patches:

1. Install AIX

2. Install any patches and filesets as detailed
in the WebSphere platform-specific
prerequisites

See 10.2, “Install AIX” on page 272.

1

1 1 1 1

Web server: -

Installation and configuration of IBM HTTP
Server:

1. Perform preinstallation tasks

2. Install IBM HTTP Server

3. Configure IBM HTTP Server

4. Verify IBM HTTP Server

See 10.3, “Install Web server’ on page 274.
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Server | Task Example scenario

A B D

1 Database server: 2 3 2
Installation and configuration of IBM DB2
server necessary to support usage by
WebSphere:

1. Perform preinstallation tasks
Install DB2 server

Verify DB2 server installation
Configure DB2 server

ok w DN

Set up WebSphere administrative
database

See 10.4, “Install the database server’ on
page 283.

1 WebSphere Application Server: 3 4 3
Installation and configuration of WebSphere
necessary to handle requests through the
“embedded” Web server:

1. Perform preinstallation tasks
2. Install WebSphere
3. Verify WebSphere installation

See 10.6, “Install WebSphere Application
Server” on page 305.

1 WebSphere Application Server: - - -
Creation and configuration of an HTTPS
transport on WebSphere default Web
container:

1. Create new server certificate keystore

2. Create new server self-signed certificate
used for SSL handshaking

3. Create new HTTPS transport for
WebSphere Default Server

See 10.9, “Configure the WebSphere HTTP
transport for SSL” on page 323.
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Server

Task

Example scenario

A

B D E F G

Web server:
Installation and configuration of IBM HTTP
Server:

1. Perform preinstallation tasks

2. Install IBM HTTP Server

3. Configure IBM HTTP Server

4. Verify IBM HTTP Server

See 10.3, “Install Web server’ on page 274.

4 5 5 5

Database client:

Installation and configuration of IBM DB2 client
necessary to support remote usage by
WebSphere:

1. Perform preinstallation tasks
Install DB2 client

Verify DB2 client installation
Configure DB2 client

o r DN

Set up access to remote WebSphere
administrative database

See 10.5, “Install the database client’ on
page 298.

WebSphere Application Server:

Installation and configuration of WebSphere
necessary to handle requests through the
“embedded” Web server:

1. Perform preinstallation tasks
2. Install WebSphere
3. Verify WebSphere installation

See 10.6, “Install WebSphere Application
Server” on page 305.
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Server | Task Example scenario

A B D

2 WebSphere HTTP plug-in: - - 5
Basic installation and configuration of
WebSphere HTTP plug-in on remote Web
server:

Perform preinstallation tasks

Install WebSphere plug-in

Verify WebSphere plug-in installation
Configure for remote WebSphere plug-in

ok 0N~

Verify remote plug-in configuration

See 10.7, “Install the WebSphere plug-in on a
remote Web server” on page 315.

2 WebSphere HTTP plug-in: - - -
Configuration of plug-in necessary to
communicate with HTTPS (client
authentication disabled) transport on remote
WebSphere:

1. Create new plug-in certificate keystore

2. Import WebSphere self-signed server
certificate as trusted CA

3. Update Web server plug-in configuration
file to support HTTPS transport and
certificate keystore

See 10.9, “Configure the WebSphere HTTP
transport for SSL” on page 323.

2 WebSphere HTTP plug-in: - - -
Extra configuration of plug-in necessary to
support HTTPS transport with client
authentication enabled:

1. Create new self-signed client certificate
used to authenticate plug-in to server
during SSL handshaking

See 10.9, “Configure the WebSphere HTTP
transport for SSL” on page 323.
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Server | Task Example scenario

A B D E F G H

1 WebSphere Application Server: - - - - 9 9 -
Extra configuration of WebSphere HTTPS
transport necessary to support client
authentication:

1. Import plug-in self-signed certificate as a
trusted CA

2. Configure HTTPS transport to use client
authentication

See 10.9, “Configure the WebSphere HTTP
transport for SSL” on page 323.

1 WebSphere Application Server: - - - 8 10 10 -
Startup the WebSphere Default Server ready
to handle requests:

1. Regenerate Web server plug-in
configuration file

See 10.9, “Configure the WebSphere HTTP
transport for SSL” on page 323.

1 Web server: - 5 - - - - 8
Test that Web server and plug-in can access
the current configuration of the WebSphere
Default Server:

1. Restart Web server
2. Verify configuration

— http://<serverl
hostname>/webapp/examples/showCfg

2 Web server: - - 6 9 11 11 9
Test that Web server and plug-in can access
the current configuration of the WebSphere
Default Server:

1. Restart Web server
2. Verify configuration

— http://<server2
hostname>/webapp/examples/showCfg
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Server | Task Example scenario

A B D E F G H

1 Web server: - - - - - 12 -
Extra configuration of Web server to use SSL
encryption for requests:

1. Stop Web server

2. Configure httpd.conf to support SSL for
requests

3. Create new keystore
4. Create new self-signed certificate
5. Start Web server

See 10.3.5, “Enable SSL encryption for
requests (optional)” on page 281.

2 Web server: - - - - - 13 | -

1. Restart Web server

2. Verify configuration
— https://<host>/

— https://<host>/webapp/examples/showC
fg

10.2 Install AIX

Prior to installing any of the WebSphere components, the proper level of the
operating system must be installed.

» AIX 4.3.3 maintenance level
» AIX 4.3.3 additional filesets required by WebSphere V4.0
» Extra tools

10.2.1 AIX 4.3.3 maintenance level

The WebSphere V4.0 minimum supported level of AIX 4.3.3 is maintenance
Release 6.

1. Determine whether the server currently has the required maintenance release
(or newer) installed by issuing the following command:

instfix -ik 4330-06_AIX_ML
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2. If the required maintenance release is installed, the command will generate
the following output:

A11 filesets for 4330-06_AIX_ML were found

3. If no output is generated, then you must upgrade AlX to the required
maintenance release before continuing. For details on how to perform such
an upgrade, please see the AIX product documentation.

Tip: The AIX maintenance releases can be obtained from the following IBM
FTP site:

ftp://ftp.software.ibm.com/aix/fixes/v4/

10.2.2 AIX 4.3.3 additional filesets required by WebSphere V4.0

There are a number of prerequisite filesets of specific versions required for the
installation of WebSphere Application Server V4.0. The required filesets and
version numbers are listed in Table 10-4. You can check this list using the
prereq.properties file supplied in the installation package.

Table 10-4 AlX filesets required by WebSphere V4.0

Fileset Require this version or newer...
bos.rte.net 4.3.3.2

bos.rte.libc 4.3.3.55

bos.net.tcp.client 4.3.3.28

X11.base.rte 4.3.3.25

X11.motif.lib 4.3.3.26

X11.base.lib 4.3.3.26

1. Determine whether these filesets are currently installed by using the following
command:

1slpp -L | grep <fileset>

2. If the output does not include the required version of the fileset (or newer),
then the fileset must be upgraded before continuing. For details on how to
perform such an upgrade, please see the AIX product documentation.
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Tip: AlX filesets can be obtained from the following IBM FTP site:
ftp://ftp.software.ibm.com/aix/fixes/v4/

At this location, you will need to select the particular directory to which the
fileset belongs, for example X11 directory for the X-windows components.

10.2.3 Extra tools

Table 10-5 lists the utility that may be required during the install of the software
components, which are not installed by default on AlX.

Table 10-5 Required utility program

Utility Install under... | Permissions Available from...

unzip /usr/bin rWx------ http://www.info-zip.org/pub/infoz
ip/UnZip.html#AIX

10.3 Install Web server

This section provides detailed instructions for installing, configuring, and verifying
IBM HTTP Server V1.3.19 for AlX.

The section is organized into the following tasks:

1. Preinstallation tasks.

Install IBM HTTP Server.

Configure IBM HTTP Server.

Verify IBM HTTP Server.

Enable SSL encryption for requests (optional).

ok~ DN

Note: Whether or not a particular task needs to be performed, and the order in
which tasks must be performed, is identified during the planning stage and is
dependent upon the needs of the particular topology or scenario being
installed. See 10.1, “Planning” on page 264 for details on those tasks to be
performed for each example.

10.3.1 Preinstallation tasks

Prior to installing IBM HTTP Server V1.3.19, the following checks and tasks must
be completed on the IBM HTTP Server machine:
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1.

Check that IP ports are unused.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1.

Check that there are no existing services on the server that use the following
IP ports:

— 80 (standard HTTP port)

— 443 (standard HTTPS port)

— 8008 (IBM HTTP Server Administration port)

We suggest using the following command for this task:
# netstat -an | grep LISTEN

10.3.2 Install IBM HTTP Server

To install the IBM HTTP Server V1.3.19, complete the following steps on the Web
server machine:

1.
2.
3.

Log in as root.
Start a terminal session.

Insert the IBM WebSphere Application Server V4.0 CD-ROM into the
CD-ROM drive. This media also contains the IBM HTTP Server.

Mount the CD-ROM:
# mount -r -v cdrfs /dev/cd0 /mnt

Change to the ihs_128 subdirectory of the root installation directory on the
CD.

Start the installation using the “smitty” tool:
# smitty install_all

When the Install and Update from ALL Available Software window appears,
enter the following in the INPUT device / directory for software field:

./
Press Enter

In the Software to install field, press F4 for a list. Highlight the packages by
pressing F7 to select each of the packages listed in Table 10-6.

Table 10-6 IBM HTTP Server - packages to install

Package Description

gskkm AIX certificate and SSL base runtime.
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Package

Description

HTTP_server.admin

The server administrator used to configure
the IBM HTTP Server.

HTTP_server.base

The IBM HTTP Server.

HTTP_server.frca

The Fast Response Cache Accelerator.

HTTP_server.html./ocale

The IBM HTTP Server documentation
(where locale is your country code - for
example en_US for U.S. English).

HTTP_server.man.en_US

The IBM HTTP Server server manual.
Note that this is available only in U.S.
English.

HTTP_server.modules
Note: read the description for this package

The modules for IBM HTTP Server. Select
HTTP Server.Fast-CGl and HTTP
Server.MT Module; if you simply select the
entire module package your instance will
not start. The module HTTP Server.LDAP
is required only when using LDAP SSL
integration with the IBM HTTP Server.

HTTP_server.msg.locale.admin

The message catalog (where locale is
your country code). Choose en_US locale
for U.S. English.

HTTP_server.msg.locale.ssl.core

The message catalog, where locale is the
code page value for your locale). Choose
en_US locale for U.S. English.

HTTP_server.ssl.128 or
HTTP_server.ssl.56

Determines whether you will have 128-bit
encryption or 56-bit encryption.

HTTP_server.ssl.core

Required in order to install SSL modules
with encryption levels.

Important: Double-check that you have selected the correct packages.
Due to the number of selections, it is easy to make a mistake that will
result in the IBM HTTP Server not working properly.

9. Press Enter to close the list.

10.Press the Tab key to toggle the value of the following settings to Yes:

— VERIFY install and check file sizes

— DETAILED output
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11.Press Enter.
12.When the ARE YOU SURE? message appears, press Enter.

13.The command status window appears. When the installation is complete, the
Command field at the top of the window changes from Running to OK.

14.Scroll to the Installation Summary section at the bottom of the listing. In the
Result column, you should see either SUCCESS or Already Installed next to
the name of each component. If you do not, correct the problem.

15.Press F10 to return to the system prompt.
16.Unmount the CD-ROM:

#cd/
# umount /mnt

10.3.3 Configure the IBM HTTP Server

After the installation of IBM HTTP Server V1.3.19, the following configuration
tasks must be completed on the IBM HTTP Server machine:

1. Create the IBM HTTP Server admin account.
2. Create the UNIX runtime account.

3. Update httpd.conf.

4. Restart the IBM HTTP Server.

Create the HTTP server admin account

The administration account is used to access the HTTP Administration Server
Configuration GUI. To create the account, perform the following steps:

1. Log in as root.

2. Start a terminal session.

3. Change the directory to the <http_server_install_path>/bin directory.
4. Create the administration user by typing the following commands::

# ./htpasswd -m ../conf/admin.passwd admin
New password: <admin_password>
Re-type new password: <admin_password>

Where admin is the IBM HTTP Server administration userid.

Create the UNIX runtime account

Although the IBM HTTP Server process is started under the root account, it
should be configured to, then switched to, run under another account. A UNIX
account needs to be created specifically for this purpose.
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Perform the following steps to create the UNIX account and configure the IBM
HTTP Server:

1.
2
3.
4. Run the setupadm script:

Log in as root.

. Start a terminal session.

Change the directory to the <http_server_install_path>/bin directory.

# ./setupadm

Answer the prompts as follows:

a.

Please supply a User ID to run the Administration Server. For example:
User ID: www
Press Enter.

Please supply a GROUP NAME to run the Administration Server. For
example:

Group Name: www
Press Enter.

Please supply the Directory containing the files for which a change in the
permissions is necessary. The default is /Jusr/HTTPServer/conf.

Press Enter to accept the default.

To perform the change, enter 1. To quit with no changes, enter 2 (default).
Enter 1 to perform changes.

Press Enter.

Configuration file: '/usr/HTTPServer/conf/admin.conf' will be saved. Do
you wish to update the Administration Server Configuration file. To perform
the change, enter 1. To exit with no change, enter 2 (default).

Enter 1 to update configuration file.
Press Enter.

Do you wish to run Admin Server and IHS Server in Language other than
English? For a language other than English, enter 1. For English, enter 2
(default).

Press Enter to accept the default (English).

6. The setupadm program returns to a system prompt.

Update httpd.conf

The IBM HTTP Server configuration file httpd.conf must be updated to reflect the
following:
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» The fully qualified host name of the server.
» The UNIX account to run under.
To update the IBM HTTP Server configuration file, complete the following steps:

1. Edit the <http_server_install_path>/conf/httpd.conf file and update the
settings listed in Table 10-7.

Table 10-7 htipd.conf required settings

Setting Required value...
User www
Group www

ServerName <hostname.domain.com>

2. Save the changes and exit.

Restart the IBM HTTP Server

The IBM HTTP Server must be restarted in order for the above configuration
changes to take effect:

1. Log in as root.
2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl restart

10.3.4 Verify the IBM HTTP Server

In order to verify the IBM HTTP Server V1.3.19 installation, perform the following
checks on the IBM HTTP Server machine:

1. Check the process status.
2. Check request handling.

Check the process status
To check IBM HTTP Server process status, perform the following steps:

1. Check that the HTTP Server processes are running by issuing the following
command:

# ps -ef | grep httpd
The output should list a number of processes.
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2. Check that the HTTP Server is registered to listen on port 80 and is therefore
ready to handle requests:

# netstat -an | grep LISTEN | grep 80

Check request handling
To check IBM HTTP Server request handling, perform the following steps:

1. Using a Web browser, request the following URL representing the IBM HTTP
Server home page:

http://<hostname.domain.com>/

The window shown in Figure 10-1 will be displayed if the IBM HTTP Server
has been installed and configured correctly.

7 IBM HTTP Server - Netscape

File Edit Wiew @o Communicator Help

p=

4 2 A B a2 o & B i N
i Back Fomward  Reload Home Search  Metscape Fritat Security Shop Stop

-— wt'Bc'kaa[ks \* (LI it A fikzohost. itso, b, com.] j @'Whatls Related
r J%ImtantMe&sage *w'ebhd il Calendar Radio Peaple ‘ellow Pages Download Cus

Welcome to the

IBM HTTP IS{:{'V(:'r

Everything you need io start

and use this server begins here...
+ Configure server
* View documentation

* Visit our Web site

[ (== |Document: Dore

Figure 10-1 Home page request handled by Web server
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10.3.5 Enable SSL encryption for requests (optional)

In this section we provide detailed instructions for creating a certificate, installing
the certificate and configuring an IBM HTTP Server for SSL. In our example, we

will create a self-signed test certificate. For a production environment you will
need to request a real certificate from a certificate authority, such as VeriSign.

Enabling SSL for communication between the IBM HTTP Server and a Web
browser is a multistep process:

1. Stop the IBM HTTP Server process.

Configure httpd.conf to add SSL support.

Create a new keystore (certificate trust) database file.

Create a new self-signed certificate.

Start the IBM HTTP Server process.

Verify the SSL configuration.

I

Stop the IBM HTTP Server process
To stop the IBM HTTP Server process, perform the following steps:

1. Log in as root.
2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl stop

Configure httpd.conf to add SSL support
To configure SSL for the IBM HTTP Server, complete the following steps:

1. Use the sample httpd.conf.sample file, which includes SSL entries, as a
starting point to enable SSL for the IBM HTTP Server.

a. Change to the <http_server_install_path>/conf directory.
b. Back up the existing httpd.conf file by renaming it to httpd.conf.bak.
¢. Rename httpd.conf.sample to httpd.conf.

2. Modify the httpd.conf file using a text editor. Ensure that the following lines
are uncommented by removing the # symbol:

LoadModule ibm_ss1_module Tibexec/mod_ibm ss1_<encrypt_level>.so

Where <encrypt_Tevel> is the appropriate encryption level for your locale.
For example, mod_ibm_ssl_128.so for 128-bit encryption in the US and
Canada.
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AddModule mod_ibm_ssT.c
Listen 443
<VirtualHost hostname.domain.com:443>

You must substitute your fully qualified host name in this line, for example
<VirtualHost itsohost.itso.ibm.com:443>.

SSLEnable

</VirtualHost>

SSLDisable

Keyfile "<http_server_install_path>/ss1/webclient.kdb"
SSLV2Timeout 100

SSLV3Timeout 1000

The value of the KeyFile parameter is the absolute path to the CMS format
keystore database file of your choosing. In this example we assume that a

webclient.kdb file is created in the ssl subdirectory of the IBM HTTP Server
installation.

3. Ensure the following settings have been disabled by adding the # symbol to
the start of each line:

#AfpaEnable
#AfpaCache on
#AfpaLogFile <log_file_path>

The above AFPA options must be disabled in order for SSL encryption mode
to operate correctly.

4. Save the changes.

Create a new keystore (trust certificate) database

To create a new SSL keystore database, use the method described in “Create a
new keystore (certificate trust) database” on page 199. The method used is the
same for all platforms, except for the following:

1. To run the Web server IBM Key Management Utility on AlX, issue the
following commands:

# JAVA_HOME="/usr/jdk_base" ; export JAVA_HOME

# cd /usr/bin
# ./gsk5ikm

Create a new self-signed certificate

To create a new self-signed certificate, use the method described in “Create new
self-signed certificate” on page 200. The method used is the same for all
platforms, except for the following:

1. To run the Web server IBM Key Management Utility on AlX, issue the
following commands:
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# JAVA _HOME="/usr/jdk_base” ; export JAVA HOME
# cd /usr/bin
# ./gsk5ikm

Start the IBM HTTP Server process
To start the IBM HTTP Server process, perform the following steps:

1. Issue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl start

Verify the SSL configuration

To verify the SSL configuration of the IBM HTTP Server, use the method
described in “Verify SSL configuration” on page 202. The method used is the
same for all platforms.

10.4 Install the database server

This section provides detailed instructions for installing, configuring, and verifying
IBM DB2 Universal Database, Enterprise Edition for AlX.

The section is organized into the following tasks:

1. Preinstallation tasks.

Install the DB2 server.

Verify the DB2 server installation.

Configure the DB2 server.

ok~ DN

Set up the WebSphere administrative database.

10.4.1 Preinstallation tasks

Prior to installing IBM DB2 Universal Database, Enterprise Edition for AlX, the
following checks and tasks need to be completed:

1. Check the paging space.

2. Check that IP ports are unused.

3. Create the volume set for the DB2 instance.
4. Check the filesystem free space.
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Check the paging space

There must be a minimum of 128 MB of paging space. By default, the AIX
configuration assistant will suggest that you create a paging file twice the size of
the RAM in your system.

1. Log in as root.
2. Start a terminal session.
3. Display paging space:

# 1sps -a

4. If the total active paging space is not greater than 128 MB, increase the
paging space.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing active services that use the following IP ports
on the server:

— 523 (DB2 server)

— 50000 (DB2 instance connection port)

— 50001 (DB2 instance interrupt port)

— 50002 (DB2 Control Server)

We suggest using the following command for this task:
# netstat -an | grep LISTEN

Create the volume set for the DB2 instance

We recommend that you create a separate file system for the DB2 instance. This
will provide the instance owner with more control and the ability to set the storage
size allocated to the databases.

Note: The default database location for DB2 is the instance owner's home
directory.

Perform the following steps to create a new logical volume and file system for
this purpose:

1. Create a logical volume.

2. Create the journal file system - mount point.

3. Allocate storage for the DB2 instance.

4. Set the file system owner to the DB2 instance owner.
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Create a logical volume
This procedure provides instructions for creating a logical volume on AlX.

1. Log in as root.

2. Start a terminal session.

3. Use the smitty utility to access the AIX volume configuration:
# smitty storage

Select Logical Volume Manager and press Enter.

Select Logical Volumes and press Enter.

Select Add a Logical Volume and press Enter.

N o o &

Select VOLUME Group name: and press F4 for a listing:
a. Select rootvg and press Enter.
8. When a Logical Volume window appears, enter the following fields:
— Logical Volume NAME: dblv1
— Number of LOGICAL PARTITIONS: 1
9. Press Enter and wait until the status changes to Command: OK.
10.Press the F10 key to return to the system prompt.
Create the journal file system - mount point
Create a file system with the mount point as the home directory of the DB2
instance owner. The DB2 instance owner will be created in subsequent steps.
This procedure provides instructions for creating a logical volume on AlX.
1. Use the smitty utility to access the AlX volume configuration:
# smitty storage
Select File Systems and press Enter.
Select Add -> Change -> Show -> Delete File Systems and press Enter.

Select Journal File Systems and press Enter.
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Select Add a Journaled File System on a Previously Defined Logical
Volume and press Enter.

6. Select Add a Standard Journaled File System and press Enter.

7. When the Add a Standard Journaled File System window appears, enter the
following:

— LOGICAL VOLUME name: press F4 for listing, select dblv1
— MOUNT POINT: /home/<db2_instance_owner>
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Important: Although any valid account name could be used for
<db2_instance_owner>, DB2 convention specifies that the instance owner
be called db2inst<x>, where x is the instance number.

In our test environment, and throughout this chapter, an instance name of
db2inst1 is used.

— Mount AUTOMATICALLY at system restart: yes
Tip: Press the Tab key to toggle between yes and no.

8. Press Enter and wait until the status changes to Command: OK.
9. Press the F10 key to return to the system prompt.

Allocate storage for the DB2 instance

Mount the file system prior to allocating storage to the newly created file system.
By default, AIX allocates storage in 512 byte blocks. In our test environment we
will create a file system that is 600,000 blocks (300 MB).

1. Mount the /home/<db2_instance_owner> file system:
# mount /dev/dblvl /home/<db2_instance_owner>
2. Allocate file system storage space to the journal file system.

# chfs -a size='600000' /home/<db2_instance_owner>

Set the file system owner to the DB2 instance owner

The DB2 installer program can be used to create the DB2 instance owner and
group, but it will not set the home directory ownership if the home directory
already exists. We need to create the instance owner and group so we can
manually set the home directory ownership before installing DB2.

1. Logged in as root, use the smitty utility to create the DB2 instance owner
group (db2iadm1):

# smitty mkgroup
2. When the Add a Group window appears, enter the following:
— Group NAME: db2iadml
— ADMINISTRATIVE group? true
— Group ID: 201
— USER list: root
— ADMINISTRATOR list: <leave blank>

IBM WebSphere V4.0 Advanced Edition Handbook



3. Press Enter and wait until the status changes to Command: OK.
4. Press the F10 key to return to the system prompt.
5. Use the smitty utility to create the DB2 instance owner user:

# smitty mkuser

6. When the Add a User window appears, enter the required details. We used

the following settings:

— User NAME: <db2_instance_owner>

— UserID: 201

— ADMINISTRATIVE USER? false

— Primary GROUP: db21iadml

— Group SET: db2iadml,staff

— ADMINISTRATIVE GROUPS: <leave blank>

— ROLES: <leave blank>

— Another user can SU TO USER?: true

— SU GROUPS: ALL

— HOME directory: /home/<db2_instance_owner>

— Initial PROGRAM: /usr/bin/ksh

We accepted the default entry for the remaining fields.
7. Press Enter and wait until the status changes to Command: OK.
8. Press the F10 key to return to the system prompt.

9. Set the owner of /nome/<db2_instance_owner> to the DB2 instance owner

user:
# chown -R <db2_instance_owner>:db2iadml /home/<db2_instance_owner>
10.Set the file permissions of /lhome/<db2_instance_owners>:
# chmod -R 755 /home/<db2_instance_owner>
11.Set an initial password for the DB2 instance owner user:

# passwd <db2_instance_owner>
Changing password for "<db2_instance_owner>"
<db2_instance_owner>'s New password:
Enter the new password again:
This password has to be changed the first time the user logs in.
12.Log in as the DB2 instance owner user and change the password:

# su - <db2_instance_owner>
$ passwd
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Changing password for "<db2_instance_owner>"
<db2_instance_owner>'s 01d password:
<db2_instance_owner>'s New password:

Enter the new password again:

§ exit

Note: The password used must meet DB2 requirements: 8 characters or

[T “n

less and not containing the characters “<* or “>”.

Check the filesystem free space

The filesystems listed in Table 10-8 need to be checked to ensure you have
sufficient free space available to install DB2 and WebSphere.

Table 10-8 Filesystem free space requirements

Filesystem mount point Recommended blocks of
free space...

/ 100,000

/home 100,000

/home/<db2_instance_owner> 600,000

/usr 1,000,000

Note: The filesystems are used for the following purposes:
/ - The / (root) directory may be used for temporary files during the installation.

/usr - The /usr directory contains the DB2 application files, as compared to the
DB2 instance stored under /home/<db2_instance_owner>.

1. Before increasing a filesystem’s size, view the existing free space by using
the df command.

# df
2. Calculate the size required:

new_size = current_size + (desired_free_space - free_space)
3. Increase the size:

# chfs -a size='<new_size>' /<file_system_mount_point>

10.4.2 Install the DB2 server

In order to install IBM DB2 Universal Database, Enterprise Edition for AlX,
perform the following steps:

288  IBM WebSphere V4.0 Advanced Edition Handbook



1. Log in as root.

2. Start a terminal session.
3. Load the IBM DB2 Universal Database, Enterprise Edition for AIX CD-ROM

into the CD-ROM drive and mount the CD.
# mount -r -v cdrfs /dev/cd0 /mnt

. Start the DB2 installer program:

# cd /mnt
# ./db2setup

In the Install DB2 window, select only the following option:
— DB2 UDB Enterprise Edition

Navigation Tips:

'S

'S

Press Tab to move between available options and fields.
Highlight and press Enter to select an option.

6. Highlight Customize... for the DB2 Product Library option and press Enter.

In the DB2 Product Library window, highlight the appropriate option for your
locale under the DB2 Product Library (HTML) section, then highlight OK and
press Enter.

8. Highlight OK and press Enter.

9. In the Create DB2 Services window, select the Create a DB2 Instance

10.

11.
12.

option, highlight OK and press Enter.

In the DB2 instance authentication window, enter the following:
— User Name: <db2_instance_owner>

— User ID: <use default UID>

— Group Name: db2iadml

— Group ID: <use default GID>

— Home Directory: /home/<db2_instance_owner>

— Password: <leave blank>

— Verify Password: <leave blank>

Leave the Password and Verify Password fields blank because the
db2_instance_owner is an existing user.

Highlight OK and press Enter.

In the Fence User window, enter the following:
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User Name: db2fencl

User ID: <use default UID>

Group Name: db2fadml

Group ID: <use default GID>

Home Directory: /home/db2fencl
Password: <db2fencl_password>
Verify password: <db2fencl password>

Important: The DB2 installer uses the above information to
automatically perform the following operations:

'S

'S

'S

Creates a group db2fadm1.
Creates a user db2fenc1 with primary group db2fadm1.

Sets db2fencl password to <db2fencl password> value. The password
used must meet DB2 requirements: eight characters or less and not

%Kk (TR

containing the characters “<* or “>”.

Changes the ownership (owner:group) of the /home/db2fenc1 directory
to be db2fenc1:db2fadm1.

13.Highlight OK, and press Enter.

14.1n the DB2 Warehouse Control Database window, select the Do not set up
DB2 Warehouse Control Database option, then highlight OK, and press
Enter.

15.In the Create DB2 Services window, highlight the Create Administration
Server option, then enter the following:

User Name: db2as

User ID: <use default UID>

Group Name: db2asgrp

Group ID: <use default GID>

Home Directory: /home/db2as
Password: <db2asgrp_password>
Verify password: <db2asgrp_password>
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Important: The DB2 installer uses the above information to
automatically perform the following operations:

» Creates a group db2asgrp.
» Creates a user db2as with primary group db2asgrp.

» Sets db2as password to <db2as_password> value. The password used
must meet DB2 requirements: eight characters or less and not

%Kk (TR

containing the characters “<* or “>”.

» Changes the ownership (owner:group) of the /home/db2as directory to
be db2as:db2asgrp.

16.Highlight OK and press Enter.

17.A message window appears indicating that DB2SYSTEM will be set to
<hostname>. Highlight OK and press Enter.

18.Back in the Create DB2 Services window, highlight OK and press Enter.

19.The Summary Report window is displayed, listing the product components to
be installed. Highlight Continue and press Enter.

20.A warning window appears indicating this is your last chance to stop.
Highlight OK and press Enter.

21.The db2setup program installs the selected components. Depending on the
speed of your processor, this can take up to 15 minutes.

22.You may be prompted to register the product. Complete the registration, then
exit back to the install window.

23.When the install completes, a notice window informs you whether the
installation was successful. Highlight OK and press Enter.

24.Scan the Status Report to ensure that all components were installed
successfully. Highlight OK and press Enter.

25.In the DB2 Installer window, highlight Close and press Enter.

26.A window appears asking Do you want to exit the DB2 Installer? Highlight OK
and press Enter.

27.The DB2 installation is now complete.
28.Unmount the CD-ROM:

# cd /
# umount /mnt
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10.4.3 Verify the DB2 server installation
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To verify the DB2 server installation, complete the following tasks:
Check the home directory permissions.

Check the DB2 instance owner profile.

Check the DB2 instance symbolic links.

Check the DB2 release level.

Check the DB2 service name.

2B R A

Check the database manager configuration.

Check the home directory permissions

Check that the home directory ownerships have been correctly set up by the
db2setup program, as listed in Table 10-9.

Table 10-9 DB2 home directory required permissions

Home directory path Owner Group Permissions

/home/<db2_instance_owner | <db2_instance_owner db2iadm1 | drwxr-sr-x
> >

/home/db2fenc1 db2fenc1 db2fadm1 | drwxr-xr-x

/home/db2as db2as db2asgrp | drwxr-xr-x

Check the DB2 instance owner profile

The DB2 server installation should set up the .profile environment file of the
<db2_instance_owner> so that the DB2 environment is set up when the user
logs in.

1. The following content should have been added to .profile:

if [ -f /home/<db2_instance_owner>/sql1ib/db2profile ]; then
. /home/<db2_instance_owner>/sql1ib/db2profile
fi
2. If not present, manually edit the <db2_instance_user> .profile file to add the
above content.

Check the DB2 instance symbolic links

The DB2 server installation automatically creates a DB2 instance
<db2_instance_owner> under the /home/<db2_instance_owner> directory. As
part of the instance creation, db2setup should create symbolic links in the
/home/<db2_instance_owner>/sqllib directory to files under /usr/lpp/db2_07_01.
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Perform the following steps to check whether the symbolic links have been
created:

1. Log in as root.

2. Start a terminal session.

3. Change the directory to /Thome/<db2_instance_owner>/sqllib.
4

. Check whether a number of symbolic links exist pointing to files under
/usr/lpp/db2_07_01.

#1s -1
5. If not, issue the following commands:

# cd /usr/1pp/db2_07_01/cfg
# ./db21n

Check the DB2 release level

Check that DB2 has the correct internal release level to meet WebSphere
requirements:

1. Change to the user <db2_instance_owner>:
# su - <db2_instace_owner>
2. Enter the following command:
$ db2level
This should generate output similar to the following:

DB210851 Instance "db2instl" uses DB2 code release "SQL0O7021" with level
identifier "03020105" and informational tokens "DB2 v7.1.0.43", "s010504"
and "U475375a".

3. Aninternal release level of 7.1.0.43 should be indicated.

Check the DB2 service name
Check the service name recorded in the TCP/IP services file:

1. Open the /etc/services file and locate the entries that have comments
referring to the DB2 instance connection port.

2. Locate the service name in the first column that corresponds to the lower port
number. For example, if the following services were displayed:

db2cdb2instl 50000/tcp # Connection port for DB2 instance db2instl
db2idb2instl 50001/tcp # Interrupt port for DB2 instance db2instl

3. Record the db2cdb2instl service name for later use.

Check the database manager configuration
Check that the service name is recorded in the database manager configuration:
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. Change to the user <db2_instance_owner>:

# su - <db2_instance_owner>
Enter the following command:
$ db2 get dbm cfg | grep SVCENAME

Verify that the SVCENAME value matches the service name recorded above
from the services file. For example, something similar to the following should
be displayed:

TCP/IP Service name (SVCENAME)=db2cdb2instl

If the value does not match, update the database manager configuration
using the following commands:

$ db2 update dbm cfg using svcename <service_name>
$ db2stop
$ db2start

Where <service_name> must be replaced with the service name.

10.4.4 Configure the DB2 server

After the DB2 server installation, a number of configuration tasks must be
performed so that WebSphere is able to use it as the repository for its
administrative database:

294

1.
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Update the root administrative groups.
Update the JDBC level.

Configure the TCP/IP communication mode.
Verify the DB2 environment.

Update the root environment file.

Update the root administrative groups

The DB2 server installation should add the following administrative groups to the
root user:

>

db2asgrp

Perform the following steps to check whether the root account’s administrative
groups have been amended:

1.
2.
3.

Log in as root.
Start a terminal session.
Use the smitty tool to update the root account configuration:

a. Issue the following command:
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# smitty chuser
b. Inthe User NAME field, type root and press Enter.

c. Inthe ADMINISTRATIVE GROUPS field, add db2asgrp to the list of
groups, then press Enter.

d. When the process is complete, press F10 to exit smitty.

Update the JDBC level

IBM WebSphere Application Server V4.0 requires the use of JDBC2.0, whereas
the default installation of IBM DB2 uses JDBC1.2. To update the DB2 JDBC
level, complete the following steps:

1.

Change the user to <db2_instance_owner>:

# su - <db2_instance_owner>

. Add the following content to the end of the <db2_instance_owner> .profile

environment file:

if [ -f /home/<db2_instance_owner>/sqllib/javal2/usejdbc2 ] ; then
. /home/<db2_instance_owner>/sql1ib/javal2/usejdbc2
fi

Configure the TCP/IP communication mode

The DB2 server may need to be reconfigured to use TCP/IP as its primary
communication method:

1.

Change the user to <db2_instance_owner>:
# su - <db2_instance_owner>

Check whether TCP/IP is the current DB2 communication method. The
following command should return a value of tcpip:

$ db2set DB2COMM
If not TCP/IP, reset the DB2COMM DB2 environment variable:
$ db2set DB2COMM=tcpip

Verify the DB2 environment
After the above configuration steps, we need to check that the environment being
set up by the db2profile and usejdbc2 scripts is correct:

1.

Change to the user <db2_instance_owner>:
# su - <db2_instance_owner>

Issue the following command:

# set | grep [Dd][Bb]2
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3. Check that the environment variables in this output match the values in
Table 10-10.

Table 10-10 DB2 server required environment variables

Environment variable | Required value

DB2DIR /ust/lpp/db2_07_01

DB2INSTANCE <db2_instance_owner>

INSTHOME /home/<db2_instance_owner>

LD_LIBRARY_PATH :/home/<db2_instance_owner>/sqllib/lib

LIBPATH <eeeeeni/hOme/<db2_instance_owner>/sqllib/javal2:/home/<

db2_instance_owner>/sqllib/lib

CLASSPATH /home/<db2_instance_owner>/sqllib/function:/home/<db2_i
nstance_owner>/sqllib/javal2/db2java.zip:/home/<db2_inst
ance_owner>/sqllib/java/runtime.zip

PATH <eeeeei/hOme/<db2_instance_owner>/sqllib/javal2:/home/<
db2_instance_owner>/sqllib/bin:/lhome/<db2_instance_own
er>/sqllib/adm:/home/<db2_instance_owner>/sqllib/misc

Update the root environment file

The WebSphere Application Server will be run under root and will require access
to the DB2 environment so that it can access the WebSphere administrative
database. This requires that the root account’s environment .profile be edited to
add the following content at the end of the file.

# Set up DB2 environment for root user.

if [ -f /home/<db2_instance_owner>/sqllib/db2profile ] ; then
. /home/<db2_instance_owner>/sql1ib/db2profile

fi

# Force DB2 to use JDBC 2.0.

if [ -f /home/<db2_instance_owner>/sqllib/javal2/usejdbc2 ] ; then
. /home/<db2_instance_owner>/sql1ib/javal2/usejdbc2

fi

10.4.5 Set up the WebSphere administrative database
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Next, set up a database in DB2 to use as the WebSphere administrative
repository. The database will be populated with WebSphere schema and default
values in a later task.

To set up the WebSphere database, complete the following steps:
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1. Log in as <db2_instance_owner>.

. Create the WebSphere database and configure its heap size to suit
WebSphere requirements:

$ db2 create db wasl
$ db2 update db cfg for wasl using applheapsz 256

Note: Although the repository database created here is called “was1”, any
valid DB2 database name can be used.

. Check that the new database is known to DB2:

$ db2 1ist db directory
This should give output containing the following:

Database 1 entry:

Database alias = WAS1

Database name = WAS1

Database drive = /home/db2instl
Database release level =9.00

Comment =

Directory entry type = Indirect
Catalog node number =0

. In order to access the administrative database via TCP/IP, the DB2 node
must first be cataloged:

$ db2 catalog tcpip node <node_name> remote <local_hostname> server

<service_name>

Important: The <service_name> used to catalog the node must be the
same as the database instance connection port name in the /etc/services
file. The <node_name> chosen can be any valid DB2 node name.

. The administrative database must now be cataloged as part of this TCP/IP
node:

$ db2 catalog db wasl as was at node <node_hostname>

. Check that the database TCP/IP alias is known to DB2:

$ db2 1ist db directory
This should give output containing the following:

Database 2 entry:

Database alias = WAS
Database name = WAS1

Node name = <node_name>
Database release level =9.00
Comment =
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Directory entry type Remote
Catalog node number = -1

7. Verify connection to the local database via TCP/IP:

$ db2 connect to was user <db2_instance_owner> using <db2owner_passwd>
$ db2 disconnect current

where <db2owner_passwd> is the DB2 instance owner password on the local
DB2 server.

Tip: When the DB2 administration account is used to create a new database,
it is automatically granted dba access rights. You only need to specifically
grant access to another user if you plan to access the database from an
account other than <db2_instance_owner>.

10.5 Install the database client

This section provides detailed instructions for installing, configuring, and verifying
IBM DB2 Client for AlX.

The section is organized into the following tasks:

1. Preinstallation tasks.

Install the DB2 client.

Verify the DB2 client installation.

Configure the DB2 client.

ok~ DN

Set up access to the remote WebSphere administrative database.

10.5.1 Preinstallation tasks
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Prior to installing the IBM DB2 client, the following checks and tasks need to be
completed:

1. Check the paging space.
2. Check the filesystem free space.

Check the paging space
There must be a minimum of 128 MB of paging space. By default, the AIX

configuration assistant will suggest that you create a paging file twice the size of
the RAM in your system.

1. Log in as root.

2. Start a terminal session.
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Display the paging space:
# 1sps -a

If the total active paging space is not greater than 128 MB, increase the
paging space.

Check the filesystem free space
The filesystems listed in Table 10-11 need to be checked to ensure you have
sufficient free space available to install DB2 and WebSphere.

Table 10-11 Filesystem free space requirements

Filesystem mount point Recommended blocks of
free space...

/ 100,000

/home 150,000

/usr 1,000,000

1.

Before increasing a filesystem’s size, view the existing free space by using
the df command.

# df

Calculate the size required:

new_size = current_size + (desired_free_space - free_space)
Increase the size:

# chfs -a size='<new_size>' /<file_system_mount_point>

10.5.2 Install the DB2 client

In order to install the DB2 client for AIX, perform the following steps:

1.
2.
3.

Log in as root.
Start a terminal session.

Load the IBM DB2 Universal Database, Enterprise Edition for AIX CD-ROM
into the CD-ROM drive and mount the CD.

# mount -r -v cdrfs /dev/cd0 /mnt
Start the DB2 installer program:

# cd /mnt
# ./db2setup

In the Install DB2 window, select only the following option, then highlight OK
and press Enter.
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— DB2 Administration Client

6. In the Create DB2 Services window, select the Create a DB2 Instance
option, highlight OK and press Enter.

7. In the DB2 instance authentication window, enter the following:
— User Name: <db2_instance_owner>
In the test environment we used a <db_instance_owner> of db2inst1.
— UserID: <use default UID>
— Group Name: db2iadml
— Group ID: <use default GID>
— Home Directory: /home/<db2_instance_owner>
— Password: <user_password>

— Verify Password: <user_password>

Important: The DB2 installer uses the above information to
automatically perform the following operations:

» Creates a group db2iadml
» Creates a user <db2_instance_owner> with primary group db2iadm1

» Sets <db2_instance_owner> password to <user_password> value. The
password used must meet DB2 requirements: eight characters or less

%Kk wn

and not containing the characters “<“ or “>”".

» Changes the ownership (owner:group) of the
/home/<db2_instance_owner> directory to be
<db2_instance_owner>:db2iadm1

8. Highlight OK and press Enter.
9. Highlight OK and press Enter.

10.The Summary Report window is displayed, listing the product components to
be installed. Highlight Continue and press Enter.

11.A window appears indicating that this is your last chance to stop. highlight OK
and press Enter.

12.The db2setup program installs the selected components. Depending on the
speed of your processor, this can take up to 15 minutes.

13.When the install completes, a notice window informs you whether the
installation was successful. Highlight OK and press Enter.

14.Scan the Status Report to ensure that all components were installed
successfully. Highlight OK and press Enter.
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15.In the DB2 Installer window, highlight Close and press Enter.

16.A window appears asking Do you want to exit the DB2 Installer? Highlight OK
and press Enter.

17.The DB2 installation is now complete.
18.Unmount the CD-ROM:

# cd/
# umount /mnt

10.5.3 Verify the DB2 client installation

To verify the DB2 client installation, complete the following tasks:
1. Check the home directory permissions.

2. Check the DB2 instance owner profile.

3. Check the DB2 instance symbolic links.

4. Check the DB2 release level.

Check the home directory permissions

Check that the home directory ownership has been correctly set up by the
db2setup program, as listed in Table 10-12.

Table 10-12 DB2 home directory required ownership

Home directory path Owner Group Permissions

/home/<db2_instance_owner | <db2_instance_owner db2iadm1 drwxr-sr-x
> >

Check the DB2 instance owner profile

The DB2 client installation should set up the .profile environment file of the
<db2_instance_owner> so that the DB2 environment is set up when the user
logs in.

1. The following content should have been added to .profile:

if [ -f /home/<db2_instance_owner>/sql1ib/db2profile ]; then
. /home/<db2_instance_owner>/sql1ib/db2profile
fi

2. If not present, manually edit the <db2_instance_user> .profile file to add the
above content.
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Check the DB2 instance symbolic links

The DB2 client installation automatically creates a DB2 instance
<db2_instance_owner> under the /home/<db2_instance_owner> directory. As
part of the instance creation, db2setup should create symbolic links in the
/home/<db2_instance_owner>/sqllib directory to files under /usr/lpp/db2_07_01.

Perform the following steps to check whether the symbolic links have been
created:
1. Change the directory to /home/<db2_instance_owner>/sqllib.

2. Check whether a number of symbolic links exist pointing to files under
/usr/lpp/db2_07_01.

#1s -1
3. If not, issue the following commands:

# cd /usr/1pp/db2_07_01/cfg
# ./db21n

Check the DB2 release level

Check that DB2 has the correct internal release level to meet WebSphere
requirements:

1. Change to the user <db2_instance_owner>:
# su - <db2_instance_owner>
2. Enter the following command:
$ db2level
This should generate output similar to the following:

DB210851 Instance "db2instl" uses DB2 code release "SQL0O7021" with level
identifier "03020105" and informational tokens "DB2 v7.1.0.43", "s010504"
and "U475375a"

3. Aninternal release level of 7.1.0.43 should be indicated.

10.5.4 Configure the DB2 client

After the DB2 client installation, a number of configuration tasks must be
performed so that WebSphere is able to use it as the repository for its
administrative database:

1. Update the JDBC level.

2. Configure the TCP/IP communication mode.
3. Verify the DB2 environment.

4. Update the root environment file.

302  IBM WebSphere V4.0 Advanced Edition Handbook



Update the JDBC level

IBM WebSphere Application Server V4.0 requires the use of JDBC2.0, whereas
the default installation of IBM DB2 uses JDBC1.2. To update the DB2 JDBC
level, complete the following steps:

1.

Change to the user <db2_instance_owner>.

# su - <db2_instance_owner>

. Add the following content to the end of the <db2_instance_owner> .profile

environment file:

if [ -f /home/<db2_instance_owner>/sqllib/javal2/usejdbc2 ] ; then
. /home/<db2_instance_owner>/sql1ib/javal2/usejdbc2
fi

Configure the TCP/IP communication mode

DB2 may need to be reconfigured to use TCP/IP as its primary communication
method:

1.

Change to the user <db2_instance_owner>:
# su - <db2_instance_owner>

Check whether TCP/IP is the current DB2 communication method. The
following command should return a value of tcpip:

§ db2set DB2COMM
If not TCP/IP, reset the DB2COMM DB2 environment variable:
$ db2set DB2COMM=tcpip

4. Exit back to root shell.

5. Edit the /etc/services file to add the following entry:

db2cdb2instl 50000/tcp # Connection port for remote DB2 instance db2instl

Verify the DB2 environment
After the above configuration steps, we need to check that the environment being
set up by the db2profile and usejdbc2 scripts is correct:

1.

Change to the user <db2_instance_owner>:
# su - <db2_instance_owner>

Issue the following command:

# set | grep [Dd][Bb]2

Check that the environment variables in this output match the values in
Table 10-10 on page 296.
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Update the root environment file

The WebSphere Application Server will be run under root and will require access
to the DB2 environment so that it can access the WebSphere administrative
database. This requires that the root account’s environment .profile be edited to
add the following content at the end of the file.

# Set up DB2 environment for root user.

if [ -f /home/<db2_instance_owner>/sqllib/db2profile ] ; then

. /home/<db2_instance_owner>/sql1ib/db2profile
fi

# Force DB2 to use JDBC 2.0.

if [ -f /home/<db2_instance_owner>/sqllib/javal2/usejdbc2 ] ; then
. /home/<db2_instance_owner>/sql1ib/javal2/usejdbc2

fi

10.5.5 Set up access to the remote administrative database

The following steps set up access to the WebSphere Application Server
repository database hosted on a remote DB2 server:

1. Change to the user <db2_instance_owner>:
# su - <db2_instance_owner>

2. In order to access the administrative database via TCP/IP, the DB2 node
must first be cataloged:

$ db2 catalog tcpip node <node_name> remote <remote_hostname> server

<service_name>

Important: The <service_name> used to catalog the remote node must be
the same as the database instance connection port name added to the
/etc/services file. The <node_name> chosen can be any valid DB2 node
name.

3. The administrative database must now be cataloged as part of this TCP/IP
node:

$ db2 catalog db wasl as was at node <node_hostname>

4. Check that the database TCP/IP alias is known to the DB2 client:
$ db2 1ist db directory
This should give output containing the following:

Database 2 entry:

Database alias = WAS
Database name = WAS1
Node name = <node_name>
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Database release level =9.00
Comment =
Directory entry type Remote

Catalog node number -1
5. Verify the connection to the remote database via TCP/IP:

$ db2 connect to was user <dbw_instance_owner> using <db2owner_passwd>
$ db2 disconnect current

10.6 Install WebSphere Application Server

This section provides detailed instructions for installing, configuring, and verifying
WebSphere Application Server V4.0, Advanced Edition for AIX.

The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install WebSphere.

3. Verify the WebSphere installation.

10.6.1 Preinstallation tasks

Prior to installing IBM WebSphere Application Server V4.0, the following checks
and tasks need to be completed on the WebSphere server machine:

1. Check that IP ports are unused.
2. Stop the Web server processes.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing active services that use the following IP ports
on the server:

— 900 (bootstrap port)

— 9000 (Location Service Daemon)

— 9080 (default application server)

We suggest using the following command for this task:
# netstat -an | grep LISTEN

Chapter 10. AlX installation steps 305



Stop the Web server processes

The IBM HTTP Server process must be stopped while WebSphere is installed.
The WebSphere installation changes the httpd.conf configuration file as part of
the Web server plug-in component installation.

1. Log in as root on the IBM HTTP Server machine.
2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl stop

10.6.2 Install WebSphere

306

To install IBM WebSphere Application Server V4.0, Advanced Edition using the
GUl installer interface, complete the following steps on the WebSphere server
machine:

Tip: The WebSphere installer (install.sh) also provides a non-GUI scripted or
“silent” mode of operation. See 10.10, “Install WebSphere Application Server -
silent mode” on page 324 for details.

1. Log in as root.
2. Start a terminal session.

3. Load the IBM WebSphere Application Server V4.0, Advanced Edition
CD-ROM into the CD-ROM drive and mount the CD.

# mount -r -v cdrfs /dev/cd0 /mnt
4. Change the directory to the installation root.
5. Ensure the DISPLAY and TERM environment variables are properly set.
6. Run the install.sh installation script:
# ./install.sh
7. In the Welcome window, click Next.

8. In the Installation Options window, select Custom Installation and click
Next.

9. In the Choose Application Server Components window, choose all options
except IBM HTTP Server, then click Next.
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Important: Although not listed in the Application Server Components window,
the IBM JDK 1.3.0 is automatically installed under the WebSphere installation
directory. There is no need to separately install a JDK for use by:

» WebSphere Application Server
» Web server plug-ins

10.In the Choose Webserver Plugin window, choose only the IBM HTTP Server
Plugin, then click Next.

11.In the Database Options window, shown in Figure 10-2 on page 308, enter
the following then click Next:

— Database Type: DB2
— Database Name (Database SID): <was database alias>

Enter the DB2 TCP/IP alias of the WebSphere administrative database, as
created in 10.4.5, “Set up the WebSphere administrative database” on
page 296.

— DB Home: /home/<db2_instance_owner>

— Database User ID: <db2_instance_owner>
— Database Password: <db2owner_password>
— Remote DB: leave unselected

Note: Whether the DB2 database is local or remote, in our test
environment we configure the DB2 client to access the database through a
catalog alias. Under these conditions, the Remote DB setting should not be
selected.
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Figure 10-2 Specify DB2 database connection settings

12.In the Select Destination Directory window, shown in Figure 10-3, accept the
default location for the WebSphere Application Server. Click Next to continue.
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webSphere Application Server Destination Directory
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< Back | Mext = | Cancel

Figure 10-3 Specify the WebSphere destination directory

13.In the Install Options Selected window, check that the correct components
have been selected. If yes, click Install to start the installation.

14.In the Location of Configuration Files window, enter the path to the IBM HTTP
Server configuration file (httpd.conf), then click Next.

15.In the Setup Complete window, click Finish. The installation of the
WebSphere Application Server is now complete.

10.6.3 Verify the WebSphere installation

In order to verify the installation of IBM WebSphere Application Server V4.0,
Advanced Edition, the following tasks must be completed in order:

1. Check the installation log.

Check the admin.config settings.

Check the Web server configuration file changes.
Start the WebSphere administrative server processes.
Start the WebSphere Default Server.

Regenerate the Web server plug-in settings.

N o o 0D

Restart the Web server processes.
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8. Verify the Web server plug-in configuration.

Check the installation log

Check that the installation log <WAS_HOME>/T1ogs/install.log does not contain
any errors.

Check the admin.config settings
To check the admin.config settings, perform the following steps:

1. Check that the repository database settings are correct for the database type
(DB2), instance (was) and user ID (<db2_instance_owner>) used in our test
environment:

com.ibm.ejs.sm.adminServer.dbdataSourceClassName=COM. ibm.db2. jdbc.DB2Connec
tionPoolDataSource

com.ibm.ejs.sm.adminServer.dbserverName=
com.ibm.ejs.sm.adminServer.dbportNumber=
com.ibm.ejs.sm.adminServer.dbdatabaseName=<was database alias>
com.ibm.ejs.sm.adminServer.dbuser=<db2_instance_owner>
com.ibm.ejs.sm.adminServer.dbpassword=<db2owner_password>
com.ibm.ejs.sm.adminServer.dbdisable2Phase=true

2. Check the DB2 path-related parameter listed in Table 10-13.
Table 10-13 DB2-related paths required in admin.config

Parameter Must contain path...

com.ibm.ejs.sm.util.process.Nanny.admin | <db2_install_path>/sqllib/javal2/db2java.
ServerdJvmArgs zip

3. Check that the WebSphere schema and initial configuration (for example,
Default Server) will be written to the repository database on startup, as listed
in Table 10-14.

Table 10-14 Required schema creation and initial configuration flags

Parameter Required value...
com.ibm.ejs.sm.adminServer.create Tables true
install.initial.config true

Check the Web server configuration file changes
To check the Web server configuration file changes, complete the following
steps:

1. Check that the following required settings have been added to the IBM HTTP
Server configuration file (httpd.conf) as a result of the WebSphere installation:
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LoadModule ibm_app_server_http_module
/usr/WebSphere/AppServer/bin/mod_ibm_app_server_http.so
WebSpherePluginConfig /usr/WebSphere/AppServer/config/plugin-cfg.xml
AddModule mod_app_server_http.c

2. If not, manually add the above lines to the end of the httpd.conf file and save
the changes.

Start up the WebSphere administrative server processes

The WebSphere administrative server needs to be started in order to test the
installation as well as the connectivity between WebSphere and the WebSphere
administrative database hosted in DB2:

1. Log in as root.
2. Start a terminal session.

3. Run the WebSphere administrative server by issuing the following
commands:

# cd <WAS_HOME>/bin
# ./startupServer.sh

4. The startup of WebSphere administrative server is successful if the following
conditions are met:

a. There are no administrative server error logs in <WAS_HOME>/logs with
names that start with __adminServer.

b. The last line of the <WAS_HOME>/logs/tracefile file is similar to the
following:

[01.07.05 11:28:01:591 EDT] 7dafee92 Server A WSVR0023I: Server
__adminServer open for e-business

Start up the WebSphere Default Server

The WebSphere installation sets up a default application server (Default Server)
in the WebSphere administrative domain. We use this application server and its
Web applications to verify that the WebSphere installation is working correctly.

To start up the Default Server, perform the following steps:

1. Run the WebSphere Administrative Console by issuing the following
commands:

# cd <WAS_HOME>/bin
# ./adminclient.sh

2. Right-click the Default Server under the <hostname> node and select Start
from the pop-up menu.
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3. The Default Server has been successfully started if the following conditions

are met:

a. The administrative console event messages pane (shown in Figure 10-4)
shows the following messages:

Transport http Tistening on port 9,080.
Command “Default Server.start” completed successfuly.

b. The last line of the <WAS_HOME>/logs/Default_Server_stdout.log file is

similar to the following:
[01.07.03 11:55:03:103 EDT] 7c6ffld3 Server A WSVR0023I: Server
Default Server open for e-business

= EE

Console View Toaols Help

©lo@v|x@| %

= 5 webSphere Administrative Domain
[ virtual Hosts
2 Server Groups
=l 2 Nodes
=@
[=I B2 Application Servers
= B9 Default Server

[ Generic Servers
(3 Enterprise Applications
[+ E2 Resources

[+

Marme

[ Application Servers
JE2 Generic Servers

Node name:

‘| [ General | JM8 Providers | URL Providers [ JDEC Providers [J2C Adapters |
2 Installed EJE Madules |

2 Installed Web Modules| -

10/27/01 1... SRYEQL7 1l Transport hip

E 10727701 1. SRWEDLG91: Loading Web Module; Dermo.

is listening on port 9,080,

=
E  10/27/01 1. WSVRO023|: Server Default Server open for e-business
B 10/27/01 1. Command "Default Server start" completed successfully.

com.ibrm. servlet. engine. Servlet...
com.ibrm.servlet.engine. htp 11,
corn.ibm.ws. runtime. Seryer

Figure 10-4 Successful startup of Default Server application server

4. Verify that the Default Server Web container has been properly installed and
configured by accessing its servlets through the Web server “embedded”
within the WebSphere V4.0 Web container:

a. Using a Web browser, request the following URL:

http://<hostname>:9080/servlet/snoop
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A window similar to the one shown in Figure 10-5 should be displayed in
your browser.

+*;5— Snoop Servlet - Netscape

File Edit WYiew Go Communicator Help

e P A A e om o & O

Back Fopward Reload Home Search  Metzcape Frint Security Shop
g W'thookmarks A Location: [T orlig @'W’hat's Related
v ﬁlnstantMessage wi'ebid ail Calendar Radio People ‘rellow Pages Drowr

Snoop Servlet - Request/Client jl
Information

Requested URL.:

ihttp:ﬂits ohostitzo.tbin com 2080 servletisnoop

Servlet Name:

[
jsnoop

NP o
e == [pacument: Done B ik 4l N %

Figure 10-5 Snoop servlet accessed through embedded Web server

b. Using a Web browser, request the following URL:
http://<hostname>:9080/webapp/examples/showCfg
Note: The embedded Web server is a new feature introduced with

WebSphere V4.0. In previous releases, a stand-alone Web server was
required in order to access any resource hosted in WebSphere.

5. Close the WebSphere Administrative Console.

Regenerate the Web server plug-in settings

Before the Default Server can be accessed from a stand-alone Web server (such
as IBM HTTP Server) the Web server plug-in settings file
<WAS_HOME>/config/plugin-cfg.xml must be regenerated to reflect the following
settings used by the Web server plug-in:

» Virtual host settings
» Application Server transports
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» Web container URIs

Perform the following steps:
1. Log in as root.
2. Start a terminal session.

3. Run the WebSphere Administrative Console by issuing the following
command:

# cd <WAS_HOME>/bin
# ./adminclient.sh

4. Right-click the node <hostname> that contains the Default Server application
server and select Regen Webserver Plugin from the pop-up menu, as
shown in Figure 10-6.

|

Consaole View Tools Help

@l xE|
= % webSphere Administrative Domain
2 Yinual Hosts :|&2 Application
2 Server Groups |82 Generic Seny
= B2 Nodes :
SY T i
E D %Jp Stop ..................
=i eneral | JM$
o Force Stop wneral | JMS
g Restart Node name:
2 Gene
B2 Enterprise stop for restart
B2 Resources )
Ping
Trace...

Regen Webserver Plugin 3

Praperties

| D —
Figure 10-6 Regenerate Web server plug-in settings

Tip: WebSphere provides a command-line tool that can be used to regenerate
the Web server plug-in configuration without having to run the WebSphere
Administrative Console:

<WAS_HOME>/bin/GenPluginCfg.sh -adminNodeName <hostname>

5. Check that the content of the <WAS_HOME>/config/plugin-cfg.xml file has
been updated to include the URIs of servlets contained within Default Server.
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Tip: The plug-in regeneration command generates a <Server> element for the
Default Server that contains a ClonelD attribute:

<Server CloneID="stsul7n0" Name="Default Server">
<Transport Hostname="1itsohost" Port="9080" Protocol="http"/>
</Server>

In a non-cloned environment this attribute can be removed, resulting in
performance improvements in the Web server plug-in.

Restart the Web server processes
The IBM HTTP Server process must be restarted before the Web server plug-in
configuration can be tested.

1. Log in as root.
2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl restart

Verify the Web server plug-in configuration

The Web server plug-in configuration can be verified by requesting a servlet
through the Web server that has already been successfully requested through
the Web container's embedded Web server:

1. Using a Web browser, request a servlet URL such as:
http://<web_server_hostname>/serviet/snoop
or:

http://<web_server_hostname>/webapp/examples/showCfg

10.7 Install the WebSphere plug-in on a remote Web
server

This section provides detailed instructions for installing, configuring, and verifying
the WebSphere HTTP plug-in on a remote Web server.

The section is organized into the following tasks:
1. Preinstallation tasks.
2. Install the WebSphere plug-in.
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3. Verify the WebSphere plug-in installation.
4. Configure for a remote WebSphere plug-in.
5. Verify the remote plug-in installation.

10.7.1 Preinstallation tasks

The plug-in installation updates the httpd.conf configuration file, so the IBM
HTTP Server processes on the Web server machine must be stopped before
installing the plug-in.

To stop the IBM HTTP Server processes:

1. Log in as root.

2. Start a terminal session.

3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl stop

10.7.2 Install the WebSphere plug-in

To install the WebSphere plug-in, complete the following steps on the Web
server machine:

1. Log in as root.
2. Start a terminal session.

3. Load the IBM WebSphere Application Server V4.0, Advanced Edition
CD-ROM into the CD-ROM drive and mount the CD.

# mount -r -v cdrfs /dev/cd0 /mnt
4. Change the directory to the installation root.
5. Ensure that the DISPLAY and TERM environment variables are correctly set.
6. Run the install.sh installation script:
# ./install.sh
7. In the Welcome window, click Next.

8. In the Installation Options window, select Custom Installation and click
Next.

9. In the Choose Application Server Components window, choose only the
WebServer Plugins option, then click Next.
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Important: Although not listed in the Application Server Components window,
the IBM JDK 1.3.0 is automatically installed under the WebSphere installation
directory. There is no need to separately install a JDK for use by the Web
server plug-in.

10.In the Choose Webserver Plugin window, choose only the IBM HTTP Server
Plugin, then click Next.

11.In the Database Options window, accept the defaults and click Next. None of
the database settings are actually used by the Web server plug-in.

12.In the Select Destination Directory window, accept the default and click Next.

Note: Components installed under <plugin_install_path> by the plug-in
installation include:

» Web server plug-in libraries.

» Plug-in configuration file (example).

» Plug-in certificate keystore (example).
» |IBM JDK 1.3.0.

13.In the Install Options Selected window, check that the selected components
are correct. If yes, click Install to start the installation.

14.In the Location of Configuration Files window, enter the path to the IBM HTTP
Server configuration file (httpd.conf), then click Next.

15.In the Setup Complete window, click Finish. The installation of the
WebSphere plug-in is now complete.

10.7.3 Verify the WebSphere plug-in installation

In order to verify the installation of the WebSphere HTTP plug-in, the following
tasks must be completed on the Web server machine:

1. Check the Web server configuration file changes.

Check the Web server configuration file changes

To check that required settings have been added to the IBM HTTP Server
configuration file (httpd.conf), follow the steps described in “Check the Web
server configuration file changes” on page 310.
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10.7.4 Configure for a remote WebSphere plug-in

318

In order to support requests from a WebSphere HTTP plug-in installed on a
remote Web server, the following tasks must be performed:

1. Configure the WebSphere virtual host.

2. Regenerate the Web server plug-in settings.
3. Copy the plug-in settings to remote server.
4. Restart the Web server.

Configure the WebSphere virtual host

To map requests from the remote Web server to the required virtual host,
complete the following steps:

1. Log in as root on the WebSphere server machine.
2. Start a terminal session.

3. Run the WebSphere Administrative Console by issuing the following
commands:

# cd <WAS_HOME>/bin
# ./adminclient.sh

4. Select the Virtual Hosts folder in the tree pane of the administrative console.
5. In the details pane, select the default_host virtual host.

6. Add three new entries to the Host Aliases list of the default_host virtual host,
as shown in Figure 10-7:
<Web server hostname>:<port#>

<Web server hostname.domain.com>:<port#>
<Web server IP address>:<port#>
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Figure 10-7 Add required aliases to virtual host

7. Click Apply to save changes.

Important: Always remember to click the Apply button when changing
settings with the administrative console. Failure to do so will result in all
changes being lost, even if you just click into another resource in the
console.

8. Restart each of the application servers that are associated with this virtual
host.

Regenerate the Web server plug-in settings
To regenerate the Web server plug-in settings:

1. Follow the steps described in “Regenerate the Web server plug-in settings” on
page 313.
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2. Check that the content of the <WAS_HOME>/config/plugin-cfg.xml file has
been updated to include the remote Web server's hostname amongst the
virtual hosts settings.

Copy the plug-in settings to the remote server
Next the regenerated Web server plug-in settings must be copied to the remote
Web server:

1. Copy the <WAS_HOME>/config/plugin-cfg.xml file from the WebSphere
server machine across to the <WAS_HOME>/config directory on the remote
Web server machine.

Important: WebSphere and the WebSphere HTTP plug-in can have different
installation paths on the two servers. However, for simplicity and to reduce
editing of the plugin-cfg.xml file, we recommend that the plug-in installation
use the same path as the full WebSphere installation.

Restart the Web server

Restart the Web server if you want it to load the new plug-in settings
immediately, or wait until the plug-in dynamically reloads.

1. Log in as root on the IBM HTTP Server machine.
2. Start a terminal session.
3. Restart the Web server by issuing the following commands:

# cd <http_server_install_path>/bin
# ./apachectl restart

10.7.5 Verify the remote plug-in configuration

320

In order to verify the configuration of the WebSphere HTTP plug-in installed on a
remote Web server, the following tasks must be performed:

1. Check the plug-in logs.
2. Test the connection to WebSphere.

Check the plug-in logs
To check the plug-in logs, complete the following steps:

1. The location of the WebSphere HTTP plug-in’s log is specified by the <Log>
element of the plugin-cfg.xml configuration file. By default, this is set to the
following:

<Log LoglLevel="Warning" Name="<plugin_install_path>/logs/native.log"/>
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2. Check the contents of this log file. If the plug-in has been correctly configured,
then the following lines will be written to the end of the file:

[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN: Plugins Tloaded.
[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN:

[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN: Bld date: Aug 9
2001, 05:40:32

[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN: Webserver:
IBM_HTTP_SERVER/1.3.19 Apache/1.3.20 (Unix)

[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN: Hostname = itsohost
[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN: NOFILES = hard:
INFINITE, soft: 2000

[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN: MAX COREFILE SZ =
hard: INFINITE, soft: 1073741312

[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN: DATA = hard:
INFINITE, soft: 134217728

[Tue Jul 03 11:45:03 2001] 0000634e 00000001 - PLUGIN:

Note: See Appendix C, “The plugin-cfg.xml file definitions” on page 1071 for
more details.

Test the connection to WebSphere

To test the remote Web server connection to WebSphere, complete the following
steps:

1. Using a Web browser, request the following URL:
http://<Web server hostname>/serviet/snoop

2. If both the Web server and WebSphere have been correctly configured to
support remote HTTP plug-in access, then a window similar to Figure 10-8
will be obtained.
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Figure 10-8 Request handled through remote HTTP plug-in

10.8 Install the new WebSphere node into an existing
domain

This section provides detailed instructions for installing, configuring, and verifying
a new WebSphere node into an existing WebSphere V4.0 administrative domain.

The section is organized into the following tasks:
1. Preinstallation tasks.

2. Install the WebSphere.

3. Verify the WebSphere installation.

10.8.1 Preinstallation tasks

Prior to installing the new WebSphere node, complete the basic preinstallation
tasks specified in 10.6.1, “Preinstallation tasks” on page 305.
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Important: This section assumes that the IBM HTTP Server and DB2 client
(in place of the DB2 server) are both already installed and configured on the
server on which you will be installing this new WebSphere node.

10.8.2 Install WebSphere

To install the new WebSphere node into an existing WebSphere domain,
complete the basic installation tasks specified in 10.6.2, “Install WebSphere” on
page 306, except for the following:

1. In the Database Options window, specify:
— Database Name: specify DB2 TCP/IP alias to the remote database.

— Path: specify the installation path of the DB2 client instance (this should be
automatically detected and presented as the default).

— Remote Database: leave this unselected. The DB2 client will be
configured to present a “local” alias to the remote DB2 database. See
10.5, “Install the database client” on page 298 for details.

10.8.3 Verify the WebSphere installation

In order to verify the new WebSphere node installed into an existing WebSphere
domain, complete the basic verification tasks specified in 10.6.3, “Verify the
WebSphere installation” on page 309, except for the following:

1. For each new node sharing an existing administrative database, ensure the
database tables are not created and the default resources are not installed a
second time. Edit the <WAS_HOME>/bin/admin.config file and set the values
of the following settings as shown:

install.initial.config=false
com.ibm.ejs.adminServer.createTables=false

10.9 Configure the WebSphere HTTP transport for SSL

See 9.9, “Configure WebSphere HTTP transport for SSL” on page 245 for a
description of how to configure a WebSphere HTTP transport to use SSL
encryption. Apart from file system path changes, the method used on the each
platform is the same.

Chapter 10. AlX installation steps 323



Note: To execute the Key Management Utilities on the AlX platform, perform
the following steps:

1. To start the WebSphere IBM Key Management Utility:
a. Log in as root on the WebSphere server machine.
b. Start a terminal session.
c. Execute the following commands:

# cd <WAS_HOME>/bin
# ./ikeyman.sh

2. To start the Web server IBM Key Management Utility:
a. Login as root on the IBM HTTP Server machine.
b. Start a terminal session.
c. Execute the following commands:

# JAVA_HOME="/usr/jdk_base” ; export JAVA HOME
# cd /usr/bin
# ./gsk5ikm

10.10 Install WebSphere Application Server - silent
mode

This section describes how to install WebSphere Application Server V4.0,
Advanced Edition using the non-interactive, or silent, mode. To complete a silent
installation, you will use the default response file or create a customized one,
then execute the installation script for WebSphere Application Server, supplying
the response file as a command-line parameter.

These instructions assume the following:
» Your machine has sufficient memory and disk space for your installation.
» You have installed and configured a database.

» You do not have a previous version of WebSphere Application Server already
installed on this machine. If you do have a previous version of WebSphere
Application Server already installed, do not follow these instructions. Instead,
see Chapter 25, “Migration” on page 1031.

» If you are using IBM HTTP Server as your Web server, you will install it at the
same time and onto the same node as you install WebSphere Application
Server. If you are using another supported Web server with WebSphere
Application Server, you have already installed it onto the same node as
WebSphere Application Server.
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Note: IBM HTTP Server is supplied with WebSphere Application Server. If
you plan to use a different Web server, you must purchase it and install it
separately. It is recommended that the Web server be installed before
WebSphere Application Server.

10.10.1 Using the default response file

A default response file, named install.script, is supplied with WebSphere
Application Server. You can use this default response file to install WebSphere
Application Server using the default options, or as a template for creating a
customized response file.

If you use the default response file to install WebSphere Application Server using
the default options, the following software and other resources are installed:

» IBM Java 2 Software Developer's Kit (SDK) 1.3.0

» IBMHTTP Server 1.3.19

» IBM WebSphere Application Server V4.0

» WebSphere Application Server application samples

» Documentation in U.S. English

Note: All products except IBM HTTP Server are installed into the directory
/usr/WebSphere/AppServer. IBM HTTP Server is installed into the directory
/usr/HTTPServer. In addition, WebSphere Application Server is configured for
use with IBM HTTP Server when you use the default response file.

10.10.2 Using a customized response file

The default response file can also be used as a template for creating a
customized response file. The default response file can be edited to enable the
configuration of WebSphere Application Server with a different supported Web
server or database, or to install the products in a different directory. Detailed
comments within the default response file guide you through the installation and
configuration options available for performing a silent installation.

10.10.3 Performing a silent installation

Perform the following steps to create a customized response file (if desired) to
install WebSphere Application Server. These instructions assume that the
installation is being performed from the product CD-ROM:

1. Ensure that you are logged into the machine with superuser (root) privileges.
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. If a Web server is running on your system, stop the Web server. If you plan to

install IBM HTTP Server 1.3.19 as part of the WebSphere Application Server
installation and you have a level of IBM HTTP Server prior to 1.3.19 on your
system, you must uninstall it for the WebSphere Application Server
installation program to install IBM HTTP Server 1.3.19.

3. Ensure that the DISPLAY and TERM environment variables set correctly.
4. Insert the IBM WebSphere Application Server V4.0, Advanced Edition

CD-ROM into the CD-ROM drive. The following steps assume that you have
already created and properly configured a CD-ROM mount point (for
example, /mnt). If you have not already done so, refer to your AIX operating
system documentation for more information.

. Invoke SMIT for mounting a file system by entering the following command:

# smitty mountfs

a. With the cursor in the FILE SYSTEM name field, press F4, and then
choose the appropriate CD-ROM file system that you want to mount.

b. In the DIRECTORY over which to mount field, type the name of the mount
point for the CD-ROM (these instructions assume you are using the /mnt
mount point).

c. With the cursor in the TYPE of file system field, press F4, and then choose
the cdrfs option.

d. Verify or change the entries in the remaining fields, depending on how you
want to mount the CD-ROM, and then click Return. SMIT mounts the
CD-ROM as a file system. When the process is complete, exit from SMIT.

6. Navigate to the /mnt directory.
7. Ensure that you are in the /mnt directory and create a copy of the default

response file by using the cp command, as follows:
# cp install.script <new_install.script>

In this command, <new_install.script> represents the full path name of the
copy of the default response file you are creating (for example,
/tmp/my_install.script). The name of your response file must have a .script
extension.

. If you plan to install WebSphere Application Server by using the default

options included in the default response file, proceed to the next step.

If you plan to use the default response file as a template for creating a
customized response file, perform the following steps:

a. Use a text editor to open your copy of the default response file,
<new_install.script>.
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b. Use the detailed comments throughout the file to help you select the
appropriate options for your WebSphere Application Server installation.

c. Save the changes that you have made to the customized response file.

9. Run the installation script by using the following commands. The install.sh
script uses the response file to install the components and options that you
have selected. The variable <new_install.script> represents the full path
name of the copy of the default response file or the customized response file
that you have created. (for example, /tmp/new_install.script).

# ./install.sh -silent -responseFile <new_install.script>

If you choose to install the plug-in for IBM HTTP Server, the installation
process checks if you have the correct version of the Web server on your
machine. If you do not have IBM HTTP Server installed on your machine, the
installation process performs one of the following actions based on whether
you have indicated in your response file to install IBM HTTP Server:

— If you indicated in your response file that you do want to have IBM HTTP
Server installed, the installation process installs the plug-in for it.

— If you indicated in your response file that you do not want to have IBM
HTTP Server installed, the script exits without installing the plug-in.

10.After installation is complete, refer to the log file named install.log located in
the /tmp directory to determine if the silent installation was successful. A copy
of this file also exists in the directory <WAS_HOME>/logs.

11.Unmount the CD-ROM before removing it from the CD-ROM drive by using
the umount command, as follows:

# umount /mnt

12.If you installed IBM HTTP Server as part of the WebSphere Application
Server silent installation, you might need to configure it. Perform the following
steps to verify that the IBM HTTP Server is installed correctly:

a. Ensure that the Web server is running or start it by entering the following
command:

# /usr/HTTPServer/bin/apachectl start

b. Start a Web browser and type the name of the host machine as the URL
(http://host_machine). If you see the Welcome to the IBM HTTP Server
Web page, the server has been installed correctly.

See the “Using silent installation on AlX “ article in the InfoCenter for further
details.
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11

Solaris installation steps

This chapter provides detailed procedures for installing, configuring, and
verifying a number of the scenarios described in Chapter 8, “Installation
approach” on page 127, for an environment consisting of the following
components:

» Operating system - Solaris 2.7
» Database server - Oracle 8i Server
» Web server - Netscape iPlanet Web Server

v

Application server - WebSphere Application Server V4.0, Advanced Edition

The procedures described are intended to be used as working examples in
conjunction with the product installation guides for all the possible values that
may be unique within your runtime environment. This chapter is organized into
the following sections:

» Planning

» Install Solaris

» Install the Web server

» Install the database server

» Install the database client

» Install WebSphere Application Server V4.0, Advanced Edition
» Install the WebSphere plug-in on the remote Web server

© Copyright IBM Corp. 2002 329



11.1

>

>

Install a new WebSphere node into an existing domain

Install WebSphere Application Server - silent mode

Planning

This section defines the hardware and software used within the Solaris
environment to test a number of different WebSphere Application Server V4.0
configuration scenarios.

11.1.1 Hardware and software prerequisites
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WebSphere Application Server V4.0, Advanced Edition has the following
hardware and software requirements.

Hardware

>

>

>

>

>

250 MB diskspace (minimum) for WebSphere Application Server
1160 MB diskspace (minimum) for Oracle 8i Server Enterprise Edition
350 MB diskspace (minimum) for Oracle 8i Client

130 MB diskspace (minimum) for Netscape iPlanet Web Server

At least 400MB swap space, or twice the physical RAM size, whichever is
greater.

Software

>

Solaris 2.7 or 2.8 + prerequisites (see 11.2, “Install Solaris” on page 337 for
Solaris 2.7).

IBM WebSphere Application Server V4.0, Advanced Edition
Oracle 8i Release 3 (8.1.7) for Solaris

Netscape iPlanet Web Server 4.1

Netscape Communicator V4.61 or higher
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Note: For further details on requirements, see the following documentation:

1. WebSphere -

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

2. Oracle 8i - refer to the Oracle 8i Installation Guide, Release 3 (8.1.7) for

Sun SPARC Solaris, Part No. A85471.

3. Netscape iPlanet -

http://docs.iplanet.com/docs/manuals/enterprise/50/ig/contents.htm.

11.1.2 Software used in our test environment

We used the following software in our test environment:

» Solaris 2.7 + prerequisites
» IBM WebSphere Application Server V4.0, Advanced Edition

» Oracle 8i Release 3 (8.1.7) Enterprise Edition for Solaris

» Netscape iPlanet Web Server, Enterprise Edition V4.1 SP7 (4.1.7)

» Netscape Communicator 4.76 for Solaris

» Sun JDK 1.3.0.3 (included in WebSphere Application Server package)

Note: Other Web servers and database software may be used, as
documented in the Product Installation Guide.

Product installation roots

The variables listed in Table 11-1 are used frequently throughout this
documentation to represent the root installation directories of the software

components.

Table 11-1 Product installation roots

Variable Default value Component
<WAS_HOME> /opt/WebSphere/AppServer WebSphere
<plugin_install_path> /opt/WebSphere/AppServer WebSphere
HTTP plug-in
<oracle_home> /opt/oracle8/u01/app/oracle/product/ | Oracle 8i Server
8.1.7
<http_server_install_path> | /opt/netscape/server4 Netscape iPlanet
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Installation variables

The variables listed in Table 11-2 are used frequently throughout this
documentation to represent settings used during the installation of software

components.

Table 11-2 Common installation settings
Variable Default value Component
listener_name LISTENER Oracle 8i Server
listener_port 1521 Oracle 8i Server
database_SID was Oracle 8i server

11.1.3 Hardware used in our test environment

This section describes the hardware used within our test WebSphere Application
Server V4.0 environment on Solaris.

» Server 1

Sun SPARC Ultra 60 (600-6486-01)
450 MHZ UltraSPARC Il CPU

1 GB RAM

17 GB hard disk

1 Ethernet adapter (built-in)

» Server?2
— Sun SPARC Ultra 60 (600-6486-01)
450 MHZ UltraSPARC Il CPU
1 GB RAM
17 GB hard disk
1 Ethernet adapter (built-in)

11.1.4 Example scenarios

332

Within this test environment, we describe the tasks necessary to install and
configure the following scenarios that are described in Chapter 8, “Installation
approach” on page 127:

» Scenario A - basic one-server configuration (server 1), but using the
WebSphere embedded Web server in place of the usual stand-alone Web
server.
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» Scenario B - basic one-server configuration (server 1), but using a
stand-alone Web server and the WebSphere HTTP plug-in.

» Scenario D - basic two-server configuration, one server hosting WebSphere
and the database server (server 1), the other hosting the Web server and
WebSphere HTTP plug-in (server 2). Communication between plug-in and
WebSphere is HTTP (unencrypted).

» Scenario H - basic two-server configuration using a single WebSphere
administrative domain database.

Important: We were unable to test any scenarios within this test environment
that required SSL support by the iPlanet Web Server plug-in.

The IBM GSKit (the SSL toolkit used by the plug-in) requires that all
applications be compiled with Sun Workshop 5 in order for SSL to work on
Solaris. iPlanet on Solaris is compiled with Sun Workshop 4.2 causing
exceptions not to be handled correctly in the GSK code.

This issue has since been corrected by E-fix PQ52815 which allows SSL from
iPlanet plug-in to WebSphere Application Server V4.0.1. This fix will be
included in WebSphere V4.0.2.

Installation and configuration tasks

Table 11-3 provides a detailed summary of the tasks and the order in which they
must be performed that are necessary to install and configure each of the
example scenarios described above.
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To install and configure an example, perform the tasks listed for the example in
the specified order. Only those tasks that are numbered (non-blank) are to be
performed for a particular example. Detailed descriptions of each of these tasks
can be found later in this chapter.

Table 11-3 Installation and configuration tasks broken down by scenario

Server | Task Example scenario

A B D H

1 Operating System: 1 1 1 1
Installation of Solaris operating system and any
required patches:

1. Install operating system

2. Apply any patches and packages as
detailed in the WebSphere platform
specific prerequisites

3. Set up file systems
See 11.2, “Install Solaris” on page 337.

1 Web server: - 2 - 2
Installation and configuration of iPlanet Web
Server:

1. Perform preinstallation tasks

2. Install iPlanet Web Server

3. Configure iPlanet Web Server

4. Verify iPlanet Web Server

See 11.3, “Install the Web server” on page 340.

1 Database server: 2 3 2 3
Installation and configuration of Oracle 8i
server necessary to support usage by
WebSphere:

1. Perform preinstallation tasks
2. Install Oracle 8i server

3. Configure Oracle 8i server
4

Set up WebSphere administrative
database

See 11.4, “Install the database server” on
page 349.
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Server

Task

Example scenario

A

B

D

WebSphere Application Server:
Installation and basic configuration of
WebSphere necessary to handle requests
through the “embedded” Web server:

1. Perform preinstallation tasks
2. Install WebSphere
3. Verify WebSphere installation

See 11.6, “Install WebSphere Application
Server” on page 370.

3

4

3

Web server:
Installation and configuration remote iPlanet
Web Server:

1. Perform preinstallation tasks
2. Install iPlanet Web Server

3. Configure iPlanet Web Server
4. Verify iPlanet Web Server

See 11.3, “Install the Web server” on page 340.

Database client:

Installation and configuration of Oracle 8i client
necessary to support remote usage by
WebSphere:

1. Perform preinstallation tasks
2. Install Oracle 8i client

3. Configure Oracle 8i client

4

. Set up access to remote WebSphere
administrative database

See 11.5, “Install the database client” on
page 365.
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Server | Task Example scenario

A B D

2 WebSphere Application Server: - - -
Installation and basic configuration of
WebSphere necessary to handle requests
through the “embedded” Web server:

1. Perform preinstallation tasks
2. Install WebSphere
3. Verify WebSphere installation

See 11.6, “Install WebSphere Application
Server” on page 370.

2 WebSphere HTTP plug-in: - - 5
Basic installation and configuration of
WebSphere HTTP plug-in on remote Web
server:

Perform preinstallation tasks

Install WebSphere plug-in

Verify WebSphere plug-in installation
Configure for remote WebSphere plug-in

SAREE T R

Verify remote WebSphere plug-in

See 11.7, “Install the WebSphere plug-in on a
remote Web server’ on page 386.

1 Web server: - 5 -
Test that Web server and plug-in can access
the current configuration of the WebSphere
Default Server:

1. Restart Web server
2. Verify configuration

— http://<serverl
hostname>/webapp/examples/showCfg

2 Web server: - - 6
Test that Web server and plug-in can access
the current configuration of the WebSphere
Default Server:

1. Restart Web server
2. Verify configuration

— http://<server2
hostname>/webapp/examples/showCfg
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11.2 Install Solaris
Prior to installing any of the WebSphere components, the proper level of the
operating system must be installed.
» File systems
» Solaris patches
» Solaris packages

11.2.1 File systems

During the interactive phase of the Solaris 2.7 operating system installation, you
will need to customize the file systems and allocate the necessary space for the
software components installed in subsequent steps.

Table 11-4 provides general guidelines for the space required by each

component.
Table 11-4 Component disk space requirements
Component File system Disk space
required (MB)
iPlanet Web Server 4.1.7 /opt 130
WebSphere Application Server V4.0 /opt 250
Oracle 8i client /opt/oracle8/u01 350
Oracle 8i server /opt/oracle8/u01 1160
Oracle databases /opt/oracle8/u02 300 (each)
» WAS

Based on the disk space requirements listed in Table 11-4, we recommend the
file systems listed in Table 11-5 for this test environment.

Table 11-5 Recommended file systems

File system Description Usage Size (MB)
/ root 500
/swap swap file 1-2timesthe size of | 512
physical memory
/opt Program files WebSphere 3000
iPlanet Web Server
Oracle 8i server
Oracle 8i client
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File system Description Usage Size (MB)
/export/home User home directory Home directories 1000
/tmp Temporary files 200

11.2.2 Solaris patches

Prior to installing any of the software components used on a particular Solaris
server within the test environment, a check must be performed to determine
whether all required patches (and versions) are installed on that server.

Check the installed patches
To check that the required Solaris patches are installed:

1. Ensure the Solaris 7 patches listed in Table 11-6 are installed at the indicated

level or higher.

Table 11-6 Solaris 7 patches required by test environment software component

Solaris 7 patch Description Required by
ID components...
106980-10 Libthread patch WebSphere,
iPlanet Web Server
107636-03 SunOS 5.7: X Input and Output Method WebSphere,
patch Oracle 8i
108376-07 OpenWindows 3.6.1: Xsun patch WebSphere
106541-12 SunOS 5.7: kernel update patch WebSphere,
iPlanet Web Server
107544-03 SunOS 5.7: /usr/lib/fs/ufs/fsck patch WebSphere
106950-09 SunOS 5.7: Linker patch WebSphere
106327-08 SunOS 5.7: Shared library patch for C++ | WebSphere
106300-09 SunOS 5.7: Shared library patch for 64bit | WebSphere
C++
107081-20 Motif 1.2.7 and 2.1.1: Runtime library WebSphere
patch for Solaris 2.7
105181-15 Kernel patch Oracle 8i

2. To verify whether a particular patch is installed, issue the following command:

# showrev -p | grep <patch_id>
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Where <patch_id> is a patch ID from the required patches table above.
For example:
# showrev -p | grep 107081

Install new or updated patches

If any of the required patches are not installed, the simplest fix is to download
and install the latest recommended Solaris 2.7 patch cluster from the following
site:

http://sunsolve.sun.com/

To apply a recommended patch cluster to the Solaris 2.7 operating system to
bring patch levels up to required versions, do the following:

1.
2.

Log in as root and start a terminal session.

Download the recommended Solaris 2.7 patch cluster archive
7_Recommended.zip (dated 16-JUL-2001) from http://sunsolve.sun.com/.

Change the operating system to single user state:
# /usr/shin/shutdown -iS -y -g0

. Copy archive to a temporary directory with more than 50 MB diskspace free:

# cp 7_Recommended.zip /tmp
Unzip 7_Recommended.zip archive in place:

# cd /tmp
# /usr/bin/unzip 7_Recommended.zip

Run the patch cluster installer:
# ./install_cluster
Application of the patch cluster takes 15 to 20 minutes.

Review the contents of the
/var/sadm/install_data/Solaris_7_Recommended_log file to determine
whether any problems or errors occurred.

Note: The log will report a number and error for each of those patches in
the cluster that are already installed on the server with the same version.

Reboot the system:
# /usr/shin/shutdown -i6 -y -g0
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11.2.3 Solaris packages

Prior to installing any of the software components used on a particular Solaris
server within the test environment, a check must be performed to determine
whether all required packages are installed on that server.

Check the installed packages
To check that the required Solaris packages are installed:

1. Ensure the Solaris 7 packages listed in Table 11-7 are installed.
Table 11-7 Solaris 7 packages required by Oracle8i

Solaris 7 Description

package name

SUNWarc Archive libraries

SUNWbtool CCS tools bundled with SunOS
SUNWhea SunOS header files

SUNWIibm Sun workshop bundled libm
SUNWIibms Sun workshop bundled shared libm
SUNWSsprot Solaris bundled tools

SUNWtoo Programming tools

2. To verify whether a particular patch is installed, issue the following command:
# pkginfo -i <package_name>

Where <package_name> is a package name from the required packages table
above.

For example:
# pkginfo -i SUNWarc

Install new or updated packages

For details regarding the installation of new or updated Solaris packages, see
your Solaris Administration documentation.

11.3 Install the Web server

This section provides detailed instructions for installing, configuring, and verifying
Netscape iPlanet Web Server V4.1.7 for Solaris.
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The section is organized into the following tasks:

—

. Preinstallation tasks.

2. Install iPlanet Web Server.

3. Configure iPlanet Web Server.
4. Verify iPlanet Web Server.

Note: Whether or not a particular task needs to be performed, and the order in
which tasks must be performed, is identified during the planning stage and is
dependent upon the needs of the particular topology or scenario being
installed. See 11.1, “Planning” on page 330 for details on those tasks to be
performed for each example.

11.3.1 Preinstallation tasks

Prior to installing Netscape iPlanet Web Server, Enterprise Edition V4.1 SP7
(4.1.7), the following checks and tasks must be completed on the Web server
machine:

1. Determine the server host name and IP address.
2. Check that IP ports are unused.
3. Install Netscape Communicator.
4. Create a runtime UNIX account.

Note: For more detailed information on iPlanet Web Server refer to the
following URL:

http://developer.iplanet.com/docs/manuals/enterprise.html

Determine the server host name and IP address

Use the hostname and nslookup commands to determine the host name and IP
address of the server onto which the iPlanet Web Server will be installed.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing services on the server that use the following
IP ports:

— 80 (standard HTTP port)
— 443 (standard HTTPS port)
— 8888 (iPlanet administration server)
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We suggest using the following command for this task:
# netstat -a | grep LISTEN

Install Netscape Communicator
The iPlanet Web Server requires Netscape Communicator to be used for

accessing the iPlanet administration server.
Complete the following steps to install Netscape Communicator:
1. Start a Solaris Console window, and enter the following:

# cd /opt
# mkdir ns476

2. To download Netscape Communicator V4.76, enter the following URL:
http://www.sun.com/solaris/netscape/getnetscape476.html
Download the file to the /opt/ns476 directory.

3. Uncompress the download file by typing the following:
Check the name of the downloaded Netscape Communicator file.

— If the Netscape file does not have a .Z suffix, your browser has
uncompressed the Netscape file automatically. Use the following
command to extract the files.

# tar -xf <filename>

— If the Netscape file has a .Z suffix, your browser did not uncompress the
Netscape file automatically. Use the following command to uncompress
and extract the files.

# zcat <filename>.Z | tar -xvf -

4. Change to the directory where the compressed version of Netscape
Communicator was extracted.

For example:
# cd /opt/ns476
5. Install Netscape Communicator using pkgadd:
# pkgadd -d “pwd™ NSCPcom
6. Follow install instruction prompts.
7. To start Netscape Communicator do one of the following:
— From the command line:

# cd /opt/NSCPcom
# ./netscape

— Click the Internet icon (Globe) from the Solaris 7 CDE Front Panel
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8. Add an entry to your PATH for the directory in which Netscape Communicator
is installed. For example, if Netscape Communicator were installed in the
default directory, you would add /opt/NSCPcom to your PATH statement. The
path may be set in the .dtprofile, .login, or .cshrc file.

For example, we added the following path to the /etc/.dtprofile file:
export PATH=$PATH:/opt/NSCPcom

9. Configure Netscape Communicator by clicking Edit > Preferences from the
menu bar. We configured the SOCKS server, fonts, and home page.

Note: Netscape Communicator V4.76 installation instructions can be found at:

http://www.sun.com/software/solaris/netscape/476_install.html

Create a runtime UNIX account

Create a UNIX user account to be used by the iPlanet Web Server. This account
should have restricted access for security reasons. To create a user:

1. In this example, we create a user and group both named “www”.

# groupadd www
# useradd -g www -d /export/home/www -m -s /bin/ksh www
# passwd www

After the last command above, you will be prompted for a password for the new
user, and then asked to confirm it.

11.3.2 Install iPlanet Web Server

To install iPlanet Web Server V4.1.7, complete the following steps on the Web
server machine:

1. Log in as root
2. Start a terminal session.

3. Insert iPlanet Web Server CD-ROM in the CD-ROM drive. The Volume
Management daemon will automatically mount the CD under /cdrom/cdromO.

4. Copy the iPlanet Web Server tar file to a temp directory on your system.
For example:

# mkdir -p /opt/ip4l7
# cd /<root_iplanet_cdrom>/solaris/enterprise
# cp enterprise.tar /opt/ip4l7/

5. Uncompress the tar file by typing the following commands:

# cd /opt/ip4l7
# tar -xvf enterprise.tar
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6. Start the iPlanet Web Server install by typing the following command:
# ./setup

7. When you are prompted with the message Would you Tike to continue with
the installation [Yes]: press Enter (for Yes as default).

Tips: The following tips are used for navigation during the install:
» Press Enter to choose the default and go to the next window.
» Type Control-B to back to the previous window.

» Type Control-C to cancel the installation program.

» You can enter multiple items using commas to separate them, for example
1,2,3.

8. When you are prompted with the message Do you agree to license terms?
[No] : type Yes, and then press Enter.

9. When you are prompted with the message Choose the installation type
[2] : press Enter to accept the default (Typical installation).

10.When you are prompted with the message Install Tocation
[/usr/netscape/serverd] : enter the path /opt/netscape/serverd, then
press Enter.

11.When you are prompted with the message Specify the components you
wish to install [A11]: press Enter.

12.When you are prompted with the message Specify the components you
wish to install [1,2,3,4,5,6,8]: type 1,2,3,4,5 and then press Enter.

Note: The following components are required by WebSphere Application
Server:

» 1 -Server Core.

» 2 -Java Runtime Environment.
» 3-Java Support.

» 4 -SSJS Support.

» 5-SSJS Database Support.

13.When you are prompted with the message Computer name
[your_hostname.domain]: press Enter.

14.When you are prompted with the message System User [nobody]: type the
user created in “Create a runtime UNIX account” on page 343, for example
www, and then press Enter.
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15.When you are prompted with the message System Group [nobody]: type the
group created in “Create a runtime UNIX account” on page 343, for example
www, and then press Enter.

16.When you are prompted with the message Run iWS Administration Server
as [root]: press Enter.

17.When you are prompted with the message iWS Administration Server User
Name [admin]: press Enter. You will be prompt for a Password: <password>

18.When you are prompted with the message iWS Admin Server Port [8888]:
press Enter.

19.When you are prompted with the message Web Server Port [80]: press
Enter.

20.When you are prompted with the message Do you want to register this
with an existing Directory Server [No]: press Enter.

21.When you are prompted with the message Web Server Content Root
[/opt/netscape/serverd/docs] : press Enter.

22.When you are prompted with the message Do you want to use your own JDK
[No] : press Enter.

23.Review messages to make sure everything was extracted and installed
successfully. Press Enter to continue and return to the command prompt.

24.The iPlanet Web Server installation is complete.

11.3.3 Configure iPlanet Web Server

After installation of iPlanet Web Server, the following configuration tasks must be
completed on the iPlanet Web Server machine:

1. Create iPlanet system startup script.

Create the iPlanet system startup script

Create a script named “iplanet” in the /etc/init.d directory to be used to cleanly
start up and shut down the iPlanet Web Server processes on system startup and
shutdown, respectively.

1. Change to the /etc/init.d directory.

# cd /etc/init.d
2. Create a script called “iplanet”.

Example 11-1 provides a sample iPlanet startup script.
Example 11-1 Sample iPlanet startup script

#!/bin/ksh
#
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# Filename: iplanet
# Purpose: Cleanly startup/shutdown the iPlanet Web Server on system
# startup/shutdown respectively.

IPLANET_HOME=/opt/netscape/serverd
INSTANCES="1itsohost.itso.ibm.com admserv"

case "$1" in
'start')
for i in ${INSTANCES}
do
${IPLANET_HOME}/https-${i}/start
done

'end')
for i in ${INSTANCES}
do
${IPLANET_HOME}/https-${i}/stop
done

esac

11.3.4 Verify iPlanet Web Server

In order to verify the iPlanet Web Server V4.1.7 installation, perform the following
checks on the iPlanet Web Server machine:

1. Check the server status.
2. Check the process status.
3. Check request handling.

Check the server status
To check the iPlanet Web Server status, perform the following steps:

1. Start the iPlanet Administration Server process and load its Console:

# cd <http_server_install_path>
# ./startconsole

2. In the Select a Server pull-down, select the Web server, for example
itsohost.itso.ibm.com, as shown in Figure 11-1.
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Figure 11-1 Server status

Click the Manage button.

Ensure that the Web server is started. The server status will be displayed, as
shown in Figure 11-2. If the server is not running, click Server On to start the
server.
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Figure 11-2 Set server status to On

5. If the server starts successfully you should see the message:

The server is currently on.

Check the process status
To check the iPlanet Web Server process status, perform the following steps:

1. Check that the iPlanet Web Server processes are running by issuing the
following command:

ps -ef | grep ns-httpd

The output should list one process for the iPlanet Web Server and one
process for the iPlanet administration server.

2. Check that the Web server is registered to listen on port 80 and is therefore
ready to handle requests:

netstat -a | grep LISTEN | grep 80
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Check request handling

To check iPlanet Web Server request handling, perform the following steps:

1. Using a Web browser, request the following URL representing the iPlanet

Web Server home page:

http://<hostname.domain.com>/

The window shown in Figure 11-3 will be displayed if the iPlanet Web Server
has been installed and configured correctly.
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Figure 11-3 Home page request handled by Web server

11.4 Install the database server

This section provides detailed instructions for installing, configuring, and verifying
Oracle 8i Release 3 (8.1.7), Enterprise Edition for Solaris.
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The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install the Oracle 8i server.

3. Configure the Oracle 8i server.

4. Set up the WebSphere administrative database.

11.4.1 Preinstallation tasks

350

Prior to installing Oracle 8i Release 3 (8.1.7), Enterprise Edition for Solaris, the
following checks and tasks need to be completed:

Create UNIX groups for Oracle8i.

Create a UNIX user account for Oracle8i.
Set environment variables.

Create mount points.

Verify system executables.

2B T A

Configure the UNIX kernel for Oracle 8i.

Create UNIX groups for Oracle8i

Depending on the size and makeup of your organization, you may have several
roles defined for database administration. The Oracle 8i Installation Guide,
Release 3 (8.1.7) for Sun SPARC, A85471 recommends that you create groups
for the roles, as listed in Table 11-8

Table 11-8 Groups required by Oracle8i

Role of Oracle8i group Suggested group name
Database administrator dba
Oracle installer group oinstall

In our example, we created a group called dba and oinstall as follows:
1. Log in as root and start a terminal session.
2. Create the groups by typing the following commands:

# groupadd dba
# groupadd oinstall

Create a UNIX user account for Oracle8i

To create a user named “oracle” and make the user a member of the dba group,
complete the following steps:
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1. Log in as root and start a terminal session.
2. Create the user oracle by typing the following command:

# useradd -d /export/home/oracle -m -g oinstall -G dba -s /bin/ksh oracle

Note: Syntax of the useradd command:
# useradd -d <path_home_dir> -m -g <primary_group> -G
<secondary_group> -s <path_shell> <username>
Where:
-d <path_home_dir> is the home directory of the user
-m creates the directory of the user and .profile
-g is the primary group to add user to
-G is the secondary group to add user to
-s <path_shell> is the path of the shell used by this user

<username> is the user name to create

3. Create a password for the user oracle by typing the following:
# passwd oracle
This will prompt the user for the password.

4. Verify login with user as follows:

# su - oracle
$ su - oracle

You will be prompted for your password.

Set environment variables

To set environment variables as part of the .profile of the oracle user shell,
complete the following steps:

1. Log in as user oracle
# su - oracle
2. Add the following environment variables to the oracle user .profile:

umask 022

export ORACLE_BASE = /opt/oracle8/u0l

export ORACLE_HOME = $ORACLE_BASE/app/oracle/product/8.1.7

export ORACLE_SID = <your_default _SID (created in subsequent step)>
export PATH=/usr/ccs/bin:$PATH:$ORACLE_HOME/bin:/etc:/usr/openwin/bin

# The following export is required for XWindows used by Oracle8i install.
export DISPLAY=<hostname>:0.0
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Create mount points
To create mount points, complete the following steps:

1. Log in as root and start a terminal session.
2. Create the following directories:
This directory is used for the Oracle8i software:
# mkdir -p /opt/oracle8/u0l
The following directories are intended to be used for databases:

# mkdir -p /opt/oracle8/u02
# mkdir -p /opt/oracle8/u03
# mkdir -p /opt/oracle8/u04

3. Change the owner of the directories to user oracle and group dba by typing
the following command:

# chown -R oracle:dba /opt/oracle8
4. Change permissions as follows to enable group write access:
# chmod -R g+w /opt/oracle8

Verify system executables

This step verifies that the correct version of the system executables is being
used.

1. Type the following commands to verify system executables:

$ /usr/bin/which make
$ /usr/bin/which ar
$ /usr/bin/which 1d
$ /usr/bin/which rm

The which command returns the executable path.

2. The path search order is determined by the location of the path in the PATH
environment variable of the shell. Check that the directory returned for each
executable is /usr/ccs/bin.

3. If this is not already in your path or not in the beginning of the path, you will
need to add /usr/ccs/bin to the beginning of the PATH of the current shell.

Configure the UNIX kernel for Oracle8i

To ensure that Oracle8i has enough system memory we need to configure the
UNIX kernel.

To configure the UNIX kernel for Oracle8i, complete the following steps:
1. Start a Solaris Console window, and log in as user root.
2. Back up the system file:
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# cd /etc
# cp system system.bak

3. Add the following lines to bottom of the system file:

set
set
set
set
set
set
set
set
set

shmsys:
shmsys:
shmsys:
shmsys:
Semsys:
Semsys:
Semsys:
Semsys:
Semsys:

shminfo_shmmax=4294967295
shminfo_shmmin=1
shminfo_shmmni=100
shminfo_shmseg=10
seminfo_semmni=100
seminfo_semms1=1000
seminfo_semmns=2000
seminfo_semopm=100
seminfo_semvmx=32767

4. Type the following command to shut down and reboot:

# /usr/shin/shutdown -i6 -g0 -y

11.4.2 Install Oracle 8i server

In order to install Oracle 8i Release 3 (8.1.7), Enterprise Edition for Solaris,
perform the following steps:

1.
2.

Log in as root and start a terminal session.

Disable access control for X-Windows display by typing the following:

# xhost +

Change to user oracle:

# su - oracle

Insert the Oracle8i Enterprise Edition Release 3 (8.1.7) for Sun SPARC
Solaris CD-ROM in the database server CD-ROM drive. The Volume
Management daemon automatically mounts the CD under /cdrom/cdromO.

Start the Oracle8i install type the following:

# cd /cdrom/cdrom0
# ./runInstaller

Base installation
In the Oracle8i Welcome window, click Next.

6.
7.

In the File Locations window, verify that the paths are as follows and then

click Next:

— Source: /cdrom/oracle8i/stage/products.jar

— Destination: /opt/oracle8/u01/app/oracle/product/8.1.7
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Note: The destination should be the path specified as the
$ORACLE_HOME environment variable.

8. In the UNIX Group Name window, enter the group oinstall defined in “Create
UNIX groups for Oracle8i” on page 350, and then click Next.

9. In the Oracle Universal Installer window, you will be prompted to run a script
as user root in another Solaris Console window.

a. Start a Solaris Console window and log in as root.
b. Execute the script by typing the command:

# /opt/oracle8/u01/app/oracle/product/8.1.7/orainstRoot.sh
c. You should see a message that states the following:

Creating Oracle Inventory pointer file (/var/opt/oracle/oralnst.loc).
Changing groupname of /opt/oracle8/u0l/app/oracle/oralnventory to
oinstall.

10.Click the Oracle Universal Install window to bring it back to the foreground,
and then click Retry.

11.In the Available Products window, select Oracle8i Enterprise Edition
8.1.7.0.0, and then click Next.

12.1n the Installation Types window, select Custom and then click Next.
13.In the Available Product Components window, do the following:

— Under Oracle Product Options 8.1.7.0.0, deselect Legato Storage
Manager

— Deselect Oracle Product Options 8.1.7.0.0
— Deselect Development Tools 8.1.7.0.0
— Deselect Oracle HTTP Server 1.3.12.0.1a

— Click Oracle Java Products 8.1.7.0.0 -> Oracle JDBC drivers and select
all the available drivers:

* Select Oracle JDBC/OCI Driver for JDK 1.1 8 1.7.0.0
* Select Oracle JDBC/OCI Driver for JDK 1.2 8.1.7.0.0
* Select Oracle JDBC Thin Driver for JDK 1.1 8 1.7.0.0
* Select Oracle JDBC Thin Driver for JDK 1.2 8.1.7.0.0
— Click Next.
You should see the status bar indicating that the components are loading.
14.In the Component Locations window, accept the defaults and click Next.
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You should see the status bar indicating that the components are loading.

15.In the Privileged Operating System Groups window, accept the defaults and
click Next:

— Database Administrator (OSDBA) Group = dba

— Database Operator (OSOPER) Group = dba

You should see the status bar indicating that the components are loading.
16.In the Create Database window, select No and then click Next.

Note: We will create a database for WebSphere in subsequent steps via
the Database Configuration Assistant.

17.In the Summary window, click Install to start the installation.

The installation will take approximately 30 minutes to complete.

Tip: After 85% of the installation has been completed, the installer program
will prompt you to load CD #2 without exiting the installation:

a. Start a terminal session as root.
b. Unmount the CD-ROM:

#cd /
# umount /cdrom/cdrom0

c. Ejectthe CD-ROM using the Solaris CDE File Manager utility.
d. Load CD #2 into CD-ROM drive.

e. The Solaris Volume Management daemon automatically mounts the
CD-ROM under /cdrom/cdrom0.

18.In the Setup Privileges window, a message will be displayed to run the
following script:

a. Start a Solaris Console window, log in as root.
b. Execute the script by typing:
# /opt/oracle8/u01/app/oracle/product/8.1.7/root.sh

c. You will be prompted to enter the full path to the local bin directory (we
entered /usr/bin) then press Enter.

d. Click the Setup Privileges window to bring it to the foreground, then click
OK.
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Net8 configuration
19.1n the Net8 Configuration Assistant Welcome window, click Next.

20.In the Net8 Configuration Assistant: Directory Service Access window, click
No, | want to defer directory service access configuration to another
time, then click Next.

21.In the Net8 Configuration Assistant: Listener Configuration Listener Name
window, accept the default (LISTENER) and click Next.

22.In the Net8 Configuration Assistant: Listener Configuration Select Protocols
window, accept the default (TCP in selected protocols) and click Next.

23.In the Net8 Configuration Assistant: Listener Configuration TCP/IP Protocol
window, accept the default (use the standard port number of 1521) and click
Next.

24.In the Net8 Configuration Assistant: Listener Configuration More Listeners
window, accept the default (No) and click Next.

25.In the Net8 Configuration Assistant: Listener Configuration Done window,
click Next.

26.In the Net8 Configuration Assistant: Naming Methods Configuration window,
select No, | do not want to change the naming methods configured, then
click Next.

27.In the Net8 Configuration Assistant Done window, click Finish.
28.In the End of Installation window, click EXxit.

29.The Oracle8i Enterprise Edition server installation is now complete.

11.4.3 Configure Oracle 8i server

356

After the Oracle8i installation, we need to perform the following configuration
steps:

1. Update the oracle user .profile.
2. Net8 configuration.

Update the oracle user .profile

In this section we will add Oracle8i required environment variables to the oracle
user .profile that we created by completing the following steps:

1. Start a Solaris Console window, and log in as the oracle user:
# su - oracle

2. Add the following entries to the end of the oracle user .profile:
export LD_LIBRARY_PATH=$ORACLE_HOME/1ib
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export
CLASSPATH=$0RACLE_HOME/JRE:$ORACLE_HOME/j1ib:$ORACLE_HOME/product/jlib

ORACLE_SID=was
ORAENV_ASK=NO
. /usr/bin/oraenv

Net8 configuration
This section describes the required configuration for Net8 after the Oracle8i
installation.

1.
2.

Start a Solaris Console window, and log in as root.

Add the listener to the /etc/services file. The listener name and port were
defined during the Oracle8i installation (Net8).

We add the following line to our services file:
LISTENER 1521/tcp
Save the services file.

Note: The /etc/services file is symbolically linked to /etc/inet/services.
When saving the file with vi use the vi w! command to override default
write permissions.

Check the status of the listener.

# su - oracle
$ 1snrctl status LISTENER

Where LISTENER is the name of your listener. The output should indicate that
the listener is on PORT=1521, PROTOCOL = TCP.

11.4.4 Set up the WebSphere administrative database

Next, set up a database in Oracle to use as the WebSphere administrative
repository. The database will be populated with WebSphere schema and default
values in a later task.

To set up the WebSphere database, complete the following steps:

This section is organized as follows:

1.

Create the WebSphere database.

2. Verify the WebSphere database.
3.
4. Tune the WebSphere database.

Configure the WebSphere database to autostart.
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5. Create the WebSphere Oracle user ID and tablespace.
6. Verify user creation.
7. Configure Net8 on the Oracle 8i server.

Create the WebSphere database

We will create the following Oracle8i database in preparation for the WebSphere
installation. To create an Oracle8i database, complete the following steps on the
Oracle8i Enterprise Edition Server system:

1. Log in as root and start a terminal session.

2. Change to user oracle:
# su - oracle

3. Run the Oracle8i Database Configuration Assistant:
$ dbassist &

4. In the Oracle Database Configuration Assistant Welcome window, select
Create a Database, then click Next.

5. Select Custom as the database type, then click Next.
6. Select Multipurpose as the application type, then click Next.

7. Enter the number of concurrently connected users. We accepted the default
(15), then clicked Next.

8. Select Dedicated Server Mode as the server mode, then click Next.

9. In the Select Options window, deselect all options except SQL*Plus help
(optional), and then click Next.

10.In the Database Information window, enter the following:
— Global Database Name: was
— SID: was

— Initialization Filename:
/opt/oracle8/u01/app/oracle/admin/was/pfile/initwas.ora

— Compatible Parameter: 8.1.0

— Click Change Character Set:
i. Select the Character Set pull-down and select UTF8.
ii. Select the National Character Set pull-down and select UTF8.
iii. Click OK.

Note: WebSphere does not require that the character set be changed
to UTF8. We select UTF8 for its globalization support.
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— Click Next.

11.In the Review Control File Parameter Info window, enter the paths listed in
Table 11-9, then click Next.

Table 11-9 Required paths for WAS database control files

Control file Required path...

Control file 1 /opt/oracle8/u02/oradata/was/control01.ctl
Control file 2 /opt/oracle8/u02/oradata/was/control01.ctl
Control file 3 /opt/oracle8/u02/oradata/was/control01.ctl

12.In the Review Tablespace window, there are a number of tablespaces on each
of the tabbed sections of the window. Enter the paths listed in Table 11-10,
then click Next.

Table 11-10 Required paths for WAS database tablespaces

Tablespace Required path...

SYSTEM /opt/oracle8/u02/oradata/was/system01.dbf
TOOLS /opt/oracle8/u02/oradata/was/tools01.dbf
USERS /opt/oracle8/u02/oradata/was/users01.dbf
ROLLBACK /opt/oracle8/u02/oradata/was/rbso1.dbf
INDEX /opt/oracle8/u02/oradata/was/indx01.dbf
TEMP /opt/oracle8/u02/oradata/was/temp01.dbf

13.In the Redo Log File Parameter Information window, enter the details listed in
Table 11-11, then click Next.

Table 11-11 Required paths for WAS database redo files

Control file Required path...

Redo file 1 /opt/oracle8/u02/oradata/was/redo01.ctl
Redo file 2 /opt/oracle8/u02/oradata/was/redo02.ctl
Redo file 3 /opt/oracle8/u02/oradata/was/redo03.ctl

14.In the Logging Parameter Information window, accept the defaults and click
Next.

15.In the SGA Parameter Information window, accept the defaults and click Next
(tuning will be done in a later task).

16.In the Trace Files Directory Path window, accept the defaults and click Next.

17.Select Create database now, and click Finish.
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18.In the Oracle Database Configuration Assistant alert, asking if you want to
proceed, click Yes.

The database creation progress indicator should be visible. This process
takes approximately 20 minutes.

Important: If an error alert occurs during the database creation process,
review the log located in the $ORACLE_BASE/admin/was/create directory to
determine the cause of the error.

A common error is “unable to open communication channel”, often indicating
that the Solaris kernel parameters have been incorrectly configured to support
the database settings selected in dbassist. For example, if the number of
processes is too high, you may need to increase the SEMMSL and SEMMNS
semaphore settings in /etc/system.

Verify the WebSphere database
After the installation, we recommend that you take some steps to verify that the

Oracle8i Enterprise Edition server is installed correctly before attempting to
connect to it from WebSphere.
To verify the Oracle8i Enterprise Edition, complete the following steps:
1. Start a Solaris Console window, and log in as user oracle.
# su - oracle
2. To open an Oracle SQL*Plus window, type the following:

$ sqlplus system/manager@was
SQL> quit

3. If the previous step succeeds, then the Oracle 8i database is correctly
configured to support TCP access.

Configure the WebSphere database to autostart
The following procedure will automate the startup and shutdown of the Oracle8i
database server.

1. Edit the /var/opt/oracle/oratab file.
Database entries in the oratab file appear in the following format:
ORACLE_SID:ORACLE_HOME:{Y|N}

Where Y or N specifies whether you want the dbstart and dbshut scripts to
start up and shut down the database. Find the entries for all the databases
that you want to start up. They are identified by the SID in the first field.
Change the last field for each to Y to enable the database to start when the
dbstart command is run.
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For example:
was:/opt/oracle8/u0l/app/oracle/product/8.1.7:Y
2. Create the system autostart script.

Refer to Oracle 8i Installation Guide, Release 3 (8.1.7) for Sun SPARC,
A85471 for more detailed instructions concerning configuration of database
autostart.

Create a script named dbora in the /etc/init.d directory:
a. Change to the /etc/init.d directory.
# cd /etc/init.d
b. Create a script called dbora.
Example 11-2 shows a sample dbora script.
Example 11-2 Sample dbora script

#!/bin/sh

ORA_HOME=/opt/oracle8/u01/app/oracle/product/8.1.7
ORA_OWNER=oracle

if [ ! -f $ORA_HOME/bin/dbstart ]

then
echo "Oracle startup: cannot find dbstart file... cannot start"
exit

fi

case "$1" in
'start')

# startup the ORA listener daemon

su - $ORA_OWNER -c '/opt/oracle8/u0l/app/oracle/product/8.1.7/bin/Tsnrctl
start'

# startup each ORA instance Tisted in /var/opt/oracle/oratab
su - $ORA_OWNER -c $ORA_HOME/bin/dbstart

'stop')
# shutdown each ORA instance listed in /var/opt/oracle/oratab
su - $ORA_OWNER -c $ORA_HOME/bin/dbshut

# shutdown the ORA Tistener daemon
su - $ORA_OWNER -c '/opt/oracle8/u0l/app/oracle/product/8.1.7/bin/Tsnrctl
stop'

esac
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c. Link the dbora script as follows:

# In -s /etc/init.d/dbora /etc/rc0.d/K10dbora
# In -s /etc/init.d/dbora /etc/rc2.d/S99dbora

Tune the WebSphere database
The following procedure will tune the Oracle8i database to suite WebSphere.

1. Log in as root and start a terminal session.
2. Change to user oracle:
# su - oracle

3. Modify the parameters listed in Table 11-12 of the
$ORACLE_HOME/dbs/init<your_SID>.ora database initialization file.

Table 11-12 Oracle8i database tuning parameters

Parameters Required value
open_cursors 300
db_block_buffers 2500
shared_pool_size 20971520
processes 100

4. Stop and start the Oracle8i server for the database tuning changes to take
effect.

$ dbshut
§ dbstart

Note: The Oracle8i dbshut and dbstart scripts will stop and start all
databases. This behavior is desired in this example, but may not be
appropriate in production situations.

Using svrmgr1 is another option for stopping and starting Oracle
databases.

5. If your Oracle8i Server database instances do not start, check the tuning
parameters entered for errors. Changing the tuning values beyond the
physical memory available on the system will result in the database instance
not starting.

Create WebSphere Oracle user ID and tablespace
To create a WebSphere Oracle user ID and tablespace, complete the following
steps:
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. Start a Solaris Console window on the database server system, and log in as
user oracle (Oracle DBA).

. Start a SQL*Plus session by typing the following command:

$ sqlplus system/<system_password>@<was_SID>

For example:

$ sqlplus system/manager@was

. Create the WebSphere tablespace, by typing the following command:

SQL> CREATE TABLESPACE was

DATAFILE “%0RACLE_HOME%/dbs/initwas.ora’
SIZE 4M

REUSE

AUTOEXTEND ON NEXT 2M

MAXSIZE UNLIMITED;

. Create the WebSphere user ID ejsadmin by typing the following command:

SQL> CREATE USER ejsadmin
IDENTIFIED BY ejsadmin
DEFAULT TABLESPACE was
QUOTA UNLIMITED ON was;

. Grant privileges to the WebSphere Oracle user ejsadmin by typing the
following commands:

SQL> GRANT dba TO ejsadmin;
SQL> ALTER USER ejsadmin TEMPORARY TABLESPACE temp;

Tip: If you don’t want ejsadmin to have dba authority, issue the following
commands instead:

SQL> GRANT connect,resource TO ejsadmin;
SQL> ALTER USER ejsadmin TEMPORARY TABLESPACE temp;

. Create the WebSphere user ID ejb by typing the following command:

SQL> CREATE USER ejb
IDENTIFIED BY ejb
DEFAULT TABLESPACE was
QUOTA UNLIMITED ON was;

. Grant privileges to the WebSphere Oracle user ejb by typing the following
commands:

SQL> GRANT dba TO ejb;
SQL> ALTER USER ejb TEMPORARY TABLESPACE temp;
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Tip: If you don’t want ejb to have dba authority, issue the following
commands instead:

SQL> GRANT connect,resource TO ejb;
SQL> ALTER USER ejb TEMPORARY TABLESPACE temp;

Verify user creation

To verify the users have been created correctly, log on to SQL*Plus with each of
the user IDs as follows:

1.

Log in as user oracle:

# su - oracle

. Start SQL*Plus using ejsadmin:

$ sqlplus ejsadmin/ejsadmin@was
SQL> quit

Start SQL*Plus using ejb:

$ sqlplus ejb/ejbBwas
SQL> quit

Configure Net8 on Oracle8i server

To configure Net8 on the Oracle8i Enterprise Edition database server, complete
the following steps:

1.
2.

Log in as root and start a terminal session.

Disable access control for X-Windows display by typing the following:
# xhost +

Change to user oracle:

# su - oracle

. Start Net8 Assistant:

# netasst &

Verify that a Service Name entry exists for the following:
Service Name: was

Protocol: TCP/IP

Host Name: <database server hosthame>

Port Number: <listener_port>
Check the status of the Oracle listener:

$ 1snrctl status <listener_name>
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For example:
$ 1snrctl status LISTENER

Note: The status of all listeners will be displayed if the listener name is
omitted from the above command.

7. If the listener is not started, start it as follows:
$ 1snrctl start <listener_name>
For example:
$ Tsnrctl start LISTENER

Note: All listeners will be started if the listener name is omitted.

11.5 Install the database client

This section provides detailed instructions for installing, configuring, and verifying
Oracle 8i Release 3 (8.1.7) Client.

The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install Oracle 8i client.

3. Configure Oracle 8i client.

4

. Set up access to remote WebSphere administrative database.

11.5.1 Preinstallation tasks

Prior to installing the Oracle 8i client, the following tasks must be performed:
1. Create UNIX groups for Oracle 8i.
2. Create UNIX user account for Oracle 8i.

3. Set up environment variables.

See 11.4.1, “Preinstallation tasks” on page 350 for a description of each of these
tasks.

11.5.2 Install the Oracle 8i client

To install the Oracle 8i client, perform the following steps:

1. Log in as root and start a terminal session.
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2. Disable access control for X-Windows display by typing the following:
# xhost +

3. Change to user oracle:
# su - oracle

4. Insert the Oracle8i Enterprise Edition Release 3 (8.1.7) for Sun SPARC
Solaris CD-ROM in the database server CD-ROM drive. The Volume
Management daemon automatically mounts the CD under /cdrom/cdromO.

5. Start the Oracle8i install type the following:

# cd /cdrom/cdrom0
# ./runInstaller

6. In the Oracle8i Welcome window, click Next.

Base installation
7. In the File Locations window, verify that the paths are as follows, then click
Next.

— Source: /cdrom/oracle8i/stage/products.jar
— Destination: /opt/oracle8/u01/app/oracle/product/8.1.7

Note: The destination should be the path specified by the
ORACLE_HOME.environment variable.

8. In the UNIX Group Name window, enter the group defined in 11.5.1,
“Preinstallation tasks” on page 365. For example, enter oinstall and then
click Next.

9. In the Oracle Universal Installer window, you will be prompted to run a script
as user root in another Solaris Console window.

a. Start a Solaris Console window and log in as root.
b. Execute the script by typing the following:

# /opt/oracle8/u01/app/oracle/product/8.1.7/orainstRoot.sh
c. You should see a message that states the following:

Creating Oracle Inventory pointer file (/var/opt/oracle/oralnst.loc).
Changing groupname of /opt/oracle8/u0l/oralnventory to oinstall.

10.Click the Oracle Universal Install window to bring it back to the foreground,
then click Retry.

11.In the Available Products window, select Oracle8i Client 8.1.7.0.0, then click
Next.

12.1n the Installation Types window, select Custom, then click Next.

366  IBM WebSphere V4.0 Advanced Edition Handbook



13.When the Available Product Components window appears, do the following:
— Deselect all options except the following:
* Oracle Java Products 8.1.7.0.0
* Oracle Utilities 8.1.7.0.0
* Net8 Products 8.1.7.0.0

— Under Oracle Java Products 8.1.7.0.0 > Oracle JDBC drivers, select all
the available drivers:

e Select Oracle JDBC/OCI Driver for JDK 1.1 8 1.7.0.0

e Select Oracle JDBC/OCI Driver for JDK 1.2 8.1.7.0.0

e Select Oracle JDBC Thin Driver for JDK 1.1 8 1.7.0.0

e Select Oracle JDBC Thin Driver for JDK 1.2 8.1.7.0.0
— Click Next.
You should see the status bar indicating that the components are loading.

14.In the Component Locations window, accept the default and click Next.

You should see the status bar indicating that the components are loading.

15.1n the Oracle Product Support window, choose only the default protocol (TCP)
for database access, then click Next.

16.When the Summary window appears, review the summary information, and
then click Install.

The installation will take approximately 10 minutes to complete.

17.When the Setup Privileges window appears, a message will be displayed to
run the following script:

a. Start a Solaris Console window and log in as root.
b. Execute the script by typing:
# /opt/oracle8/u01/app/oracle/product/8.1.7/root.sh

c. You will be prompted to enter the full path to the local bin directory (we
entered /usr/bin) and then press Enter.

d. Click the Setup Privileges window to bring it to the foreground, and then
click OK.

Note: The base installation is now complete. The Oracle8i Client install will
automatically continue in the next section.

Net8 configuration
18.1n the Net8 Configuration Assistant Welcome window, click Next.
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19.In the Net8 Configuration Assistant: Directory Service Access window, click
No, | want to defer directory service access configuration to another
type, then click Next.

20.When the Net8 Configuration Assistant: Naming Methods Configuration
window appears, accept the default (local) and then click Next.

21.In the Net8 Configuration Assistant: Net Service Name Configuration,
Database Version window, accept the default (Oracle8i database or service)
and then click Next.

22.In the Net8 Configuration Assistant: Net Service Name Configuration, Service
Name window, enter the following:

— Service Name: <global_database_name> (defined in the Oracle8i
Enterprise Edition Database Server install).

For example, we entered: was
— Click Next.

23.In the Net8 Configuration Assistant: Net Service Name Configuration, open
the Protocols window, select TCP and then click Next.

24.In the Net8 Configuration Assistant: Net Service Name Configuration, TCP/IP
Protocol window, do the following:

— Host Name: <database_server_fully_qualified_hosthame>
For example, we entered: itsohost.itso.ibm.com

— Select Use the standard port number of 1521

Note: If you specified a different port from the default during the Oracle8i
server install, use the port you defined.

— Click Next.

25.In the Net8 Configuration Assistant: Net Service Name Configuration, Test
window, select Yes, perform a test.

26.In the Net8 Configuration Assistant: Net Service Name Configuration,
Connecting window, you will see an error message stating that the test did not
succeed. A default user ID of Scott is defined.

a. Click Change Login, and enter the following:
* Username: system
e Password: manager

b. Click OK.
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27.The test will occur automatically after clicking OK to change the login. You
should see a message stating the following:

Connecting... Test successful.
When done, click Next.

28.In the Net8 Configuration Assistant: Net Service Name Configuration, Net
Service Name window, enter the following:

— Net Service Name: <global_database_name>.<domain>
For example, was.itso.ibm.com
— Click Next.

29.In the Net8 Configuration Assistant: Net Service Name Configuration,
Another Net Service Name window, select Yes, then click Next.

30.In the Net8 Configuration Assistant: Net Service Name Configuration Done
window, click Next.

31.In the Net8 Configuration Assistant: Naming Methods Configuration Done
window, click Next.

32.In the Net8 Configuration Assistant Done window, click Finish.
33.In the End of Installation window, click Exit.

34.The Oracle8i Client install is now complete.

11.5.3 Configure the Oracle 8i client

After the Oracle8i Client installation, we need to perform the following
configuration steps:

1. Update the oracle user .profile.

Update the oracle user .profile

Add Oracle8i required environment variables to the oracle user .profile by
completing the following steps:

1. Log in as root and start a terminal session.
2. Change to user oracle:
# su - oracle
3. Add the following entries to the end of the oracle account’s .profile file:

export LD_LIBRARY_PATH=$ORACLE_HOME/1ib
export CLASSPATH=$ORACLE_HOME/JRE : $ORACLE_HOME/j11ib: $ORACLE_HOME/product/j1ib
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11.5.4 Verify access to the remote WebSphere administrative
database

After the installation, we recommend that you take some steps to verify that the
Oracle8i client is installed correctly. To verify the Oracle8i client, complete the
following steps:

1. Log in as root and start a terminal session.
1. Change to user oracle:
# su - oracle
2. To start a SQL*Plus command window, type the following:

$ sqlplus system/manager@was.itso.ral.ibm.com
SQL> quit

3. If the previous step succeeds, then the Oracle 8i client is correctly configured
for TCP access of remote Oracle 8i servers.

11.6 Install WebSphere Application Server

This section provides detailed instructions for installing, configuring, and verifying
WebSphere Application Server V4.0, Advanced Edition for Solaris.

The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install WebSphere.

3. Verify the WebSphere installation.

11.6.1 Preinstallation tasks

370

Prior to installing IBM WebSphere Application Server V4.0, the following checks
and tasks need to be completed on the WebSphere server machine:

1. Check that IP ports are unused.
2. Stop Web server processes.
3. Start the Oracle 8i server and listener.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing active services that use the following IP ports
on the server:

IBM WebSphere V4.0 Advanced Edition Handbook



— 900 (bootstrap port)

— 9000 (Location Service Daemon)

— 9080 (default application server)

We suggest using the following command for this task:
$ netstat -a | grep LISTEN

Stop Web server processes

The iPlanet Web Server process must be stopped while WebSphere is installed.
The WebSphere installation changes the iPlanet configuration file as part of the
Web server plug-in component installation.

1. Log in as root on the iPlanet Web Server machine.
2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/https-<ServerName>
# ./stop

For example:

# cd /opt/netscape/serverd/https-itsohost.itso.ibm.com
# ./stop

Start Oracle 8i server and listener

The Oracle 8i server and listener processes must be started before proceeding
with the WebSphere Application Server installation.

See 11.4, “Install the database server” on page 349 for details.

11.6.2 Install WebSphere

To install IBM WebSphere Application Server V4.0, Advanced Edition using the
GUIl installer interface, complete the following steps on the WebSphere server
machine:

Tip: The WebSphere installer (install.sh) also provides a non-GUI scripted or
“silent” mode of operation. See 11.9, “Install the WebSphere Application
Server - silent mode” on page 395 for details.

1. Log in as root.
2. Start a terminal session.
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3. Load the IBM WebSphere Application Server V4.0 CD-ROM into the
CD-ROM drive. The CDE will automatically mount the CD under
/cdrom/cdromoO.

4. Change the directory to the installation root:
# cd /cdrom/cdrom0
5. Ensure the DISPLAY and TERM environment variables are properly set.
6. Run the install.sh installation script:
# ./install.sh
7. In the Welcome window, click Next.

Important: If prerequisite checking is enabled for UNIX, then an alert may be
displayed indicating that some of the installation prerequisites have not been
met. This can even occur if newer patches or packages than those listed in
prereq.properties are installed. If such an alert is displayed, recheck all
prerequisites, and if they are met or exceeded, perform the following steps:

» Exit the installation.
» Disable prerequisite checking.
» Restart the installation from the beginning.

8. In the Installation Options window, select Custom Installation and click
Next.

9. Inthe Choose Application Server Components window, shown in Figure 11-4,
choose all options except IBM HTTP Server, and click Next.
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Setup will install the components selected,

|I7 Server ‘
Admin

Samples
application Assembly and Deplovment tools
IEM HTTP Server 1,319

webServer Plugins

L AL % 77

r Description

Installs the application server runtime for hosting applications,

< Back Mext > Cancel

Figure 11-4 Select components to install

Important: Although not listed in the Application Server Components window,
the Sun JDK 1.3.0 is automatically installed under the WebSphere installation
directory. There is no need to separately install a JDK for use by:

» WebSphere Application Server
» Web server plug-ins

10.In the Choose Web server plug-in window, shown in Figure 11-5, choose only
the IBM HTTP Server plug-in, and click Next.
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Figure 11-5 Select iPlanet Web Server plug-in

11.In the Database Options window, shown in Figure 11-6, enter the following
then click Next:
— Database Type: Oracle
— Database Name (Database SID): <database_SID>

Enter the Oracle SID of the WebSphere administrative database, as
created in 11.4.4, “Set up the WebSphere administrative database” on
page 357.

— DB Home: <value of $ORACLE_HOME>

In our test environment we used a value of
/opt/oracle8/u01/app/oracle/product/8.1.7

— DB URL:
jdbc:oracle:thin:@<hostname.domain.com>:<Iistener_port>:<database
SID>

Note: You should not have to edit the DB URL field. The value is
dynamically built up from the values entered into the other fields.

— Server Name: <hosthame.domain.com>

— Port Number: <listener_port>
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In our test environment we used a value of 1521
— Database User ID: ejsadmin
— Database Password: ejsadmin
— Remote DB: leave unselected

Note: Whether the Oracle database is local or remote, in our test
environment we configure the Oracle client to access the database through
a TNS alias. Under these conditions, the Remote DB setting should not be
selected.

Dptions

|BM WebSphere Application Server Advanced Edition uses a database repository to
store information. Indicate the twpe of the database vou would like to use, along

Database Name ( Database 51D )| was

e with the location, username, and password for the database.
- g
r.'
L B 1
Database Type: Oracle — _IRemote DB

DE Home:| /opt/oracles/udt/app/oracle/produc M
DB URL:| jdbcioraclethin@itsohostitso.ibm.cor
server Name:| jtsohostitsoibm.com
Port Mumber:| 1521

Database User ID:| ajsadmin

Database Password:| s ‘

< Back | Mext = Cancel

Figure 11-6 Specify Oracle 8i database connection settings

12.In the Select Destination Directory window, accept the default location for the
WebSphere Application Server (/opt/WebSphere/AppServer). Click Next to
continue.

13.In the Install Options Selected window, shown in Figure 11-7, check that the
correct components have been selected. If yes, click Install to start the
installation.
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Figure 11-7 Components required for WebSphere installation

14.1n the Location of Configuration Files window, shown in Figure 11-8, enter the
path to the iPlanet Web Server configuration file (obj.conf), then click Next.
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Location of Configuration files

Specify the directory and filename of the configuration file for ..

IPlanet 4.1 Plugin, obj.conf
I Jopt/netscapesserverd/https—itsohostitsoibm.com/configlobj.conf Browse..

« Bach | Mext = Cancel

Figure 11-8 Specify iPlanet Web Server configuration file location

15.1n the Setup Complete window, click Finish. The installation of the
WebSphere Application Server is now complete.

11.6.3 Verify the WebSphere installation

In order to verify the installation of IBM WebSphere Application Server V4.0,
Advanced Edition, the following tasks must be completed in order:

1. Check the installation log.

Check the admin.config settings.

Check the Web server configuration file changes.
Start the WebSphere administrative server processes.
Start the WebSphere Default Server.

Regenerate the Web server plug-in settings.

Restart the Web server processes.

Verify the Web server plug-in configuration.

© ® N o ok~ 0D

Create the WebSphere system startup script.
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Check the installation log
Check that the installation log <WAS_HOME>/logs/install.log does not contain

any errors.

Check the admin.config settings
To check the admin.config settings, perform the following steps:

1. Check that the repository database settings are correct for the database type
(Oracle), instance (<database_SID>) and user ID (ejsadmin) used in our test
environment:

com.ibm.ejs.sm.adminServer.dbdataSourceClassName=oracle.jdbc.pool.0OracleCon
nectionPoolDataSource

com. ibm.
com. ibm.
com. ibm.
com. ibm.
com. ibm.
com. ibm.
com. ibm.

ejs
ejs
ejs
ejs
ejs
ejs
ejs

.Sm.
.Sm.
.Sm
.Sm.
.Sm.
.Sm.
.Sm.

adminServer.
adminServer.

.adminServer.

adminServer.
adminServer.
adminServer.
adminServer.

dbserverName=<hostname.domain.com>
dbportNumber=<listener_port>
dbdatabaseName=<database_SID>

dbuser=ejsadmin

dbpassword=ejsadmin

dbdisable2Phase=true
dbURL=jdbc:oracle:thin:@<hostname.domain.com>:<]

istener_port>:<database_SID>

Important: If a user ID other than EJSADMIN is used to access the
WebSphere administrative database hosted in Oracle, then ensure that the
user ID and schema lines reflect your actual database user ID and

password:

com.ibm.ejs.sm.adminServer.dbuser=your_user_name
com.ibm.ejs.sm.adminServer.dbSchema=your_user_name

2. Check the path-related parameter shown in Table 11-13.

Table 11-13 Oracle-related path required in admin.config

Parameter

Must contain paths...

com.ibm.ejs.sm.util.process.Nanny.admin | <oracle_home>/jdbc/lib
ServerJvmArgs

3. Check that the WebSphere schema and initial configuration (for example,
Default Server) will be written to the repository database on startup, as listed

in Table 11-14.

Table 11-14 Required schema creation and initial configuration flags

Parameter

Required value...

com.ibm.ejs.sm.adminServer.createTables true

install.initial.config

true
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Check the Web server configuration file changes
To check the Web server configuration file changes, complete the following
steps:

1. Check that the following two lines have been added to httpsobj.conf above
the <Object name=default> entry:

Init fn="load-modules" funcs="as_init,as_handler,as_term"
shlib="/opt/WebSphere/AppServer/bin/1ibns4l_http.so"

Init fn="as_init"
bootstrap.properties=/opt/WebSphere/AppServer/config/plugin-cfg.xml

You can find obj.conf in the following directory:
<http_server_install_path>/https-<ServerName>/config

For example:
/opt/netscape/serverd/https-itsohost.itso.ibm.com/config

2. If not, manually edit the file to include the required lines and save the
changes.

Start the WebSphere administrative server processes

The WebSphere administrative server needs to be started in order to test the
installation as well as the connectivity between WebSphere and the WebSphere
administrative database hosted in Oracle:

1. Log in as root.
2. Start a terminal session.

1. Run the WebSphere administrative server by issuing the following
commands:

# cd <WAS_HOME>/bin
# ./startupServer.sh

2. The startup of WebSphere administrative server is successful if the following
conditions are met:

a. There are no administrative server error logs in <WAS_HOME>/logs with
names that start with __adminServer.

b. The last line of the <WAS_HOME>/logs/tracefile file is similar to the
following:

[01.07.05 11:28:01:591 EDT] 147496 Server I WSVRO023I: Server
__adminServer open for e-business
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Tip: To view the output sent to tracefile as it happens, use the following
commands:

# cd /opt/WebSphere/AppServer/logs
# tail -f tracefile

Start the WebSphere Default Server

The WebSphere installation sets up a default application server (Default Server)
in the WebSphere administrative domain. We use this application server and its
Web applications to verify that the WebSphere installation is working correctly.

To start up the Default Server, perform the following steps:

1. Run the WebSphere Administrative Console by issuing the following
commands:

# cd <WAS_HOME>/bin
# ./adminclient.sh

2. Right-click the Default Server under the <hostname> node and select Start
from the pop-up menu.

3. The Default Server has been successfully started if the following conditions
are met:

a. The administrative console event messages pane shows the following
messages:

Transport http Tistening on port 9,080.
Command "Default Server.start" completed successfuly.

as shown in Figure 11-9.

b. The last line of the <WAS_HOME>/logs/Default_Server_stdout.log file is
similar to the following:

[01.07.03 11:55:03:103 EDT]  6ff4af Server I WSVR0023I: Server
Default Server open for e-business
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Console View Tools Help

cloow|xd &

= @ wehSphere Administrative
(3 Virtual Hosts
[ ServerGroups
= E2 Nodes
= @ itsohost
=l £ Application Servers
v
B0 Generic Servers
B0 Enterprise Applications
B2 Resources

0

Name

A0 Installed EJIB Modules
1 Installed Web Modules

Node:

Environment:
Working directory:

MNode Startup State:

*|Default Server |

itsohost

| Envirenment.. ‘

|,-’ontf'w'eb5phereMppServerIbin \

i [General

Application Server Name:

| Last state -
Maximum startup attempts: |2 ‘attempts :
Module visibility: |M.,du|e -‘
| Apply | | Reset | ‘ Help

Source

Type | Time | Event Messag

G FA18/071 100, DYNADOT1E: Servlet cache file dynacache.xml not fou.. com.ibm.servlet dynacache Ca...
G 7/18/01 10, Loading web Module: Default Application com.ibm.servletengineServie..
G 7/18/01 10, Loading Weh Module: Examples Application com.ibm.servletengineServie..
G 7/18/01 10, Transport http is listening on port 9080 com.ibm.servletengine httpt..
& 7/18/01 10.. Command "Default Server.start” completed successful..

e

Figure 11-9 Successful startup of Default Server application server

4. Verify that the Default Server Web container has been properly installed and
configured by accessing its servlets through the Web server “embedded”
within the WebSphere V4.0 Web container:

a. Using a Web browser, request the following URL:

http://<hostname>:

9080/servlet/snoop

A window similar to the one shown in Figure 11-10 should be displayed in

your browser.
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Figure 11-10 Snoop servlet accessed through embedded Web server

b. Using a Web browser, request the following URL:
http://<hostname>:9080/webapp/examples/showCfg
Note: The embedded Web server is a new feature introduced with

WebSphere V4.0. In previous releases, a stand-alone Web server was
required in order to access any resource hosted in WebSphere.

5. Close the WebSphere Administrative Console.

Regenerate the Web server plug-in settings

Before the Default Server can be accessed from a stand-alone Web server (such
as iPlanet) the Web server plug-in settings file
<WAS_HOME>/config/plugin-cfg.xml must be regenerated to reflect the following
settings used by the Web server plug-in:

» Virtual host settings
» Application server transports
» Web container URIs

Perform the following steps:
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1. If not already running the WebSphere Administrative Console, issue the
following commands:

# cd <WAS_HOME>/bin
# ./adminclient.sh

2. Right-click the node <hostname> that contains the Default Server application
server and select Regen Webserver Plugin from the pop-up menu, as
shown in Figure 11-11.

WebSphere Advanced Adm

Console View Tools Help

@0 @w|xa| %

[ 4§ webSphere Administrative Domain |
£ Virtual Hosts I Application
£ ServerGroups A Generic Ser

=l B2 Nodes i
=@ : W
- Finde. W [
¥y Stop JRL Provider
B2 G Force Stop Gene

0 Enterpr|  pocrart

1 Resoun Node name:

Stop for restart
Ping
Trace...

Regen Webserver Plugin

L3

Properties

Figure 11-11 Regenerate Web server plug-in settings

Tip: WebSphere provides a command-line tool that can be used to regenerate
the Web server plug-in configuration without having to run the WebSphere
Administrative Console:

<WAS_HOME>/bin/GenPluginCfg.sh -adminNodeName <hostname>

3. Check that the content of the <WAS_HOME>/config/plugin-cfg.xml file has
been updated to include the URIs of servlets contained within Default Server.
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Tip: The plug-in regeneration command generates a <Server> element for the
Default Server that contains a ClonelD attribute:

<Server CloneID="stsul7n0" Name="Default Server">
<Transport Hostname="m23wpnl8" Port="9080" Protocol="http"/>
</Server>

In a non-cloned environment this attribute can be removed, resulting in
performance improvements in the Web server plug-in.

Restart the Web server processes

The iPlanet Web Server process must be restarted before the Web server plug-in
configuration can be tested.

1. Log in as root.
2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/https-<ServerName>
# ./start

For example:

# cd /opt/netscape/serverd/https-itsohost.itso.ibm.com
# ./start

Verify the Web server plug-in configuration

The Web server plug-in configuration can be verified by requesting a servlet
through the Web server that has already been successfully requested through
the Web container's embedded Web server:

1. Using a Web browser, request a servlet URL, such as:
http://<web_server_hostname>/snoop/serviet
or:

http://<web_server_hostname>/webapp/examples/showCfg

Create the WebSphere system startup script

Create a script named “websphere” in the /etc/init.d directory to be used to
cleanly start up and shut down the WebSphere Application Server processes on
system startup and shutdown, respectively.

1. Change to the /etc/init.d directory.
# cd /etc/init.d
2. Create a file called websphere.
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Example 11-3 provides a sample WebSphere startup script.
Example 11-3 Sample WebSphere startup script

#1/bin/ksh

#

# Filename: websphere

# Purpose: Cleanly startup/shutdown the iPlanet Web Server on system
# startup/shutdown respectively.

LOCAL_WAS_ROOT="/opt/WebSphere/AppServer"
case "$1" in

'start')
cd ${LOCAL_WAS_ROOT}/bin
./startupServer.sh

'stop')
LOCAL_NODE_NAME="uname -n~
LOCAL_WORK_DIR="pwd™
LOCAL_XML_FILE=${LOCAL_WORK_DIR}/startstop-node.xml

cat > ${LOCAL XML _FILE} << EOF__
<?xml version="1.0"?7>
<IDOCTYPE websphere-sa-config SYSTEM
"\$XMLConfigDTDLocation\$\$dsep\$xmiconfig.dtd" >
<websphere-sa-config>
<node name="${LOCAL_NODE_NAME}" action="stop">
</node>
</websphere-sa-config>
__EOF__

cd ${LOCAL_WAS_ROOT}/bin

./XMLConfig.sh -import ${LOCAL XML FILE} -adminNodeName ${LOCAL_NODE_NAME}
rm ${LOCAL_XML_FILE}

cd ${LOCAL_WORK_DIR}

esac

Note: WebSphere does not provide a shutdown equivalent of the
startupServer.sh script. The script shown in Example 11-3 uses XMLConfig in
order to cleanly shut down the WebSphere node. You could also use the
WSCP tool. See Chapter 23, “Command-line administration and scripting” on
page 881 for more information on WSCP and XMLConfig.
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11.7 Install the WebSphere plug-in on a remote Web
server

This section provides detailed instructions for installing, configuring, and verifying
the WebSphere HTTP plug-in on a remote Web server.

The section is organized into the following tasks:

1.

o~ 0N

Preinstallation tasks.

Install the WebSphere plug-in.

Verify the WebSphere plug-in installation.
Configure for a remote WebSphere plug-in.
Verify the remote plug-in installation.

11.7.1 Preinstallation tasks

The plug-in installation updates the Web server configuration, so the iPlanet Web
Server processes on the Web server machine must be stopped before installing
the plug-in.

To stop the iPlanet Web Server processes:

1.
2.
3.

Log in as root.
Start a terminal session.
Issue the following commands:

# cd <http_server_install_path>/https-<ServerName>
# ./stop

For example:

# cd /opt/netscape/serverd/https-itsohost.itso.ibm.com
# ./stop

11.7.2 Install WebSphere plug-in

386

To install the WebSphere plug-in, complete the following steps on the iPlanet
Web Server machine:

1.
2.

Log in as root and start a terminal session.

Load the WebSphere Application Server V4.0, Advanced Edition CD-ROM
into the CD-ROM drive. The Volume Management daemon will automatically
mount the CD under /cdrom/cdromO.

Change the directory to the installation root:
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# cd /cdrom/cdrom0
4. Ensure that the DISPLAY and TERM environment variables are correctly set.
5. Run the install.sh installation script:
# ./install.sh
. In the Welcome window, click Next.

Important: If prerequisite checking is enabled for UNIX, then an alert may be
displayed indicating that some of the installation prerequisites have not been
met. This can even occur if newer patches/packages than those listed in
prereq.properties are installed. If such an alert is displayed, recheck all
prerequisites, and if they are met or exceeded, perform the following steps:

» Exit the installation.
» Disable prerequisite checking.
» Restart the installation from the beginning.

. In the Installation Options window, select Custom Installation and click
Next.

. In the Choose Application Server Components window, shown in
Figure 11-12, choose only the WebServer Plugins option, then click Next.
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ar Componants

Setup will install the components selected,

_l Server
_l Admin
[ Samples
[ Application Assembly and Deplovment tools
[ IBM HTTP Server 1.3.19
4 webServer Plugins
o - .
r Description
Lets vou select the Wwebserver plugins to install from the next
panel, The wWebservers supported are Netscape, Apache,
Domina, Lotus Go, IHS.

< Back | MNext > Cancel

Figure 11-12 Select components required for plug-in installation

Important: Although not listed in the Application Server Components window,
the Sun JDK 1.3.0 is automatically installed under the WebSphere installation
directory. There is no need to separately install a JDK for use by the Web
server plug-in.

9. In the Choose Webserver Plugin window, choose only the iPlanet Web
Server plug-in, then click Next.

10.In the Database Options window, accept the defaults and click Next. None of
the database settings are actually used by the Web server plug-in.

11.In the Select Destination Directory window, accept the default
(/fopt/'WebSphere/AppServer) and click Next.
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Note: Components installed under <plugin_install_path> by the plug-in
installation include:

» Web server plug-in libraries.

» Plug-in configuration file (example).

» Plug-in certificate keystore (example).
Sun JDK 1.3.0.

v

12.In the Install Options Selected window, check that the selected components
are correct. If yes, click Install to start the installation.

13.In the Location of Configuration Files window, enter the path to the iPlanet
Web Server configuration file (obj.conf), then click Next.

14.In the Setup Complete window, click Finish. The installation of the
WebSphere plug-in is now complete.

11.7.3 Verify the WebSphere plug-in installation

In order to verify the installation of the WebSphere HTTP plug-in, the following
task must be completed on the iPlanet Web Server machine:

1. Check Web server configuration file changes.

Check the Web server configuration file changes

To check that required settings have been added to the iPlanet Web Server
configuration file (obj.conf), follow the steps described in “Check the Web server
configuration file changes” on page 379.

11.7.4 Configure for a remote WebSphere plug-in

In order to support requests from a WebSphere HTTP plug-in installed on a
remote Web server, the following tasks must be performed:

1. Configure the WebSphere virtual host.

2. Regenerate the Web server plug-in settings.
3. Copy the plug-in settings to the remote server.
4. Restart the Web server.

Configure the WebSphere virtual host

To map requests from the remote Web server to the required virtual host,
complete the following steps:
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Log in as root on the WebSphere server machine.
Start a terminal session.

Run the WebSphere Administrative Console by issuing the following
commands:

# cd <WAS_HOME>/bin
# ./adminclient.sh

Select the Virtual Hosts folder in the tree pane of the administrative console.
In the details pane, select the default_host virtual host.

Add three new entries to the Host Aliases list of the default_host virtual host,
as shown Figure 11-13.

<Web server hostname>:<port#>
<Web server hostname.domain.com>:<port#>
<Web server IP address>:<port#>

sdministrat

Console View Tools Help

cloe2|x&| ¢

= @ WebSphere Administrative Domain I. Narne | Aliases
= =, default_host [%80, ®3080]
3 ServerGroups 3
= &2 Nodes
= P itsohost

= &2 Application Servers

39 Default Server : W

[ Generic Servers i

[ Enterprise Applications Name: *default_host
[ Resources :

~Aliases

+Host Aliases | Add
itsohos B0
itsohost.itsoral.ibm.com:80 Remove
10241054280
itsohosth:B0
itsohosth.itsoral.ibm.com:B0
10241054380

Type|  Time | Event Message | Sourge | Options...
10/30/01 4:... Console Ready, -

E

Figure 11-13 Add required aliases to virtual host

7. Click Apply to save changes.
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Important: Always remember to click the Apply button when changing
settings with the administrative console. Failure to do so will result in all
changes being lost, even if you just click into another resource in the Console.

8. Restart each of the application servers that are associated with this virtual
host.

Regenerate the Web server plug-in settings
To regenerate the Web server plug-in settings:

1. Follow the steps described in “Regenerate the Web server plug-in settings” on
page 382.

2. Check that the content of the <WAS_HOME>/config/plugin-cfg.xml file has
been updated to include the remote Web server’'s host name among the
virtual hosts settings.

Copy the plug-in settings to the remote server
Next the regenerated Web server plug-in settings must be copied to the remote
Web server:

1. Copy the <WAS_HOME>/config/plugin-cfg.xml file from the WebSphere
server machine across to the <WAS_HOME>/config directory on the remote
Web server machine.

Important: WebSphere and the WebSphere HTTP plug-in can have different
installation paths on the two servers. However, for simplicity and to reduce
editing of the plugin-cfg.xml file, we recommend that the plug-in installation
use the same path as the full WebSphere installation.

Restart the Web server
Restart the Web server if you want it to load the new plug-in settings
immediately, or wait until the plug-in dynamically reloads.

1. Log in as root on the iPlanet Web Server machine.
2. Start a terminal session.
3. Restart the Web server by issuing the following commands:

# cd <http_server_install_path>/https-<ServerName>
# ./start

For example:

# cd /opt/netscape/serverd/https-itsohost.itso.ibm.com
# ./start

Chapter 11. Solaris installation steps 391



11.7.5 Verify the remote plug-in configuration

392

In order to verify the configuration of the WebSphere HTTP plug-in installed on a

remote Web server, the following tasks must be performed:

1. Check the plug-in logs.
2. Test the connection to WebSphere.

Check the plug-in logs

To check the plug-in logs, complete the following steps:

1. The location of the WebSphere HTTP plug-in’s log is specified by the <Log>
element of the plugin-cfg.xml configuration file. By default, this is set to the

following:

<Log LoglLevel="Warning" Name="<plugin_install_path>/logs/native.log"/>

2. Check the contents of this log file. If the plug-in has been correctly configured,
then the following lines will be written to the end of the file:

[Sun Jul 29 14:02:37 2001] 00001df5 00000001 -

[Sun Jul 29 14:02:37 2001] 00001df5

[Sun Jul 29 14:02:37 2001] 00001df5
2001, 21:08:29

[Sun Jul 29 14:02:37 2001] 00001df5
iPlanet-WebServer-Enterprise/4.1
[Sun Jul 29 14:02:37 2001] 00001df5
[Sun Jul 29 14:02:37 2001] 00001df5
1024, soft: 1024

[Sun Jul 29 14:02:37 2001] 00001df5
hard: INFINITE, soft: INFINITE

[Sun Jul 29 14:02:37 2001] 00001df5
INFINITE, soft: INFINITE

[Sun Jul 29 14:02:37 2001] 00001df5

00000001

00000001

00000001

00000001
00000001

00000001

00000001

00000001

PLUGIN:
PLUGIN:

PLUGIN:

PLUGIN:

PLUGIN:
PLUGIN:

PLUGIN:

PLUGIN:

PLUGIN:

Plugins Toaded.

Bld date: Jul 11

Webserver:

Hostname = itsohost
NOFILES = hard:

MAX COREFILE SZ =

DATA = hard:

Note: See Appendix C, “The plugin-cfg.xml file definitions” on page 1071 for

more details.

Test the connection to WebSphere
To test the remote Web server connection to WebSphere, complete the following

steps:

1. Using a Web browser, request the following URL:

http://<web_server_hostname>/serviet/snoop
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2. If both the Web server and WebSphere have been correctly configured to
support remote HTTP plug-in access, then a window similar to Figure 11-14
will be obtained.

+*;5— Snoop Servlet - Netscape

File Edit WYiew Go Communicator Help

e P A A e om o & O
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v ﬁlnstantMessage ‘wiebbd ail Calendar Fiadio People ‘rellow Pages Dowar
Snoop Servlet - Request/Client :I
Information

Requested URL.:

ihttp:ﬂits ohost itzo tbin comizervlet’snoop

Servlet Name:

[
jsnoop

NP o
e == [pacument: Done i ik 4l N %

Figure 11-14 Request handled through remote HTTP plug-in

11.8 Install a new WebSphere node into an existing
domain

This section provides detailed instructions for installing, configuring, and verifying
a new WebSphere node into an existing WebSphere V4.0 administrative domain.

The section is organized into the following tasks:
1. Preinstallation tasks.

2. Install WebSphere.

3. Verify the WebSphere installation.
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11.8.1 Preinstallation tasks

Prior to installing the new WebSphere node, complete the basic preinstallation
tasks specified in 11.6.1, “Preinstallation tasks” on page 370.

Important: This section assumes that the iPlanet Web Server and Oracle 8i
client (in place of the Oracle 8i server) are both already installed and
configured on the server on which you will be installing this new WebSphere
node.

11.8.2 Install WebSphere

To install the new WebSphere node into an existing WebSphere domain,
complete the basic installation tasks specified in 11.6.2, “Install WebSphere” on
page 371, except for the following:

1. In the Database Options window, specify:

— Database Name: specify Oracle 8i service name for WebSphere database
instance.

— Path: specify the value of <oracle_home> for the Oracle 8i client.

— Remote Database: leave this unselected.

11.8.3 Verify the WebSphere installation

In order to verify the new WebSphere node installed into an existing WebSphere
domain, complete the basic verification tasks specified in 11.6.3, “Verify the
WebSphere installation” on page 377, except for the following:

1. For each new node sharing an existing administrative database, ensure the
database tables are not created and the default resources are not installed a
second time. Edit the <WAS_HOME>/bin/admin.config file and set the values
of the following settings as shown:

install.initial.config=false
com.ibm.ejs.adminServer.createTables=false
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11.9 Install the WebSphere Application Server - silent
mode

This section describes how to install WebSphere Application Server V4.0,
Advanced Edition using the noninteractive, or silent, mode. To complete a silent
installation, you will use the default response file or create a customized one,
then execute the installation script for WebSphere Application Server, supplying
the response file as a command-line parameter.

These instructions assume the following:
» Your machine has sufficient memory and disk space for your installation.
» You have installed and configured a database.

» You do not have a previous version of WebSphere Application Server already
installed on this machine. If you do have a previous version of WebSphere
Application Server already installed, do not follow these instructions. Instead,
see Chapter 25, “Migration” on page 1031.

» If you are using IBM HTTP Server as your Web server, you will install it at the
same time and onto the same node as you install WebSphere Application
Server. If you are using another supported Web server with WebSphere
Application Server, you have already installed it onto the same node as
WebSphere Application Server.

Note: IBM HTTP Server is supplied with WebSphere Application Server. If
you plan to use a different Web server, you must purchase it and install it
separately. It is recommended that the Web server be installed before
WebSphere Application Server.

11.9.1 Using the default response file

A default response file, named install.script, is supplied with WebSphere
Application Server. You can use this default response file to install WebSphere
Application Server using the default options, or as a template for creating a
customized response file.

If you use the default response file to install WebSphere Application Server using
the default options, the following software and other resources are installed:

» IBM Java 2 Software Developer's Kit (SDK) 1.3.0

» IBMHTTP Server V1.3.19

» IBM WebSphere Application Server V4.0

» WebSphere Application Server application samples
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Documentation in U.S. English

Note: All files except IBM HTTP Server are installed into the directory

/lopt/WebSphere/AppServer. IBM HTTP Server is installed into the directory
/opt/IBMHTTPD. In addition, WebSphere Application Server is configured for

use with IBM HTTP Server.

11.9.2 Using a customized response file

You can also use the default response file as a template for creating a
customized response file. You can edit the default response file to enable the
configuration of WebSphere Application Server with a different supported Web
server or database or to install the products into a different directory. Detailed
comments within the default response file guide you through the installation and
configuration options available for performing a silent installation.

11.9.3 Performing a silent installation
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Perform the following steps to create a customized response file (if needed) and
install WebSphere Application Server. These instructions assume that the
installation is being performed from the product CD-ROM:

1.
2.

Ensure that you are logged into the machine with superuser (root) privileges.

If a preexisting Web server on your system is running, stop the Web server. If
you plan to install IBM HTTP Server V1.3.19 as part of the WebSphere
Application Server installation and a version prior to V1.3.19 is already
installed on your system, you must uninstall it in order for the WebSphere
Application Server installation program to successfully install V1.3.19.

Insert the IBM WebSphere Application Server V4.0, Advanced Edition
CD-ROM in the CD-ROM drive. The Solaris Volume Management daemon
will automatically mount the CD under /cdrom/cdrom0.

Navigate to the /cdrom/cdromO/sun directory by entering the following
command:

# cd /cdrom/cdrom0/sun

Ensure that the directory /usr/ucb exists in the PATH environment variable for
the root login. If it does not, you must edit the install.sh script. To edit this
script, do the following:

a. Copy the install.sh script from the /cdrom/cdromO/sun directory to the /tmp
directory on the machine on which you will install WebSphere Application
Server.

b. Open this script in a text editor and find the line:
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USERNAME="/usr/ucb/whoami~.

c. Add the following line before the line USERNAME="/usr/ucb/whoami’:
export PATH = $PATH:/usr/uch

d. Save the edited install.sh script.

6. Ensure that you are in the directory /cdrom/cdromO/sun and create a copy of
the default response file by using the cp command, as follows:

# cp install.script <new_install.script>

In this command, <new_install.script> represents the full path name of the
copy of the default response file you are creating (for example,
/tmp/new_install.script). The name of your response file must have a .script
extension.

7. If you plan to install WebSphere Application Server by using the default
options included in the default response file, proceed to the next step.

If you plan to use the default response file as a template for creating a
customized response file, perform the following steps:

a. Use a text editor to open your copy of the default response file,
<new_install.script>.

b. Use the detailed comments throughout the file to help you select the
appropriate options for your WebSphere Application Server installation.

c. Save the changes that you have made to the customized response file.

8. Run the installation script in one of the following ways depending on the
actions you have taken in Step 5. (Because the shell script performs some
pre- and post-processing steps on the installation, do not use the Solaris
admintool utility to run the script.) The install.sh shell script uses the response
file to install the components and options that you have selected. In each
case, the value <new_install.script> represents the full path name of the copy
of the default response file or the customized response.

— If you have edited the install.sh script as detailed in Step 5, run the
installation script file by entering the following commands:

# cd /cdrom/cdrom0/sun
# /tmp/install.sh -silent -responseFile new_install.script

— If you have not edited the install.sh script as detailed in Step 5, run the
installation script file by entering the following command:

# /cdrom/cdrom0/sun/install.sh -silent \
-responsefile <new_install.script>
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If you choose to install the plug-in for IBM HTTP Server, the installation
process checks if you have the correct version of the Web server on your
machine. If you do not have IBM HTTP Server installed on your machine, the
installation process performs one of the following actions, based on whether
you have indicated in your response file to install IBM HTTP Server:

— If you indicated in your response file that you do want to have IBM HTTP
Server installed, the installation process installs the plug-in for it.

— If you indicated in your response file that you do not want to have IBM
HTTP Server installed, the script exits without installing the plug-in.

. After installation is complete, refer to the log file named install.log located in

the /tmp directory to determine whether the silent installation was successful.
A copy of this file also exists in the directory <WAS_HOME>/logs.

10.Unmount the CD-ROM before removing it from the CD-ROM drive by using

the umount command, as follows:
# umount /cdrom/cdrom0
You can then eject the CD-ROM.

11.If you are using a Web server other than IBM HTTP Server, start the server. If

you installed IBM HTTP Server as part of the WebSphere Application Server
silent installation, you might need to configure it. Perform the following steps
to verify that the IBM HTTP Server is installed correctly:

a. Ensure that the Web server is running or start it by entering the following
command:

# /opt/IBMHTTPD/bin/apachectl start

b. Start a Web browser window and type the name of the host machine as
the URL (http://host_machine). If you see the Welcome to the IBM HTTP
Server window, the server has been installed correctly.

See the “Using silent installation on Solaris“ article in the InfoCenter for further
details.
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12

Linux installation steps

This chapter provides detailed procedures for installing, configuring, and
verifying a number of the scenarios described in Chapter 8, “Installation
approach” on page 127, for an environment consisting of the following
components:

» Operating system - Red Hat Linux 7.1

» Database server - IBM DB2 UDB Enterprise Edition

» Web server - IBM HTTP Server

Application server - WebSphere Application Server V4.0, Advanced Edition

v

The procedures described are intended to be used as working examples in
conjunction with the product installation guides for all the possible values that
may be unique within your runtime environment. This chapter is organized into
the following sections:

» Planning

» Install Linux

» Install the Web server

» Install the database server

» Install WebSphere Application Server V4.0, Advanced Edition
» Configure WebSphere HTTP transport for SSL

» Install WebSphere Application Server - silent mode
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Note: For more information on WebSphere for Linux, see WebSphere
Application Server V4 for Linux, Implementation and Deployment Guide,
REDP0405, found at http://www.ibm.com/redbooks. This Redpaper provides
detailed procedures for implementing multi-tier runtime environments for
WebSphere Application Server V4.0, Advanced Edition for Linux. It also
describes how to deploy an enterprise application to a WebSphere for Linux
runtime environment.

12.1 Planning

This section defines the hardware and software used within the Linux
environment to test a number of different WebSphere Application Server V4.0
configuration scenarios.

12.1.1 Hardware and software prerequisites

WebSphere Application Server V4.0, Advanced Edition has the following
hardware and software requirements.

Hardware
» 150 MB diskspace (minimum) for WebSphere Application Server

» 300 MB diskspace (minimum) for IBM DB2 Enterprise Edition
» 50 MB diskspace (minimum) for IBM HTTP Server

Software
» Red Hat Linux 7.1 Standard Edition + prerequisites (see 12.2, “Install Linux”
on page 405)

» IBM WebSphere Application Server V4.0, Advanced Edition

» IBM DB2 Universal Database V7.2 FP4, Enterprise Edition for Linux
» IBMHTTP Server 1.3.19

» IBM GSKit 5.0.3.52
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Note: For further details on requirements, see the following documentation:

1. DB2 -

http://www.ibm.com/cgi-bin/db2www/data/db2/udb/winox2unix/support/v7pubs.

d2w/en_main

2. WebSphere -

http://www.ibm.com/software/webservers/appserv/doc/latest/prereq.html

12.1.2 Software used in our test environment

We used the following software in our test environment:
» Red Hat Linux 7.1 Standard Edition + prerequisites

» IBM WebSphere Application Server V4.0, Advanced Edition
» IBM DB2 Universal Database V7.2 FP4, Enterprise Edition for Linux

» IBMHTTP Server 1.3.19

» IBM GSKit 5.0.3.52 (included in IBM HTTP Server package)
» IBM JDK 1.3.0 (included in WebSphere Application Server package)

Note: Other Web servers and database software may be used, as
documented in the Product Installation Guide.

Product installation roots

The variables listed in Table 12-1 are used frequently throughout this
documentation to represent the root installation directories of the software

components.

Table 12-1 Product installation roots

Variable Default value Component
<WAS_HOME> /opt/WebSphere/AppServer WebSphere
<db2_install_path> /home/db2inst1 DB2 server
<http_server_install_path> | /opt/IBMHTTPServer IBM HTTP Server
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Installation variables

The variable listed in Table 12-2 are used frequently throughout this
documentation to represent settings used during the installation of software

components.

Table 12-2 Common installation settings
Variable Default value Component
db2_instance_owner db2inst1 DB2 server

12.1.3 Hardware used in our test environment

This section describes the hardware used within our test WebSphere Application
Server V4.0 environment on Linux.

» Server1

IBM NetFinity 3000

1 350 MHz CPU

512 MB RAM

4.3 GB hard disk

1 Intel 82558 PCI Ethernet Adapter

1 Adaptec AIC-78xx PCI SCSI Adapter
1 S3 Trio 3D Video Adapter

12.1.4 Example scenarios
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Within this test environment, we describe the tasks necessary to install and
configure the following scenarios that are described in Chapter 8, “Installation
approach” on page 127:

» Scenario A - basic one-server configuration, but using the WebSphere
embedded Web server in place of the usual standalone Web server.

» Scenario B - basic one-server configuration, but using a standalone Web
server and the WebSphere HTTP plug-in.

» Scenario C - extension of the basic one-server configuration of Scenario B,
with the HTTP communication between the plug-in and WebSphere
encrypted using SSL and client authentication mode enabled.

Installation and configuration tasks

Table 12-3 provides a detailed summary of the tasks and the order in which they
must be performed that are necessary to install and configure each of the
example scenarios described above.
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To install and configure an example, perform the tasks listed for the example in
the specified order. Only those tasks that are numbered (non-blank) are to be
performed for a particular example. Detailed descriptions of each of these tasks
can be found later in this chapter.

Table 12-3 Installation and configuration tasks broken down by scenario

Server | Task Example scenario
A B C
1 Operating system: 1 1 1
Installation of Linux operating system and any
required patches:
1. Install Linux
2. Apply any paches and packages as detailed in
the WebSphere platform specific prerequisites
See 12.2, “Install Linux” on page 405.
1 Web server: - 2 2
Installation and configuration of IBM HTTP Server:
1. Perform preinstallation tasks
2. Install IBM HTTP Server
3. Configure IBM HTTP Server
4. Verify IBM HTTP Server
See 12.3, “Install the Web server” on page 407.
1 Database server: 2 3 3
Installation and configuration of IBM DB2 server
necessary to support usage by WebSphere:
1. Perform preinstallation tasks
2. Install DB2 server
3. Verify DB2 server installation
4. Configure DB2 server
5. Set up WebSphere administrative database
See 12.4, “Install the database server” on page 413.
Chapter 12. Linux installation steps 403




Server | Task Example scenario

A B C

1 WebSphere Application Server: 3 4 4
Installation and configuration of WebSphere
necessary to handle requests through the
“embedded” Web server:

1. Perform preinstallation tasks
2. Install WebSphere
3. Verify WebSphere installation

See 12.5, “Install WebSphere Application Server”
on page 425.

1 WebSphere Application Server: - - 5
Creation and configuration of an HTTPS transport
on WebSphere default Web container:

1. Create new server certificate keystore

2. Create new server self-signed certificate used
for SSL handshaking

3. Create new HTTPS transport for WebSphere
Default Server

See 12.6, “Configure WebSphere HTTP transport
for SSL” on page 434.

1 WebSphere HTTP plug-in: - - 6
Configuration of plug-in necessary to communicate
with HTTPS (client authentication disabled)
transport in WebSphere:

1. Create new plug-in certificate keystore

2. Import WebSphere self-signed server certificate
as a trusted CA

3. Update Web server plug-in configuration file to
support HTTPS transport and certificate
keystore.

See 12.6, “Configure WebSphere HTTP transport
for SSL” on page 434.
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Server

Task

Example scenario

A

B

Cc

WebSphere HTTP plug-in:
Extra configuration of plug-in necessary to support

HTTPS transport with client authentication enabled:

1. Create new self-signed client certificate for use
to authenticate plug-in to server during SSL
handshaking

See 12.6, “Configure WebSphere HTTP transport
for SSL” on page 434.

7

WebSphere Application Server:
Extra configuration of WebSphere HTTPS transport
necessary to support client authentication:

1. Import plug-in self-signed certificate as a
trusted CA

2. Configure HTTPS transport to use client
authentication

See 12.6, “Configure WebSphere HTTP transport
for SSL” on page 434.

WebSphere Application Server:
Start up the WebSphere Default Server ready to
handle requests:

1. Regenerate Web server plug-in configuration
file

See 12.6, “Configure WebSphere HTTP transport

for SSL” on page 434.

Web server:

Test that Web server and plug-in can access the
current configuration of the WebSphere Default
Server:

1. Restart Web server
2. Verify configuration

— http://<hostname>/webapp/examples/showCf

9

10

12.2 Install Linux

Prior to installing any of the WebSphere components, the proper level of the
operating system must be installed.
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» Linux kernel
» File systems
» Linux packages

12.2.1 Linux kernel

The WebSphere V4.0 minimum supported level of Red Hat Linux is Release 7.1,
running the 2.4 kernel.

12.2.2 File systems

During the interactive phase of the Red Hat Linux 7.1 operating system
installation, you will need to customize the file systems and allocate the
necessary space for the software components installed in subsequent steps.

Table 12-4 provides general guidelines for the space required by each

component.

Table 12-4 Component disk space requirements
Component File system Disk space

required (MB)
IBM HTTP Server /opt 50
WebSphere Application Server V4.0, /opt 250
Advanced Edition
IBM DB2 Server, Enterprise Edition Jusr 300 MB
/home 100 MB

Based on the disk space requirements listed in Table 12-4, we recommend the
file systems listed in Table 12-5 for this test environment.

Table 12-5 Recommended file systems

File system Description Usage Size (MB)
/ root 400

/tmp Temporary files 200
/home Home directories DB2 instance 600

/opt Program files WebSphere, 1200

IBM HTTP Server

lusr Program files DB2 Server 1200
<swap> Swap space 512
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12.2.3 Linux packages

There are a number of prerequisite packages (of specific versions) required for
the installation of WebSphere Application Server V4.0. The required packages
and their version numbers are listed in Table 12-6.

Table 12-6 Red Hat Linux packages required by WebSphere V4.0

Package Require this version or newer...

ncurses4 5.0-2

pdksh 5.2.14-12 (installed when the ncurses4
package gets installed).

1. Determine whether each of these packages are currently installed by using
the rpm (Red Hat Package Management) command:

# rpm --verify <package name>

2. If the output does not include the required version of the fileset (or newer),
then the package must be upgraded before continuing. Use the following
command to install or upgrade a package:

# rpm -U --nodeps <package name>-<version>.i386.rpm
For example:

# rpm -U --nodeps IBM_ADMIN_Server-1.3.19-0.i386.rpm

Note: The ncurses4 package is supplied on the Red Hat Linux 7.1 CD-ROM,
but is not installed by default.

Red Hat Linux packages can be obtained from the following FTP site:
ftp://ftp.redhat.com/

12.3 Install the Web server

This section provides detailed instructions for installing, configuring, and verifying
IBM HTTP Server V1.3.19 for Linux.

The section is organized into the following tasks:

—

. Preinstallation tasks.

2. Install the IBM HTTP Server.

3. Configure the IBM HTTP Server.
4. Verify the IBM HTTP Server.
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Note: Whether or not a particular task needs to be performed, and the order in
which tasks must be performed, is identified during the planning stage and is
dependent upon the needs of the particular topology or scenario being
installed. See 12.1, “Planning” on page 400 for details on those tasks to be
performed for each example.

12.3.1 Preinstallation tasks

Prior to installing IBM HTTP Server V1.3.19, the following check must be
completed:

1. Check that IP ports are unused.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing services on the server that use the following
IP ports:

— 80 (standard HTTP port)

— 443 (standard HTTPS port)

— 8008 (IBM HTTP Server Administration port)

We suggest using the following command for this task:
# netstat -a | grep LISTEN

12.3.2 Install the IBM HTTP Server

To install the IBM HTTP Server V1.3.19, complete the following steps:
1. Log in as root.
2. Start a terminal session.

3. Insert the IBM WebSphere Application Server V4.0 CD-ROM into the
CD-ROM drive. This CD also contains the IBM HTTP Server.

4. Mount the CD-ROM:

# mount -t 1509660 -r /dev/cdrom /cdrom

o

. Change to the ihs_128 subdirectory of the root installation directory on the
CD.
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6. Create a text file rpm.list listing each of packages given in Table 12-7.

Table 12-7 Required IBM HTTP Server packages

Package

Description

gsk5bas-5.0-3.61.i386.rpm

GSK certificate and security libraries

IBM_ADMIN_EN-1.3.19-0.i386.rpm

IBM Administration Server documentation

IBM_ADMIN_Server-1.3.19-0.i386.rpm

IBM Administration Server program files

IBM_FastCGI-1.3.19-0.i386.rpm

Implementation of FastCGl standard -
increases CGl performance

IBM_HTTP_Server-1.3.19-0.i386.rpm

IBM HTTP Server program files

IBM_MAN_ENU-1.3.19-0.i386.rpm

IBM HTTP Server manual (man) pages

IBM_MSG_EN-1.3.19-0.i386.rpm

Language message files for IBM HTTP
Server

IBM_SSL_128-1.3.19-0.i386.rpm

IBM SSL (Secure Sockets Layer) 128-bit
library

IBM_SSL_Base-1.3.19-0.i386.rpm

IBM SSL (Secure Sockets Layer) program
files

IBM_SSL_EN-1.3.19-0.i386.rpm

Language message files for IBM SSL

Important: Double-check that you have selected the correct packages.
Due to the number of selections, it is easy to make a mistake that will
result in the IBM HTTP Server not working properly.

7. Install the packages using the rpm (Red Hat Package Management) tool:

# for i in ‘cat rpm.list® ; do rpm -U --nodeps $i ; done

8. Unmount the CD-ROM:

# cd/
# umount /cdrom

12.3.3 Configure the IBM HTTP Server

After installation of IBM HTTP Server V1.3.19, the following configuration tasks
must be completed on the IBM HTTP Server machine:

1. Create the IBM HTTP Server admin account.

2. Create a UNIX runtime account.
3. Update httpd.conf.

Chapter 12. Linux installation steps 409




410

4.

Restart IBM HTTP Server.

Create the HTTP server admin account

The administration account is used to access the HTTP Administration Server
Configuration GUI. To create the account, perform the following steps:

1.

Log in as root.

2. Start a terminal session.
3.
4. Create the administration user by typing the following commands:

Change the directory to the <http_server_install_path>/bin directory.

# ./htpasswd -m ../conf/admin.passwd admin
New password: <your_password>
Re-type new password: <your_password>

Where admin is the IBM HTTP Server administration user ID.

Create a UNIX runtime account

Although the HTTP Server process is started under the root account, it must be
configured to, then switched to, run under another account. A UNIX account
needs to be created specifically for the purpose.

Perform the following steps to create the UNIX account and configure the IBM
HTTP Server:

1.

Log in as root.

2. Start a terminal session.
3.
4. Run the setupadm script:

Change the directory to the <http_server_install_path>/bin directory.

# ./setupadm

Answer the prompts as follows:

a. Please supply a user ID to run the Administration Server. For example:
User ID: www
Press Enter.

b. Please Supply a GROUP NAME to run the Administration Server. For
example:

Group Name: www
Press Enter.

c. Please supply the Directory containing the files for which a change in the
permissions is necessary. The default is /opt/IBMHTTPServer/conf.
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Press Enter to accept the default.

d. To perform the change, enter 1. To quit with no changes, enter 2 (default).
Enter 1 to perform changes.
Press Enter.

e. Configuration file: /opt/IBMHTTPServer/conf/admin.conf’ will be saved.
Do you wish to update the Administration Server Configuration file? To
perform the change, enter 1. To exit with no change, enter 2 (default).

Enter 1 to update configuration file.
Press Enter.

f. Do you wish to run the Admin Server and IHS Server in a language other
than English? For a language other than English, enter 1. For English,
enter 2 (default).

Press Enter to accept the default (English).
6. The setupadm program returns to the system prompt.

Update httpd.conf

The HTTP Server configuration file httpd.conf must be updated to reflect the
following:

» The fully qualified host name of the server.
» The UNIX account to run under.

1. Edit the <http_server_install_path>/conf/httpd.conf file and update the
settings listed in Table 12-8.

Table 12-8 htipd.conf required settings

Setting Required value...
User www
Group www

ServerName <hostname.domain.com>

2. Save the changes and exit.

Restart IBM HTTP Server

The IBM HTTP Server must be restarted in order for the above configuration
changes to take effect:

1. Log in as root.
2. Start a terminal session.
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3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl restart

12.3.4 Verify IBM HTTP Server

412

In order to verify the IBM HTTP Server V1.3.19 installation, perform the following
checks on the IBM HTTP Server machine:

1. Check the process status.
2. Check request handling.

Check the process status
To check the IBM HTTP Server process status, perform the following steps:

1. Check that the HTTP Server processes are running by issuing the following
command:

ps -ef | grep httpd
The output should list a number of processes.

2. Check that the HTTP Server is registered to listen on port 80 and is therefore
ready to handle requests:

netstat -a | grep LISTEN | grep www

Check request handling
To check IBM HTTP Server request handling, perform the following steps:

1. Using a Web browser, request the following URL representing the IBM HTTP
Server home page:

http://<hostname.domain.com>/

The window shown in Figure 12-1 will be displayed if the IBM HTTP Server
has been installed and configured correctly.
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Figure 12-1 Home page request handled by Web server

12.4 Install the database server

This section provides detailed instructions for installing, configuring, and verifying
IBM DB2 Universal Database, Enterprise Edition for Linux.

The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install the DB2 server.

3. Verify the DB2 server installation.

4. Configure the DB2 server.
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5.

Set up the WebSphere administrative database.

12.4.1 Preinstallation tasks

Prior to installing IBM DB2 Universal Database, Enterprise Edition for Linux, the
following task needs to be completed:

1.

Check IP ports are unused.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1.

Check that there are no existing active services that use the following IP ports
on the server:

— 523 (DB2 server)

— 50000 (DB2 instance connection port)

— 50001 (DB2 instance interrupt port)

— 50002 (DB2 Control Server)

We suggest using the following command for this task:
# netstat -a | grep LISTEN

12.4.2 Install the DB2 server

In order to install IBM DB2 Universal Database, Enterprise Edition for Linux,
perform the following steps:

414

1.
2.
3.

Log in as root.
Start a terminal session.

Load the IBM DB2 Universal Database, Enterprise Edition for Linux CD-ROM
into the CD-ROM drive and mount the CD.

# mount -t 1509660 -r /dev/cdrom /cdrom
Start the DB2 installer program:

# cd /cdrom
# ./db2setup

In the Install DB2 window, select only the following option:
— DB2 UDB Enterprise Edition
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Navigation tips:
» Press Tab to move between available options and fields.

» Highlight and press Enter to select an option.

6. Highlight the DB2 Product Library option and press Enter.

7. In the DB2 Product Library window, highlight the appropriate option for your
locale under the DB2 Product Library (HTML) section, then highlight OK and
press Enter.

8. Highlight OK and press Enter.

9. In the Create DB2 Services window, select the Create a DB2 Instance
option, highlight OK and press Enter.

10.In the DB2 instance authentication window, enter the following:
— User Name: <db2_instance_owner>
— User ID: use default UID
— Group Name: db2iadm1
— Group ID: use default GID
— Home Directory: /home/<db2_instance_owner>
— Password: <user_password>
— Verify Password: <user_password>

Important: The DB2 installer uses the above information to automatically
perform the following operations:

» Create a group db2iadm1.
» Create a user <db2_instance_owner> with primary group db2iadm1.

» Sets <db2_instance_owner> password to <user_password> value. The
password used must meet DB2 requirements: 8 characters or less and

%Kk “wn

not containing the characters “<“ or “>”".

» Changes the ownership (owner:group) of the
/home/<db2_instance_owner> directory to be
<db2_instance_owner>:db2iadm1

11.Highlight OK and press Enter.
12.In the Fence User window, enter the following:

— User Name: db2fenc1
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— User ID: use default UID

— Group Name: db2fadm1

— Group ID: use default GID

— Home Directory: /home/db2fenc1

— Password: <db2fenc1_password>

— Verify password: <db2fenc1_password>

Important: The DB2 installer uses the above information to automatically
perform the following operations:

» Create a group db2fadm1
» Create a user db2fenc1 with primary group db2fadm1

» Sets db2fenc1 password to <db2fenc1_password> value. The
password used must meet DB2 requirements: 8 characters or less and

%Kk “n

not containing the characters “<“ or “>”".

» Changes the ownership (owner:group) of the /home/db2fenci directory
to be db2fenc1:db2fadm1

13.Highlight OK, and press Enter.

14.1n the DB2 Warehouse Control Database window, select the Do not set up
DB2 Warehouse Control Database option, then highlight OK, and press
Enter.

15.In the Create DB2 Services window, highlight the Create Administration
Server option, then enter the following:

— User Name: db2as

— User ID: use default UID

— Group Name: db2asgrp

— Group ID: use default GID

— Home Directory: /home/db2asgrp

— Password: <db2asgrp_password>

— Verify password: <db2asgrp_password>
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Important: The DB2 installer uses the above information to automatically

perform the following operations:
» Create a group db2asgrp
» Create a user db2as with primary group db2asgrp

» Sets db2as password to <db2as_password> value. The password used

must meet DB2 requirements: eight characters or less and not

%Kk (TR

containing the characters “<* or “>”.

» Changes the ownership (owner:group) of the /home/db2as directory to

be db2as:db2asgrp

16.Highlight OK and press Enter.

17.A message window appears indicating that DB2SYSTEM will be set to
<hostname>. Highlight OK and press Enter.

18.Back in the Create DB2 Services window, highlight OK and press Enter.

19.The Summary Report window is displayed, listing the product components to

be installed. Highlight Continue and press Enter.

20.A warning window appears indicating this is your last chance to stop.
Highlight OK and press Enter.

21.The db2setup program installs the selected components. Depending on the

speed of your processor, this can take up to 15 minutes.

22.You may be prompted to register the product. Complete the registration, then

exit back to the install window.

23.When the install completes, a notice window informs you whether the
installation was successful. Highlight OK and press Enter.

24.Scan the Status Report to ensure that all components were installed
successfully. Highlight OK and press Enter.

25.In the DB2 Installer window, highlight Close and press Enter.

26.A window appears asking Do you want to exit the DB2 Installer?.
Highlight OK and press Enter.

27.The DB2 installation is now complete.
28.Unmount the CD-ROM:

# cd /
# umount /cdrom
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12.4.3 Verify the DB2 server installation

418

To verify the DB2 Server installation, complete the following tasks:
Check the home directory permissions.

Check the DB2 instance owner profile.

Check the DB2 instance symbolic links.

Check the DB2 release level.

Check the DB2 service name.

Check the database manager configuration.

N o o k0w Db~

Create a sample database.

Check the home directory permissions

Check that the home directory ownership has been correctly set up by the
db2setup program, as listed in Table 12-9.

Table 12-9 DB2 home directory required permissions

Home directory path Owner Group Permissions

/home/<db2_instance_owner | <db2_instance_owner db2iadm1 drwxr-sr-x
> >

/home/db2fenc1 db2fenc1 db2fadm1 | drwxr-xr-x

/home/db2as db2as db2asgrp | drwxr-xr-x

If a DB2-related home directory has not been correctly configured, perform the
following steps:

1. Log in as root.
2. Start a terminal session.
3. Issue the command, substituting values from the table above:

# chown -fR <owner>:<group> <home_directory_path>

Check the DB2 instance owner profile

The DB2 Server installation should set up the .bashrc environment file of the
<db2_instance_owner> so that the DB2 environment is set up when the user
logs in.

1. The following content should have been added to the file:

if [ -f /home/<db2_instance_owner>/sql1ib/db2profile ] ; then
. /home/<db2_instance_owner>/sql1ib/db2profile
fi
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2. If not present, manually edit the file to add the above content.

Check the DB2 instance symbolic links

The DB2 server installation automatically creates a DB2 instance
<db2_instance_owner> under the /home/<db2_instance_owner> directory. As
part of the instance creation, db2setup should create symbolic links in the
/home/<db2_instance_owner>/sqllib directory to files under /usr/IBMdb2/V7.1.

Perform the following steps to check whether the symbolic links have been
created:

1. Log in as root.

2. Start a terminal session.

1. Change the directory to /home/<db2_instance_owner>/sqllib.

2

. Check whether a number of symbolic links exist pointing to files under
/usr/IBMdb2/V7.1.

3. If not, issue the following commands:

# cd /usr/IBMdb2/V7.1/cfg
# ./db21n

Check the DB2 release level

Check that DB2 has the correct internal release level to meet WebSphere
requirements:

1. Change to user <db2_instance_owner>:
# su - <db2_instance_owner>
2. Enter the following command:
$ db2level
This should generate output similar to the following:

DB210851 Instance "db2instl" uses DB2 code release "SQL0O7021" with level
identifier "03020105" and informational tokens "DB2 v7.1.0.43", "s010504"
and "U475381a"

3. Aninternal release level of 7.1.0.43 should be indicated.

Check the DB2 service name
Check the service name recorded in the TCP/IP services file:

1. Open the /etc/services file, and locate the entries that have comments
referring to the DB2 instance connection port.

2. Locate the service name in the first column that corresponds to the lower port
number. For example, if the following services were displayed:
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db2cdb2instl 50000/tcp #Connection port for DB2 instance db2instl
db2idb2instl 50001/tcp #Interrupt port for DB2 instance db2instl

3. Record the db2cdb2inst1 service name for later use.

Check the database manager configuration
Check that the service name is recorded in the database manager configuration:

1. Change to user <db2_instance_owner>:
# su - <db2_instance_owner>

2. Enter the following command:
$ db2 get dbm cfg | grep SVCENAME

3. Verify that the SVCENAME value matches the service name recorded above
from the services file. For example, something similar to the following should
be displayed:

TCP/IP Service name (SVCENAME)=db2cdb2instl

4. If the value does not match, update the database manager configuration
using the following commands:

$ db2 update dbm cfg using svcename <service_name>
$ db2stop
$ db2start

Where <service_name> must be replaced with the service name.

Create a sample database
The DB2 installation can be tested by creating and connecting to the sample
database supplied with DB2 specifically for this purpose:

1. Change to user <db2_instance_owner>:
# su - <db2_instance_owner>
2. Create the sample database:
$ db2sampl
3. Check that DB2 knows about the new database:
$ db2 1ist db directory
This should give output containing the following:

Database 1 entry:

Database alias = SAMPLE
Database name = SAMPLE
Database drive = /home/db2inst1
Database release level =9.00

Comment =

Directory entry type = Indirect
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Catalog node number =0
4. Test connectivity to the database:

$ db2 connect to sample
$ db2 diconnect current

12.4.4 Configure the DB2 server

After the DB2 server installation, a number of configuration tasks must be
performed so that WebSphere is able to use it as the repository for its
administrative database:

1. Update the root administrative groups.
Update the JDBC level.

Configure the TCP/IP communication mode.
Verify the DB2 environment.

ok~ DN

Update the root environment file.

Update the root administrative groups

The DB2 server installation should add the following administrative group to the
root user:

» db2asgrp
Perform the following steps to check whether the root account’s administrative
groups have been amended:
1. Log in as root.
2. Start a terminal session.
3. Issue the following command:
# groups

4. If db2asgrp is not listed as one of the groups assigned to root, use the Red
Hat tools to reconfigure the root user.

Update the JDBC level

IBM WebSphere Application Server V4.0 requires the use of JDBC2.0, whereas
the default installation of IBM DB2 uses JDBC1.2. To update the DB2 JDBC
level, complete the following steps:

1. Change user to <db2_instance_owner>:
# su - <db2_instance_owner>

2. Add the following content to the end of the <db2_instance_owner> .bashrc
environment file:
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if [ -f /home/<db2_instance_owner>/sqllib/javal2/usejdbc2 ] ; then
. /home/<db2_instance_owner>/sql1ib/javal2/usejdbc2

fi

Configure the TCP/IP communication mode
The DB2 Server may need to be reconfigured to use TCP/IP as its primary

communication method:

1. Change user to <db2_instance_owner>:

# su - <db2_instance_owner>

2. Check whether TCP/IP is the current DB2 communication method. The
following command should return a value of tcpip:

$ db2set DB2COMM

3. If not, reset the DB2COMM DB2 environment variable:
$ db2set DB2COMM=tcpip

Verify the DB2 environment

After the above configuration steps, we need to check that the environment being

set up by the db2profile and usejdbc2 scripts is correct:

1. Change to user <db2_instance_owner>:

# su - <db2_instance_owner>

2. Issue the following command:
# set | grep [Dd][Bb]2
3. Check that the environment variables in this output match the values in

Table 12-10.

Table 12-10 DB2 server required environment variables

Environment variable

Required value

DB2DIR

/usr/IBMdb2/V7.1

DB2INSTANCE

<db2_instance_owner>

INSTHOME

/home/<db2_instance_owner>

LD_LIBRARY_PATH

:/home/<db2_instance_owner>/sqllib/lib

LIBPATH <eeeeeni/hOme/<db2_instance_owner>/sqllib/javal2:/home/
<db2_instance_owner>/sqllib/lib
CLASSPATH /home/<db2_instance_owner>/sqllib/function:/home/<db2

_instance_owner>/sqllib/java12/db2java.zip:/home/<db2_i
nstance_owner>/sqllib/java/runtime.zip
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Environment variable | Required value

PATH <eeeeeeni/hOme/<db2_instance_owner>/sqllib/javal2:/home/
<db2_instance_owner>/sqllib/bin:/home/<db2_instance_o
wner>/sqllib/adm:/home/<db2_instance_owner>/sqllib/mis
c

Update the root environment file

The WebSphere Application Server will be run under root and will require access
to the DB2 environment so that it can access the WebSphere administrative
database. This requires that the root account’s environment .bashrc file be edited
to add the following content at the end of the file.

# Setup DB2 environment for root user.

if [ -f /home/<db2_instance_owner>/sql1ib/db2profile ] ; then

. /home/<db2_instance_owner>/sql1ib/db2profile
fi

# Force DB2 to use JDBC 2.0.

if [ -f /home/<db2_instance_owner>/sqllib/javal2/usejdbc2 ] ; then
. /home/<db2_instance_owner>/sql1ib/javal2/usejdbc2

fi

12.4.5 Set up the WebSphere administrative database

Next, set up a database in DB2 to use as the WebSphere administrative
repository. The database will be populated with WebSphere schema and default
values in a later task.

To set up the WebSphere database, complete the following steps:

1. Log in as <db2_instance_owner>.

2. Create the WebSphere database and configure its heap size to suit
WebSphere requirements:

$ db2 create db wasl
$ db2 update db cfg for wasl using applheapsz 256

Note: Although the repository database created here is called was1, any
valid DB2 database name can be used.

3. Check that the new database is known to DB2:
$ db2 1ist db directory
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This should give output containing the following:

Database 1 entry:

Database alias = WAS1

Database name = WAS1

Database drive = /home/db2instl
Database release level =9.00

Comment =

Directory entry type = Indirect
Catalog node number =0

4. In order to access the administrative database via TCP/IP, the DB2 node
must first be cataloged:

$ db2 catalog tcpip node <node_name> remote <local_hostname> server

<service_name>

Important: The <service name> used to catalog the node must be the same
as the database instance connection port name in the /etc/services file. The
<node_name> chosen can be any valid DB2 nodename.

5. The administrative database must now be cataloged as part of this TCP/IP
node:

$ db2 catalog db wasl as was at node <node_name>

6. Check that the database TCP/IP alias is known to DB2:
$ db2 1ist db directory
This should give output containing the following:

Database 2 entry:

Database alias = WAS
Database name = WAS1

Node name = <node_name>
Database release level =9.00
Comment =

Directory entry type = Remote
Catalog node number = -1

7. Verify the connection to the local database via TCP/IP:

$ db2 connect to was user <db2_instance_owner> using <db2owner_passwd>
$ db2 disconnect current

where <db2owner_passwd> is the DB2 instance owner password on the local
DB2 server.
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Tip: When the DB2 administration account is used to create a new database,
it is automatically granted dba access rights. You need to specifically grant
access to another user only if you plan to access the database from an
account other than <db2_instance_owner>.

12.5 Install WebSphere Application Server

This section provides detailed instructions for installing, configuring, and verifying
WebSphere Application Server V4.0, Advanced Edition for Linux.

The section is organized into the following tasks:

1. Preinstallation tasks.

2. Install WebSphere.

3. Verify the WebSphere installation.

12.5.1 Preinstallation tasks

Prior to installing IBM WebSphere Application Server V4.0, the following checks
and tasks need to be completed:

1. Check that IP ports are unused.
2. Stop the Web server processes.

Check that IP ports are unused
To check that the required ports are not in use, perform the following steps:

1. Check that there are no existing active services that use the following IP ports
on the server:

— 900 (bootstrap port)

— 9000 (Location Service Daemon)

— 9080 (default application server)

We suggest using the following command for this task:
$ netstat -a | grep LISTEN

Stop the Web server processes

The IBM HTTP Server process must be stopped while WebSphere is installed.
The WebSphere installation changes the httpd.conf configuration file as part of
the Web server plug-in component installation.

1. Log in as root on the IBM HTTP Server machine.
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2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl stop

12.5.2 Install WebSphere

To install IBM WebSphere Application Server V4.0, Advanced Edition using the
GUIl installer interface, complete the following steps on the WebSphere server
machine:

Tip: The WebSphere installer (install.sh) also provides a non-GUI scripted or
“silent” mode of operation. See 12.7, “Install WebSphere Application Server -
silent mode” on page 435 for details.

1. Log in as root.
2. Start a terminal session.

3. Load the IBM WebSphere Application Server V4.0, Advanced Edition
CD-ROM into the CD-ROM drive and mount the CD.

# mount -t 1509660 -r /dev/cdrom /cdrom
4. Change the directory to the installation root.
5. Ensure the DISPLAY and TERM environment variables are properly set.
6. Run the install.sh installation script:
# ./install.sh
7. In the Welcome window, click Next.

Important: If prerequisite checking is enabled for UNIX, then an alert may be
displayed indicating that some of the installation prerequisities have not been
met. This can even occur if newer patches or packages than those listed in
prereq.properties are installed. If such an alert is displayed, recheck all
prerequisites, and if they are met or exceeded, perform the following steps:

» Exit the installation.
» Disable prerequisite checking.
» Restart the installation from the beginning.

8. In the Installation Options window, select Custom Installation and click
Next.
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9. In the Choose Application Server Components window, choose all options
except IBM HTTP Server, then click Next.

Important: Although not listed in the Application Server Components window,
the IBM JDK 1.3.0 is automatically installed under the WebSphere installation
directory. There is no need to separately install a JDK for use by:

» WebSphere Application Server
» Web server plug-ins

10.In the Choose Webserver Plugin window, choose only the IBM HTTP Server
Plugin, then click Next.

11.In the Database Options window, shown in Figure 12-2, enter the following
then click Next.

— Database Type: DB2
— Database Name (Database SID): <was database alias>

Enter the DB2 TCP/IP alias of the WebSphere administrative database, as
created in 12.4.5, “Set up the WebSphere administrative database” on
page 423.

— DB Home: /home/<db2_instance_owner>

— Database User ID: <db2_instance_owner>
— Database Password: <db2owner_password>
— Remote DB: leave unselected

Note: Whether the DB2 database is local or remote, in our test
environment we configure the DB2 client to access the database through a
catalog alias. Under these conditions, the Remote DB setting should not be
selected.
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|BM WebSphere Application Server Advanced Edition uses a database repository to store
information. Indicate the type of the database vou would like to use, along with the location,
username, and password for the database,

Database Type: DE2 — IRemote DB

Database Name ( Database 51D J: BUES

DE Home: |

Erowse

Database User 1D |5

Database Password: |2

< Back Mext = Cancel

Figure 12-2 Specify DB2 database connection settings

12.1n the Select Destination Directory window, accept the default location for the
WebSphere Application Server (/opt/WebSphere/AppServer). Click Next to
continue.

13.In the Install Options Selected window, check that the correct components
have been selected. If yes, click Install to start the installation.

14.In the Location of Configuration Files window, enter the path to the IBM HTTP
Server configuration file (httpd.conf), then click Next.

15.In the Setup Complete window, click Finish. The installation of the
WebSphere Application Server is now complete.

12.5.3 Verify the WebSphere installation

In order to verify the installation of IBM WebSphere Application Server V4.0,
Advanced Edition, the following tasks must be completed in order:

1. Check the installation log.
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Check the admin.config settings.

Check the Web server configuration file changes.
Start the WebSphere administrative server processes.
Start the WebSphere Default Server.

Regenerate the Web server plug-in settings.

Restart the Web server processes.

Verify the Web server plug-in configuration.

Check the installation log
Check that the installation log <WAS_HOME>/logs/install.log does not contain

any errors.

Check the admin.config settings
To check the admin.config settings, perform the following steps:

1. Check that the repository database settings are correct for the database type
(DB2), instance (was) and user ID (<db2_instance_owner>) used in our test
environment:

com.ibm.ejs.sm.adminServer.
tionPoolDataSource

com.
com.
com.
com.
com.
com.

ibm.
ibm.

ibm

ejs
ejs

.ejs
ibm.
ibm.
ibm.

ejs
ejs
ejs

.Sm.
.Sm.
.Sm.
.Sm.
.Sm.
.Sm.

adminServer.
adminServer.
adminServer.
adminServer.
adminServer.
adminServer.

dbdataSourceClassName=COM. ibm.db2. jdbc.DB2Connec

dbserverName=

dbportNumber=

dbdatabaseName=<was database alias>
dbuser=<db2_instance_owner>
dbpassword=<db2owner_password>
dbdisable2Phase=true

2. Check the DB2 path-related parameter listed in Table 12-11.
Table 12-11 DB2-related path required in admin.config

Parameter

Must contain path...

com.ibm.ejs.sm.util.process.Nanny.admin | <db2_install_path>/sqllib/javal2/db2java.
ServerJvmArgs i

zZip

3. Check that the WebSphere schema and initial configuration (for example, the
Default Server) will be written to the repository database on startup, as listed

in Table 12-12.

Table 12-12 Required schema creation and initial configuration flags

Parameter

Required value...

com.ibm.ejs.sm.adminServer.createTables true

install.initial.config

true
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Check the Web server configuration file changes
To check the Web server configuration file changes, complete the following
steps:

1. Check that following required settings have been added to the IBM HTTP
Server configuration file (httpd.conf) as a result of the WebSphere installation:

LoadModule ibm_app_server_http_module
/opt/WebSphere/AppServer/bin/mod_ibm_app_server_http.so
WebSpherePluginConfig /opt/WebSphere/AppServer/config/plugin-cfg.xml
AddModule mod_app_server_http.c

2. If not, manually add the above lines to the end of the httpd.conf file and save
the changes.

Start up the WebSphere administrative server processes

The WebSphere administrative server needs to be started in order to test the
installation as well as the connectivity between WebSphere and the WebSphere
administrative database hosted in DB2:

1. Log in as root.
2. Start a terminal session.

1. Run the WebSphere administrative server by issuing the following
commands:

# cd <WAS_HOME>/bin
# ./startupServer.sh

2. The startup of WebSphere administrative server is successful if the following
conditions are met:

a. There are no administrative server error logs in <WAS_HOME>/logs with
names that start with __adminServer.

b. The last line of the <WAS_HOME>/logs/tracefile file is similar to the
following:

[01.07.05 11:28:01:591 EDT] 160042d2 Server I WSVRO023I: Server
__adminServer open for e-business

Start up the WebSphere Default Server
The WebSphere installation sets up a default application server (Default Server)

in the WebSphere administrative domain. We use this application server and its
Web applications to verify that the WebSphere installation is working correctly.
To start up the Default Server, perform the following steps:

1. Run the WebSphere Administrative Console by issuing the following
commands:
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# cd <WAS_HOME>/bin
# ./adminclient.sh

. Right-click the Default Server under the <hostname> node and select Start
from the pop-up menu.

. The Default Server has been successfully started if the following conditions
are met:

a. The administrative console event messages pane shows the lines:

Transport http Tistening on port 9,080.
Command "Default Server.start" completed successfuly.

b. The last line of the <WAS_HOME>/logs/Default_Server_stdout.log file is
similar to the following:

[01.07.03 11:55:03:103 EDT]  6ff4af Server I WSVR0023I: Server
Default Server open for e-business

. Verify that the Default Server Web container has been properly installed and
configured by accessing its servlets through the Web server “embedded”
within the WebSphere V4.0 Web container:

a. Using a Web browser, request the following URL:
http://<hostname>:9080/serviet/snoop

A window similar to the one shown in Figure 12-3 should be displayed in
your browser.
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Figure 12-3 Snoop serviet accessed through embedded Web server

b. Using a Web browser, request the following URL:
http://<hostname>:9080/webapp/examples/showCfg
Note: The embedded Web server is a new feature introduced with

WebSphere V4.0. In previous releases, a stand-alone Web server was
required in order to access any resource hosted in WebSphere.

5. Close the WebSphere Administrative Console.

Regenerate the Web server plug-in settings

Before the Default Server can be accessed from a stand-alone Web server (such
as IBM HTTP Server) the Web server plug-in settings file
<WAS_HOME>/config/plugin-cfg.xml must be regenerated to reflect the following
settings used by the Web server plug-in:

» Virtual host settings
» Application server transports
» Web container URIs
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Perform the following steps:
1. Log in as root.

2. Start a terminal session.

3. Run the WebSphere Administrative Console by issuing the following

command:

# cd <WAS_HOME>/bin
# ./adminclient.sh

4. Right-click the node <hostname> that contains the Default Server application
server and select Regen Webserver Plugin from the pop-up menu, as

shown in Figure 12-4.

|

Consaole View Tools Help

& o @w xE| ¢

= % webSphere Administrative Domain
B2 virual Hosts
(2 Server Groups

1 Application
|82 Generic Seny

= B2 Nodes
I P —
E D %Jp Stop ..................
=i eneral [(JM8
o Force stop wneral | JMS
§ Restart Node name:
2 Gene
B2 Enterprise stop for restart
B2 Resources )
Ping
Trace...
Regen Webserver Plugin 3
Propenties

Figure 12-4 Regenerate Web server plug-in settings

Tip: WebSphere provides a command-line tool that can be used to regenerate
the Web server plug-in configuration without having to run the WebSphere

Administrative Console:

<WAS_HOME>/bin/GenPluginCfg.sh -adminNodeName <hostname>

5. Check that the content of the <WAS_HOME>/config/plugin-cfg.xml file has
been updated to include the URIs of servlets contained within the Default

Server.
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Tip: The plug-in regeneration command generates a <Server> element for the
Default Server that contains a ClonelD attribute:

<Server CloneID="stsul7n0" Name="Default Server">
<Transport Hostname="1itsohost" Port="9080" Protocol="http"/>
</Server>

In a non-cloned environment this attribute can be removed, resulting in
performance improvements in the Web server plug-in.

Restart the Web server processes
The IBM HTTP Server process must be restarted before the Web server plug-in
configuration can be tested.

1. Log in as root.
2. Start a terminal session.
3. lIssue the following commands:

# cd <http_server_install_path>/bin
# ./apachectl restart

Verify the Web server plug-in configuration

The Web server plug-in configuration can be verified by requesting a servlet
through the Web server that has already been successfully requested through
the Web container's embedded Web server:

1. Using a Web browser, request the following URL:
http://<web_server_hostname>/serviet/snoop
or:

http://<web_server_hostname>/webapp/examples/showCfg

12.6 Configure WebSphere HTTP transport for SSL

434

See 9.9, “Configure WebSphere HTTP transport for SSL” on page 245 for a
description of how to configure a WebSphere HTTP transport to use SSL
encryption. Apart from file system path changes, the method used on each
platform is the same.
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Note: To execute the Key Management Utilities on the Linux platform, perform
the following steps:

1. To start the WebSphere Key Management Utility:
a. Log in as root on the WebSphere server machine.
b. Start a terminal session.
c. Execute the following commands:

# cd <WAS_HOME>/bin
# ./ikeyman.sh

2. To start the Web server IBM Key Management Utility:
a. Login as root on the IBM HTTP Server machine.
b. Start a terminal session.
c. Execute the following commands:

# cd /usr/bin
# ./ikeyman

12.7 Install WebSphere Application Server - silent mode

This section describes how to install WebSphere Application Server V4.0,
Advanced Edition using the non-interactive, or silent, mode. To complete a silent
installation, you will use the default response file or create a customized one, and
then execute the installation script for WebSphere Application Server, supplying
the response file as a command-line parameter.

These instructions assume the following:
» Your machine has sufficient memory and disk space for your installation.
» You have installed and configured a supported database.

» You do not have a previous version of WebSphere Application Server already
installed on this machine. If you do have a previous version of WebSphere
Application Server already installed, do not follow these instructions. Instead,
see Chapter 25, “Migration” on page 1031.

» If you are using IBM HTTP Server as your Web server, you will install it at the
same time and onto the same node as you install WebSphere Application
Server. If you are using another supported Web server with WebSphere
Application Server, you have already installed it onto the same node as
WebSphere Application Server.
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Note: IBM HTTP Server is supplied with WebSphere Application Server. If
you plan to use a different Web server, you must purchase it and install it
separately. It is recommended that the Web server be installed before
WebSphere Application Server.

12.7.1 Using the default response file

A default response file, named install.script, is supplied with WebSphere
Application Server. You can use this default response file to install WebSphere
Application Server using the default options, or as a template for creating a
customized response file.

If you use the default response file to install WebSphere Application Server using
the default options, the following software and other resources are installed:

» IBM Java 2 Software Developer's Kit (SDK) 1.3.0

» IBMHTTP Server V1.3.19

» IBM WebSphere Application Server V4.0

» WebSphere Application Server application samples

» Documentation in U.S. English

Note: All products except IBM HTTP Server are installed into the directory
/lopt/WebSphere/AppServer. IBM HTTP Server is installed into the directory
/opt/IBMHTTPServer. In addition, WebSphere Application Server is configured
for use with IBM HTTP Server.

12.7.2 Using a customized response file

You can also use the default response file as a template for creating a
customized response file. You can edit the default response file to enable the
configuration of WebSphere Application Server with a different supported Web
server or database or to install the products into a different directory. Detailed
comments within the default response file guide you through the installation and
configuration options available for performing a silent installation.

12.7.3 Performing a silent installation

Perform the following steps to create a customized response file (if desired) to
install WebSphere Application Server. These instructions assume that the
installation is being performed from the product CD-ROM:

1. Ensure that you are logged into the machine with superuser (root) privileges.

436  IBM WebSphere V4.0 Advanced Edition Handbook



2.

If a Web server is running on your system, stop the Web server. If you plan to
install IBM HTTP Server 1.3.19 as part of the WebSphere Application Server
installation and you have a level of IBM HTTP Server prior to 1.3.19 on your
system, you must uninstall it for the WebSphere Application Server
installation program to install IBM HTTP Server 1.3.19.

3. Insert the WebSphere Application Server CD-ROM into the CD-ROM drive.
4. If necessary, use the mkdir command to create a mount point for the

CD-ROM. The following command creates a mount point at the directory
/cdrom. You can mount the CD-ROM at any location on the machine's local
file system.

# mkdir /cdrom

The commands in these steps assume the CD-ROM is mounted at /cdrom. If
you mount the CD-ROM at a different location, use that location when issuing
commands.

Mount the CD-ROM drive by entering the following command:
# mount -t iss09660 -r /dev/cdrom /cdrom

Note: Some window managers automatically mount a CD-ROM for you.
Consult your operating system documentation for more information.

6. Ensure that the DISPLAY and TERM environment variables set correctly.

7. Navigate to the /cdrom directory.

8. Ensure that you are in the /cdrom directory and create a copy of the default

response file by using the cp command, as follows:
# cp install.script <new_install.script>

In this command, <new_install.script> represents the full path name of the
copy of the default response file you are creating (for example,
Amp/my_install.script). The name of your response file must have a .script
extension.

If you plan to install WebSphere Application Server by using the default
options included in the default response file, proceed to the next step.

If you plan to use the default response file as a template for creating a
customized response file, perform the following steps:

a. Use a text editor to open your copy of the default response file,
<new_install.script>.

b. Use the detailed comments throughout the file to help you select the
appropriate options for your WebSphere Application Server installation.

c. Save the changes that you have made to the customized response file.

Chapter 12. Linux installation steps 437



438

10.Run the installation script by using the following commands. The install.sh

11

script uses the response file to install the components and options that you
have selected. The variable <new_install.script> represents the full path
name of the copy of the default response file or the customized response file
that you have created (for example, /tmp/new_install.script).

# ./install.sh -silent -responseFile <new_install.script>

If you choose to install the plug-in for IBM HTTP Server, the installation
process checks if you have the correct version of the Web server on your
machine. If you do not have IBM HTTP Server installed on your machine, the
installation process performs one of the following actions based on whether
you have indicated in your response file to install IBM HTTP Server:

— If you indicated in your response file that you do want to have IBM HTTP
Server installed, the installation process installs the plug-in for it.

— If you indicated in your response file that you do not want to have IBM
HTTP Server installed, the script exits without installing the plug-in.

.After installation is complete, refer to the log file named install.log located in

the /tmp directory to determine if the silent installation was successful. A copy
of this file also exists in the directory <WAS_HOME>/logs.

12.Unmount the CD-ROM before removing it from the CD-ROM drive by using

the umount command, as follows:

# umount /cdrom

13.If you installed IBM HTTP Server as part of the WebSphere Application

Server silent installation, you might need to configure it. Perform the following
steps to verify that the IBM HTTP Server is installed correctly:

a. Ensure that the Web server is running or start it by entering the following
command:

# /opt/IBMHTTPServer/bin/apachect] start

b. Start a Web browser and type the name of the host machine as the URL
(http://host_machine). If you see the Welcome to the IBM HTTP Server
Web page, the server has been installed correctly.

See the “Using silent installation on Linux (Intel)“ article in the InfoCenter for
further details.
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Part 4

Configuring
WebSphere

In this part we guide you through WebSphere Administrative Console
configuration tasks. We also provide examples of how to package and deploy
your J2EE enterprise applications.
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13

WebSphere administration
basics

In this chapter we introduce the WebSphere Administrative Console and
describe some of the basic tasks that are commonly performed by WebSphere
administrators. The tasks we look at include:

» Working with nodes, applications servers and enterprise applications

» Viewing installed enterprise application properties, including serviet URLs
» Regenerating the Web server plug-in configuration

» Saving and restoring your WebSphere configuration

» Checking product versions
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13.1 Introducing the WebSphere Administrative

Console

442

The WebSphere Administrative Console, shown in Figure 13-1 on page 444, is
the graphical Java-based client that administrators use to configure and control a
WebSphere domain. A WebSphere domain is made up of one or more physical
machines sharing a single WebSphere administrative database, which holds
information on each of the components running on those machines. The
administrative console doesn’t connect to the administrative database directly. It
connects to the WebSphere administrative server which accesses the database.
It is the administrative server that controls the WebSphere environment on a
given node. In order for the administrative console to control multiple nodes in a
domain, the administrative server must be running on each node.

There have been major changes to the WebSphere Administrative Console
between WebSphere V3.5 and WebSphere V4.0. In WebSphere V4.0, the
administrative console has been reorganized to reflect the structure of J2EE
applications. To effectively manage a WebSphere V4.0 environment, the
administrator should be familiar with the concepts underlying a J2EE runtime
environment, particularly:

» The separation of roles between development, deployment, and
administration

» Containers

» J2EE enterprise applications

» Web modules

» EJB modules

» XML deployment descriptors

» Resources

We recommend that you have at least an overall understanding of the these

concepts before trying to administer a WebSphere V4.0 environment. You can do
this by:

» Referring to the J2EE overview in Chapter 3, “The Java 2 platform” on
page 29

» Visiting the Sun J2EE Web site:
http://java.sun.com/j2ee
» Reading the J2EE specification, see:

http://java.sun.com/j2ee/download.htm
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Many of the properties that were once visible on the console have been moved to
XML deployment descriptors for enterprise applications, and for Web and EJB
modules. Instead of seeing individual servlets, JSPs or EJBs as one did using
the WebSphere V3.5 Administrative Console, the WebSphere V4.0
Administrative Console focuses on enterprise applications and the Web and/or
EJB modules that they contain. These modules are assigned to application
servers or clones that provide the runtime containers for the modules. It is the
modules that contain the individual servlets, JSPs and EJBs.

The servlets, JSPs and EJBs are not displayed directly on the console. You can
see these details in the administrative console by displaying the XML
deployment descriptors for the enterprise application, Web modules and EJB
modules. For further information, see 13.2.5, “Viewing installed applications” on
page 467.

The administrative console also allows the administrator to change the
parameters for deployed applications. However, if the application or module is
reinstalled, these changes may be overridden by the XML deployment descriptor
values.

Note: There are command-line utilities that can perform many, if not all, of the
tasks that the administrative console can carry out. See Chapter 23,
“Command-line administration and scripting” on page 881.

13.1.1 The graphical interface

The WebSphere Administrative Console GUI, shown in Figure 13-1 on page 444,
consists of the following views:

» Tree view

» Details view

» Properties view
» Messages view

An additional view is provided by the Runtime Inspector, shown in Figure 13-3 on
page 446. This window extends the properties view with runtime values.
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Figure 13-1 WebSphere Administrative Console views

The task bar, shown in Figure 13-2, provides fast access to commonly used
actions. Actions from the task bar are refresh, start, stop, ping, remove,
properties, and wizards.

eloew|xd|l %
Figure 13-2 WebSphere Administrative Console task bar

Tree view
You use the tree view on the left side of the console to survey, select, and
manage components in the WebSphere administrative domain.

Clicking a "+" beside a tree folder or item expands the tree for the folder or item.
Similarly, clicking a "-" collapses the tree for the folder or item. Double-clicking an
item in the tree view toggles its state between expanded and collapsed.

Clicking (selecting) a folder or item in the tree view controls the content displayed
on the right side of the console. Selecting a folder or item also enables menu
actions that an administrator can use with the selected folder or item.
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Details view

The details view on the upper-right side of the console displays information on
the selection in the tree view. When you click a folder in the tree view, the details
view lists information on instances of that folder type. When an item in the details
view is selected, the properties for the item are shown below the details view,
provided the properties view is visible.

Double-clicking an item in the details view expands a collapsed tree view to show
the item. Double-clicking an item in the details view also selects that item in the
tree view and populates the details view with its sub-items.

Properties view

The properties view on the lower-right of the console displays the properties
sheet for an item selected in the details view or in the tree view. You use a
properties sheet to view and edit property values.

Note that the properties view is shown only when the Show Property Pane
toggle on the console View menu is enabled (the default).

Also note that a properties sheet is like a properties window. To access a
properties window, you right-click an item in the tree view and select Properties
from the pop-up menu.

Further, a properties sheet does not display runtime (in use) property values. To
see runtime property values use the Runtime Inspector, which is available by
clicking View -> Show Runtime Inspector.

Messages view

The messages area at the bottom of the console lists messages returned by the
WebSphere administrative server as well as messages about events such as
successful completions and fatal errors.

You can customize the contents of the message list and limit the message log
size by clicking the Options button and setting message preferences in the
window that opens. For further details see 13.1.9, “Filtering messages” on
page 455.

Note that the messages area is shown only when the Show Console Messages
toggle on the console View menu is enabled (the default).
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Runtime Inspector

To inspect the runtime (in use) values of properties, use the Runtime Inspector.
The Runtime Inspector lists attributes of a property selected in the administrative
console and their runtime values. Examples of runtime values include a process
ID or classpath for an application server.

The inspector is a separate window that stays on top of other console windows.

The contents of the inspector update when a different item in the console tree
view or details view is selected, provided the selection has runtime attributes.
Clicking a "+" beside an attribute expands the list of attributes. Similarly, clicking
a "-" collapses the list.

The Runtime Inspector is shown when the Show Runtime Inspector toggle on
the console View menu is enabled.

'."l Runtime Inspector - Defaf:: ;|g|5|
Attribute

ProcessPriorityfctive |20 |
SecuritvEnabledActi... | False
SourcePathactive
StartTime Jan 24, 2002 10:24:18
StderrActive DovwiehSpherevdppSen
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StdoutActive DoviehSphereldppSen
SystemPropertiesh... [{java.library. path=D e
Tracadutputactive
TraceSpechActive
UmaskActive 18
UseDomainGualifi... |False
UzerldActive
WiLMTamplatel R  [IOR:00000000000000:;
WehContainerConfi.. [{sessiontgrConfig={cc
WarkingDirectorgde . |D:MebSphereidppSen

CammandLinefrgs...

EnvironmentActive -

KN 2

Figure 13-3 Runtime Inspector

13.1.2 Starting and stopping the administrative console

446

In order to start the WebSphere Administrative Console first make sure your
administrative server is running. Otherwise the WebSphere Administrative
Console will not start.

The WebSphere Administrative Console is a Java process. As such, it must be
able to locate a JDK supported by IBM WebSphere Application Server V4.0, as
specified on the prerequisites Web page:
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Furthermore it is necessary to have the same fix pack level on both server and
client sides. For information on how to check WebSphere and JDK versions, see
13.2.10, “Checking versions” on page 478.

On Windows platforms
To start the WebSphere Administrative Console do one of the following:

» Click Start -> Programs -> IBM WebSphere -> Application Server 4.0 ->
Administrator’s Console.

» At the command prompt, type:
cd <WAS_HOME>\bin
.\adminclient.bat

To stop the WebSphere Administrative Console, select Console -> Exit from the
console main menu.

On UNIX platforms

To start the WebSphere Administrative Console, start a terminal session and
enter the following commands:

$ cd <WAS_HOME>/bin
$ ./adminclient.sh

To stop the WebSphere Administrative Console, select Console -> Exit from the
console main menu.

Note: Ensure that the DISPLAY environment variable is set in the shell from
which the administrative client script will be run:

$ export DISPLAY=localMachineName:0.0

Connecting to a remote system

If your WebSphere administrative server is not on your local machine, then you
have to specify the host name and port number in order to connect to the remote
system. If the port number is 900, then it can be left out because it is the default.
The command-line format is as follows:

adminclient [host_name] [port_number]

For example, if your host name is adminhost and the bootstrap port 900, use the
following command to start the administrative console on a Windows platform:

adminclient adminhost 900
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Connecting to a secured environment

If security is enabled for your WebSphere administrative domain, then you will
get a login window as shown in Figure 13-4. To log in, enter a valid user identity
and password, and click OK.

Login at the Target Seryer x|
Enter login information for ITSOHOST

RealmiCell Mame [TSOHOST

User Identity pirasadmin

UserPasgword oo
OK% Cancel |

Figure 13-4 WebSphere Administrative Console login window

You can edit the sas.client.properties files to avoid being prompted. Please refer
to the procedure described for WebSphere Control Program (WSCP) in
“Connecting to a secure administrative server” on page 890.

Note: By default, WebSphere Security is disabled. This means that any user
can use a local administrative console to connect the administrative server.
Once they are connected they have complete control over the WebSphere
configuration, they can start or stop application servers, add nodes, and so on.

Care should be take to avoid this problem by enabling WebSphere
Administrative Console password checking. In WebSphere V4.0, this can be
enabled without turning on security for all of the applications running in
WebSphere. See 21.1.6, “Securing only the administrative server’ on

page 750.

13.1.3 Starting and stopping items
To start or stop an item, do the following:
1. Highlight the item either in the tree view or detail view.
2. Do one of the following:
— Select Console -> Start or Stop from the main menu.
— Right-click the item and select Start or Stop from the pop-up menu.
— Click the start or stop icon in the task bar.
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The following start and stop actions are possible:

Start

Restart

Stop

Force Stop

Stop for Restart

Starts the item.

Stops an item, then returns the item to the state it was in
before it (or its parent item) was stopped. For example,
suppose you performed Stop for Restart (or just Restart)
on a running administrative server node containing
application server "A" in the stopped state and application
server "B" in the running state. The Restart action would
cause application server A to remain stopped. It would
return application server B to the running state, along with
the administrative server.

Stops the item. For an administrative server node, this
action stops the administrative server running on the node.
It does not shut down the operating system. If you do this
on the node that the administrative console is attached to,
the administrative console will shut down as well.

Stops the item when the regular Stop action is ineffective.
Use the option when the administrative server or other
item is in a strange state and cannot be stopped using the
ordinary Stop action.

Stops an item and any items contained by the item, in
preparation for the Restart action. It can be useful for
stopping and restarting an administrative server that
contains multiple application servers, some of which are
running and others of which are stopped. Using a
combination of Stop for Restart and then Restart will return
the application servers to their former states (stopped or
running) when the administrative server is restarted.

Note: Not all items can be started or stopped. Depending on the item type, all,
some, or none of the actions might be available. Options could be unavailable
(grayed out or omitted entirely) for items that cannot be started or stopped, or
are presently in the wrong state to be started or stopped. For example, trying
to stop an already stopped item is not a valid action.

For example, use the following steps to start the Default Server from the pop-up

menu:

1. Expand the WebSphere administrative domain tree to see the Default Server.
2. Right-click the Default Server.
3. Select Start from the pop-up menu, as shown in Figure 13-5.
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Figure 13-5 Start the Default Server from the pop-up menu

Alternatively, simply select the Default Server and click the start icon on the task
bar, as shown in Figure 13-6.
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Figure 13-6 Start the Default Server from the task bar

13.1.4 Updating existing items

To edit the properties of an existing item, select the item either in the tree view or
detail view. The properties of the selected item will then be shown in the
properties view. (Make sure that View -> Show Property Pane is enabled.)

To view the properties of the selected item in a new window, do one of the
following:

» Select Console -> Properties from the main menu.
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» Right-click the item and select Properties from the pop-up menu.

» Click the properties icon in the task bar.

For example, use the following steps to change the Java memory settings for the
Default Server in the properties view:

1. Expand the WebSphere administrative domain tree to see the Default Server.

o M DN

Click Apply.

Highlight the Default Server.
On the properties pane, select the JVM Settings tab.

Enter the required Java heap size settings, as shown in Figure 13-7.

Note that you need to restart the application server in order for the changes to

take effect.

s
¥

Consale Yiew Tools Help

Wi WebSphere Advanced Administrative Console

o e2 | xE| %

EI--@@ WiebSphere Administrative Do
-0 Wirtual Hosts
-~ Server Groups
EHE Modes
- B itsohost

B2 Application Servers
@8
=2 Generic Servers
--F'_'I Enterprise Applications
B3 Resources

4| S

Mame

E

2 Installed Weh Modules

General | Advanced | File| Transaction J¥M Settings | Saerices | C

nitial java heap size:

a¥imum java heap size;  |256

Classpath

Marma |

Eermove |

Add

| Help

Anply %l Reset

Figure 13-7 Setting the JVM heap size for Default Server

13.1.5 Adding new items

To configure new instances of most item types, you can also use the wizards
available from the Console -> Wizards menu.

To create and configure new items, do one of the following:
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» Start the wizard for the appropriate item. This can be done by one of the
following actions:

— Select Console -> Wizards from the main menu, then select the wizard
for the item you want to create.

— Click the wizards icon in the task bar, then select the wizard for the item
you want to create from the drop-down list.

» Select Console -> New from the main menu, then select the item you want to
create.

» Right-click the item folder in the tree view and select New... from the pop-up
menu.

For example, use the following steps to create a new application server:

1. Expand the WebSphere administrative domain tree.

2. Right-click the Application Servers folder under the required node and
select New... from the pop-up menu, as shown in Figure 13-8.
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Figure 13-8 Create a new application server

3. In the Create Application Server window, set the required properties for the
new application server. See 13.2.3, “Creating an application server” on
page 461 for an example of setting up the basic properties of a new
application server.

4. Click OK.

13.1.6 Removing items

To remove an item:

1. Select the item in the tree view or details view.
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2. Do one of the following:
— Right-click the item and select Remove from the pop-up menu.

— Select Console -> Remove from the main menu.
If an item does not have a Remove menu option, it cannot be removed.

For example, use the following steps to remove an application server:
1. Select the application server to remove.

2. Right-click the application server and select Remove from the pop-up menu,
as shown in Figure 13-9.

3. Click OK in the confirmation window.
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Figure 13-9 Select the application server to remove

13.1.7 Pinging items
Ping an item to see whether the item is responding. The ping action provides a
basic "health check" of the item.
To ping an item:
1. Select the item from the tree view or details view.
2. Do one of the following:
— Select Console -> Ping from the main menu.
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— Right-click the item and select Ping from the pop-up menu.
— Click the ping icon in the task bar.

For example, to ping the node itsohost, do the following:
1. Select the node itoshost.

2. Click the ping icon on the task bar. You will get the success message if the
node is responding, as shown in Figure 13-10.
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Figure 13-10 Pinging a node

13.1.8 Finding items

To locate items of the same type within the administrative domain:

1. Select Console -> Find... from the main menu to open the Find Objects
window. See Figure 13-11 on page 455.

2. Select an object type from the drop-down list.

3. Select whether to retrieve all objects of the given type, or to retrieve objects
having a designated string in the object name. A wildcard character (*) can be
used when specifying the object name.

4. Click OK or Apply to start the search.
The results will be displayed in a search results window.
For example, use the following steps to find the BeenThereBean enterprise bean
(which is included in the sampleApp):
1. Select Console -> Find... from the main menu, as shown in Figure 13-11.

2. In the Find Objects window, select Object Type Module from the drop-down
list.
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3. Type in the enterprise bean name, including the wildcard character if needed.
We entered BeenThere*, as shown in Figure 13-11.
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Figure 13-11 Finding an item

4. Click OK or Apply. The search results window pops up, as shown in
Figure 13-12, indicating that the BeenThereBean module was found in the
itsohost_sampleApp enterprise application, on the Default Server application
server.

4 search results - Module (o x|
Application
armplefnn

Figure 13-12 Module search results

13.1.9 Filtering messages

To filter the messages displayed in the messages view do the following:

1. Make sure the message view is enabled in View -> Show Console
Messages.

2. Click the Options button in the messages view. You will get the Event Viewer
Options window shown in Figure 13-13.
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Figure 13-13 Filter console messages

3. Set the required properties and click OK.

13.1.10 Showing the command history

To see what commands have been used in the current session, do the following:
» Click Console -> Command History... to bring up the Command History
window.

You can click the View Error button for details on unsuccessful commands.

13.1.11 Creating items using wizards

As shown in Figure 13-14, the following wizards are available to assist
administrators with the creation of WebSphere items:

» Install Enterprise Application (see Chapter 19, “Deploying an application” on
page 687)

» Create Application Server

» Create Server Group

» Create Data Source (see 16.1, “JDBC providers” on page 564)
» Create JMS Resources (see 16.5, “JMS providers” on page 595)

» Create J2C Connection Factory (see 16.4, “J2C resource adapters” on
page 584)

» Create URL Provider (see 16.3, “URL providers” on page 578)
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» Performance Tuner (see Chapter 22, “Monitoring and tuning your runtime
environment” on page 839)
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Exit

Maxirmum startup atte

Figure 13-14 WebSphere Administrative Console wizards

These wizards lead the administrator through the process of creating a
component, highlighting associated areas that may need to be configured. For
example, if you use the Create Application Server wizard it will:

» Ask you to specify a name for the application server and select the node that
it should run on.

» Ask you to specify other services that you want to enable for the application
server, for example, the EJB Container Service and the Web Container
Service.

» Display a summary of the settings you provided and ask you to confirm them.

These wizards are good place for administrators to familiarize themselves with
the steps required to create selected components.

All of the tasks that the wizards can perform can also be performed by
right-clicking the appropriate folder in the console tree view. This approach is
more direct and probably quicker, but the administrator is expected to know what
settings are required.

Once the administrator has some experience with WebSphere V4.0, they will
probably adopt the latter approach and it is this approach that is documented in
this book.
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13.1.12 Starting tools

You can start the following WebSphere tools by selecting Tools from the console
main menu:

» Application Assembly Tool
» Log Analyzer
» Resource Analyzer

The Application Assembly Tool (AAT) is for packaging enterprise applications.
For further information, please refer to Chapter 18, “Packaging an application” on
page 639.

The Log Analyzer is a new tool in IBM WebSphere Application Server V4.0. It
provides a graphical user interface for analyzing log files using a symptom
database. This database is provided by IBM and can be downloaded from the
Web. For further information please refer to 24.10, “Log Analyzer” on page 998.

With Resource Analyzer you can monitor the performance of your runtime
environment. It provides a GUI with chart and table views of performance data.
For further information, please refer to 22.2, “Using WebSphere Resource
Analyzer” on page 846.

13.1.13 Getting help
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The WebSphere Administrative Console online help is HTML based.
Context-sensitive help is separated into three subjects:

» Concept Help

» Task Help

» Field Help

To view context-sensitive help, first select the required item in the console tree
view, then select Help from the main menu and choose the subject you want.
Alternatively, you can browse the whole InfoCenter by selecting Help ->
Information Center from the main menu.

The InfoCenter can be viewed online or downloaded from:

http://www.ibm.com/software/webservers/appserv/infocenter.html
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13.2 Common administrative tasks

This section examines some of the tasks commonly performed by WebSphere
Application Server V4.0 administrators.

13.2.1 Starting and stopping a node

Starting a node in the WebSphere environment means to start the nanny process
which in turn starts the administrative server on a machine. On Windows
platforms the nanny consists of adminservice.exe and on UNIX platforms it is
simply a Java program running in a separate JVM.

Starting a node on Windows
To start the administrative server do one of the following:

» Click Start -> Programs -> IBM WebSphere -> Application Server V4.0 AE
-> Start Admin Server.

» From the Windows Services panel choose IBM WS AdminServer 4.0 and
click Start.

» At the command prompt, type:
net start "IBM WS AdminServer 4.0"
You can also start the administrative server with the adminserver.bat script

located in the <WAS_HOME>\bin directory. With this method, the administrative
server is not run as a Windows service so you cannot stop it like a service.

The administrative server is completely up and running when the following line
appears in <WAS_HOME>\logs\tracefile:

A WSVR0023I: Server __adminServer open for e-business

Stopping a node on Windows
To stop the administrative server do one of the following:

» From the WebSphere Administrative Console, right-click the node and select
Stop from the pop-up menu.

» From the Windows Services panel locate the IBM WS AdminServer 4.0
service,and select Stop from the pop-up menu.

» At the command prompt, type:
net stop "IBM WS AdminServer 4.0"
» Use the WSCP Node command:

wscp -c "Node stop /Node:node_name/"
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Starting a node on UNIX
To start the administrative server, use the following commands in a UNIX shell:

cd <WAS_HOME>/bin
startupServer.sh &
The administrative server is completely up and running when the following line
appears in the <WAS_HOME>/logs/tracefile:

A WSVR0023I: Server __adminServer open for e-business

Stopping a node on UNIX
To stop the administrative server do one of the following:

» From the WebSphere Administrative Console, right-click the node and select
Stop from the pop-up menu.

» Use the WSCP Node command:
wscp -c "Node stop /Node:node_name/"

» Find the pid of nanny and adminserver processes with the ps -ef command.
Look for processes they are running Java. In addition the nanny and
administrative server processes contain the following in their command lines:

nanny com.ibm.ejs.sm.util.process.Nanny
adminserver com.ibm.ejs.sm.server.AdminServer

Once you have the pids, you can stop the processes with the ki1l command.

13.2.2 Starting and stopping an application server
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In this section we look at how to start and stop application servers using the
WebSphere Administrative Console, the WebSphere Control Program (WSCP),
and XMLConfig.

Starting an application server
In order to start an existing application server the administrative server must be
started beforehand. To start an application server do one of the following:

» From the WebSphere Administrative Console, right-click the required
application server, for example Default Server, and select Start from the
pop-up menu.

» From the WSCP prompt, type the following to start the Default Server:

wscp> ApplicationServer start {/Node:node_name/ApplicationServer:Default
Server/}

» See 23.4.9, “Starting and stopping resources” on page 934 for how to start an
application server using XMLConfig.
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Stopping an application server
To stop an application server do one of the following:

» From the WebSphere Administrative Console, right-click the required

application server, for example Default Server, and select Stop from the
pop-up menu.

From the WSCP prompt, type the following to stop the Default Server:

wscp> ApplicationServer stop {/Node:node_name/ApplicationServer:Default
Server/}

See 23.4.9, “Starting and stopping resources” on page 934 for how to stop an
application server using XMLConfig.

13.2.3 Creating an application server

In this section we provide an example of creating a new application server,
highlighting the basic properties that should be considered. Other application
server properties are discussed in subsequent chapters.

You can create a new application server with the administrative console using
the following steps:

1.

We recommend that you create a specific working/logs directory for each
application server, for example:

mkdir D:\webbank\WebbankServer01\logs

2. Expand the WebSphere administrative domain tree.

3. Right-click the Application Servers folder under the required node and

select New... from the pop-up menu, as seen in Figure 13-8 on page 452.

In the Create Application Server window, set the required general properties
for the new application server, as shown in Figure 13-15.

In this window you must specify a name for the new application server. We
recommend that you also specify a unique working directory so you will know
where to find any JVM core dumps, and so on.
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'.‘i Create Application Server _ |D|1|

General | agvanced | File | Transaction | M Settings | Services | custom |

Application Server name; *MebbankSeNerm

Made: Jitsohast =l
Environrment: | Enwitonimeant... |
Wiorking directory: |DitwebbankiwebbankServeril

Mode statup state: |Last state & |
Maximum startup atternpts: |2 atternpts
Module visibility [odule &

Ok I Cancel | Help |

Figure 13-15 Create application server - general properties

5. Select the File tab to specify standard output and standard error log files for
your application server, as shown in Figure 13-16.

Always set standard output and standard error log files for each new
application server, because these log files are an important source of
information when problems arise. We recommend that you specify the log file
paths relative to the unique working directory, as we did in Figure 13-16.

Note: The WebSphere administrative server process must have the
correct file system permissions to be able to generate log files.
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"$i Create Application Server

General | Advanced FilElTransaction JuM Settings | Serices| custom |

=101

Standard input; |

Standard output [logsistdout e

Standard eror. flogsistderr. bt

~File permissions

wwhen creating the files above.

Owher [7 Read [ Wirite
Group: [/ Read [ | Wirite
User [ Read [ wirite

Specify what permissions WebSphere Application Server should use

[v| Execute
v Execute
v Execute

[ ok |

Cancel | Help |

Figure 13-16 Create application server - file properties

WebSphere maintains a counter, starting at port 9080, for assigning a default

Web container HTTP transport port. We recommend that you check that the

assigned port is okay.

6. Select the Services tab, then the Web Container Service, then click the Edit
Properties... button, as shown in Figure 13-17.
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"$i Create Application Server

=101

General | Advanced | File | Transaction| Jvm setings  Senvices | custom|

Service

EJB Container Service
| tai
Session Manager Service

Edithpemes...,\l

Trace Semnice

Qbject Level Trace Service

Ferformance Monitaring Settings

Ohject Request Broker

ok |

| hew |

Figure 13-17 Create application server - services properties

7.

In the Web Container Service window, click the Transports tab. In the Web
Container Service transport properties, shown in Figure 13-18, check that the

HTTP transports port is okay.

If you need to change the port, select the transport and click the Edit button.

Tip: If you want to access the Web container HTTP transport directly (not
through a Web server plug-in) then check that the new port has an alias in

the required virtual host.
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i Web Container Service ] 4

General Transport | Servlet Caching

Transport Settings
HTTF transports:
Host Port Add.. |
* Jaoan D
[ edt |
[ Remsie |
Maxirnum keep alives: "|25— connections
Maximum requests per keep alive: *[ oo requests
keep alive timeout; *|5— secOnds
1i0 timeout; *|5— seconds

oK I Cancel Help

Figure 13-18 Web container service - transport properties

8. Click OK to close the Web container service window.
9. Click OK to create the application server on that node.

Your new application server should now appear in the console tree view, under
the required node’s Application Servers folder.

13.2.4 Working with enterprise applications

In this section we look at how to start, stop, and export enterprise applications
using the WebSphere Administrative Console and the WebSphere Control
Program (WSCP).

Starting an enterprise application

In order to start an existing enterprise application the administrative server must
be started beforehand. Starting the enterprise application will also start any
stopped application servers needed by the enterprise application. To start an
enterprise application do one of the following:
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» From the WebSphere Administrative Console, right-click the required
enterprise application, for example itsohost_sampleApp, and select Start
from the pop-up menu, as shown in Figure 13-19.

» From the WSCP prompt, type the following to start the itsohost_sampleApp:
wscp> EnterpriseApp start /EnterpriseApp:itsohost_sampleApp/

If you are not sure of the name of your enterprise application, use the Tist
operation first:

wscp> EnterpriseApp list

"% websphere Advanced Administrative Console
Consale Yiew Tools Help
@@ xE %
EHg WebSphere Administrative Dorain
£ Wirtual Hosts 0
B2 Server Groups £ Web Modules
+-£3 Modes
EH“_'I Enterprise Applications
- EH-O Find...
e Resouries R
Stop
a
Force Stop
Remaove
Export Application...
Show Status
Wiew Deployment Descriptor
Properties

Figure 13-19 Starting an enterprise application from the console

Stopping an enterprise application
To stop an enterprise application, do one of the following:

» From the WebSphere Administrative Console, right-click the required
enterprise application, for example itsohost_sampleApp, and select Stop
from the pop-up menu.

» From the WSCP prompt, type the following to stop the itsohost_sampleApp:
wscp> EnterpriseApp stop /EnterpriseApp:itsohost_sampleApp/

Showing status

To display the current state of Web modules and EJB modules in the enterprise
application as well as the application server in which they are running, do the
following:
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» Right-click the enterprise application and select Status from the pop-up
menu. This displays the module status window, as shown in Figure 13-20.

"% Module Status -0l x|
Application - itsohost_samplefpp

Madule Status Server
Increment Running Default Server(itsohost)
BeenThereBean |Running Cefault Server(itsohost)
default_app Running Default Server(itsohost)
examples Funning Cefault Server(itsohost)

Figure 13-20 Status of the sampleApp Enterprise Application

Exporting an application

If you have modified the binding information of an enterprise application, you
may want to export the changed bindings to a new EAR file. To export an
enterprise application to an EAR file:

» Right-click the enterprise application and select Export Application... from
the pop-up menu. This displays the Export Application window, as shown in
Figure 13-21.

"% Export Application x|

This application is installed on following node.
Select a node fram the list, and give the directary to
export the application. The application will be
exported under the selected directory with the EAR
file name as sampleApp ear.

Node: litsohost =l

Export directory: |D:1m\,rApps -

Ok & I Cancel |

Figure 13-21 Export the enterprise application to an EAR file

13.2.5 Viewing installed applications

In WebSphere V4.0, the administrative console does not display the deployed
servlets, JSPs, or EJBs directly on the console. To see this kind of information,
the administrator can use the console to display XML deployment descriptors for
the enterprise application, Web modules and EJB modules.
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Viewing enterprise applications

The place to start is with the Enterprise Applications folder in the console tree
view. This lists all of the enterprise applications installed in this WebSphere
domain. Each enterprise application has a set of EJB modules and Web modules
associated with it. These modules are made up of a number of files (including
WAR files and EJB JAR files) which hold the servlets, JSPs and EJBs for the
application.

To see the WAR files and JAR files associated with an enterprise application:

1. Right-click the enterprise application that you are interested in and select
View Deployment Descriptor from the pop-up menu, as shown in
Figure 13-22.

"% websphere Advanced Administrative Console

Consale Yiew Tools Help

@lo @2 | xE| %
-8 wisbSphers Administrative Dormain
8 virtual Hosts =
0 Server Groups £ weh Modules
B2 Modes
EIF'_'I Enterprise Applications
B3O Find...
+-E3 Resources BE e
Stop L
Force Stop '
Remove
Export Application. ..
Show Status

Wiewy Deployment Descriptor k

Propeties

Figure 13-22 Viewing the enterprise application deployment descriptor from the console
In the View Deployment Descriptor window, shown in Figure 13-23, you can see
the details of the application, such as:

» The name and description of the enterprise application.

» The Web modules, WAR files in this enterprise application, and their context
roots, that is the URIs served by these modules.

» The EJB modules and their associated JAR files.

» The Security roles associated with the enterprise application.
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"4/ Yiew Deployment Descriptor - itsohost_samplefpp : -0l x|

Application.xml |
Application: Sample Application
description Sample EAR file containing two YWARS and one EJB-Jar for testing purposes

Web Module

weeb-uUr default_appwar
context-root I

Web Module

wWek-uri examples war
context-root Mebappiexamples
EJB Module

MHame Increment jar

EJB Module

MNarne heenthere jar

Security-role

role-name All Role

description All Authenticated users in the enterprise.

role-name Everyone Raole

description Everyone in the enterprize. |8
role-name CenyAllRole

description Ceny all access role

Figure 13-23 Enterprise application deployment descriptor

Viewing EJB modules
To see the EJBs that are part of an enterprise application:

1. In the console tree view, click the EJB Modules folder for the enterprise
application. This will display all of the EJB modules in the enterprise
application in details view.

2. To see the contents of an EJB module, right-click the module and select View
Deployment Descriptor from the pop-up menu, as shown in Figure 13-24.
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"% webSphere Advanced Administrative Console

Consale Yiew Tools Help

cloe|xd| %

=8 wiebSphers Administrative Dormain Mame | Server |
=7 Wirtual Hosts =3 z
| [ Find...

-8 Berver Groups 3¢ BeenThereBean
H-E3 Modes Start
EH"_'I Enterprise Applications Stop
: Elﬂ, itsohost_sampledpp Farce Stap

General Fita
" E wieb Modules Resource Refere G
-3 Resources

Show Status

el L 7 Deployment Descripto
odule name: Incr T

Default datasource: |Sar Export Table DDL...

Userld: |— Froperties

Figure 13-24 View contents of an EJB module
In the View Deployment Descriptor window, partly shown in Figure 13-25, you
can see the details of the EJB module, such as:
» The name of the EJB JAR file containing the EJBs.
» The EJBs in the module. For each EJB you can see:
— The type of bean.
— The name bean and its interface classes.
— Security role information (partly shown).
— Method permissions (not shown).

— Transaction information (not shown).
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i ¥iew Deployment Descriptor - Increment -0l x|

ejb-Jar.xml

Enterprise-heans

Entity Bean

gjh-name Inc

home com.ibmawehsphere.examples.Inc.incHome
remote com.ibmawehsphere.examples.Inc.Inc
ajb-class camibmswebsphera examplas Inc.incBaan

Assembhy-descriptor

Security Roles

role-name All Fole

description AllAuthenticated Role

pih-jar: Increment Bean .Jar |

-

Figure 13-25 Part of the deployment descriptor for the Increment EJB module

Viewing Web modules

To see the servlets and JSPs that are part of an enterprise application:

1. In the console tree view, click the Web Modules folder for the enterprise
application. This will display all of the Web modules in the enterprise

application in details view.

2. To see the contents of a Web module, right-click the module and select View
Deployment Descriptor from the pop-up menu, as shown in Figure 13-26.
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"% webSphere Advanced Administrative Console

Console Yiew Tools Help

o | xE|l @

=98 webSphere Administrative Dormain Mame | Server |
=2 Virual Hosts % Find
~E0 Gerver Groups % evarnples L
82 Modes Start
EIF_'I Enterprise Applications Stop
. -3 itsohost_samplefpp Farce Stop
i E E.JB Modules General | Resource Refere Fing
Rermaye
-8 Resources Module narme:

Show Status
Context root: Wiew Deployment De

irtual Host: Mawe. .
ExparTahle DL, .

Froperties

Figure 13-26 View the contents of a Web module

In the View Deployment Descriptor window, partly shown in Figure 13-27, you
can see the details of the Web module, such as:

» The name and description of the Web module.

» The JSPs and servlets in the module and a description of each (partly
shown).

» URLs for each servlet and JSP starting from the context-root (not shown).
» Security information about the servlets/JSPs (not shown).
» Alist of EJBs referenced by the servlets (not shown).
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L
L]

i Wiew Deployment Descriptor - default_app -0l x|

Web.xml |
r.n.'eh-npp: Default Application
|descriptinn |Web8phere's Default Application Example
Senvet: snoop
description shoop servlet
Class SnoopSenvlet
Init Params: Name Value
paramd testvaluel
paramz testvalue2
Senviet: hello
description hello semlet
Clags HelloWorldSendet =

Figure 13-27 Part of the deployment descriptor for default_app Web Module

13.2.6 Finding a URL for a servlet or JSP

The URL for a servlet or JSP is the path used to access it from a browser. In
WebSphere V3.5.x this information was found in a property pane in the
administrative console. In WebSphere V4.0, it is partly defined in the deployment
descriptor provided in the EAR file.

For example, to look up the URL for the snoop servlet:

1. From the WebSphere Administrative Console locate the required application

in the Enterprise Applications folder. Clicking Console -> Find... may help
here.

2. Double-click the application, in our case itsohost_sampleApp, to view its
EJB Modules and Web Modules folders.

3. On the properties view, right-click the default_app Web module and select
Properties from the pop-up menu.

This displays the Web module properties window, as shown in Figure 13-28.
Note that the virtual host is “default_host” and the context root is “/”. We will
use these properties later.

Chapter 13. WebSphere administration basics 473



474

% Module Properties

General | Resource Reference | EJB Reference

=101

Module name: *|uefault_app
Context root: =
Wirtual Host *|default_host =l

Help |

QK | Cancel &I

Figure 13-28 Web module properties

4. Click Cancel to close the Web Module Properties window.

5. Back in the console properties view, right-click the default_app Web module
and select View Deployment Descriptor from the pop-up menu, as seen in

Figure 13-26 on page 472.

This displays the View Deployment Descriptor window. As shown in
Figure 13-29, the URL pattern of the snoop servlet is “/servlet/snoop/*”.

§ ¥iew Deployment Descriptor - default_app

Senviet-Mappings £

Sepdet-sioof
URL Pattern: Iservlet'snoop

Senviet: SIOOp

LRL Pattern: Iservletlsnoopf™
Senviet: hello

URL Pattern: Iserviethello

=101 x|

Figure 13-29 Deployment descriptor of default_app Web module
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6. Combine the virtual host, context root, and URL pattern, as follows:

http://<virtual host><context root><URL pattern>

With the standard default_host, virtual host, you should be able to access the
snoop servlet with a URL of the form:

http://*:80/serviet/snoop/* Oor http://*:9080/serviet/snoop/*

If the host names localhost and itsohost.itso.ibm.com resolve to the correct
Web server and/or application server, then some examples of the full URL
used to access the snoop servlet are:

http://Tocalhost/serviet/snoop
http://Tocalhost:9080/serviet/snoop

http://itsohost.itso.
http://itsohost.itso.
http://itsohost.itso.
http://itsohost.itso.
http://itsohost.itso.

and so on.

ibm.
ibm.
ibm.
.com/servlet/snoop?a=h
ibm.

ibm

com/servlet/snoop
com/servlet/snoop/
com/servlet/snoop/hello

com:9080/servlet/snoop

13.2.7 Regenerating Web server plug-in configuration

Changing certain WebSphere configuration properties makes it necessary to
regenerate the Web server plug-in configuration. To accomplish this do one of

the following:

» From the WebSphere Administrative Console right-click the node and select
Regen Webserver Plugin from the pop-up menu, as shown in Figure 13-30.
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"% websphere Advanced Administrative Console

Console Yiew Tools Help

?lo@w x& %

EI--@@ WebSphere Administrative Domain
-0 Wirtual Hosts =
81 Server Groups B2 Generic Servg
HE3 Modes
RN Find...
B2 Enterprise £
-3 Resources

Stop
Foree Stop JMS
Restart : e
Stop for restart
Fing

Trace...

reer Plugin k

Froperties

Figure 13-30 Regenerating the Web server plug-in configuration from the console

» Use the script GenPluginCfg.bat (Windows) or GenPluginCfg.sh (UNIX):

<WAS_HOME>/bin/GenPTuginCfg.bat -adminNodeName <adminnode_name> -nodeName
<node_name>

Where:

adminnode_name Specifies the administrative console to which you want
to connect.

node_name Specifies the node for which the plug-in configuration

should be regenerated.
» Use WSCP as follows:
wscp -c "Node regenPluginCfg /Node:nodename/"
» Use XMLConfig as follows:
XMLConfig -adminNodeName nodename -export trash.xml -generatePluginCfg true
The import or export option must be given. You could use export and drop the
exported file if it is not needed.

In a development environment, you may want to enable automatic regeneration
of the Web server plug-in configuration. See 14.1.2, “Generating the plug-in’s
XML configuration file” on page 487 for details.

476  IBM WebSphere V4.0 Advanced Edition Handbook



13.2.8 Saving the WebSphere configuration

To save the configuration of your WebSphere administrative domain, do the
following:

1. Select Console -> Export to XML... from the main menu. The Save window
pops up, as shown in Figure 13-31.

2. In the Save window, choose the location and the name for the XML file.

"% websphere Advanced Administrative Co
. W View Tools Help

e 4
i B m-
Wizards 3] e A
Trace b sir\rn Cin
s
Security Center... L S
Import frorm XML Lookin: | TEMP
Export to XML...
8o
u
Stop o
c
Ping
Properies
Find...
Command Histary... File name:  fwasdcanfig.xml Save
Exit Q
Files oftipe:  |all Files (") | cancel |

Figure 13-31 Export WebSphere configuration to XML
3. Click Save.

The message view should show you that the export was successful, for example:

Command "itsohost.export" completed successfully.

Only a full XML export can be performed from the WebSphere Administrative
Console. For partial export using XMLConfig, refer to “Partial export” on
page 927.

Refer also to Appendix A, “Back up and restore your WebSphere environment”
on page 1057.

13.2.9 Restoring the WebSphere Configuration

To restore the configuration of your WebSphere administrative domain, do the
following:
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1. Select Console -> Import from XML... from the main menu. The Import
window pops up, as shown in Figure 13-32.

2. In the Import window, choose the appropriate XML file.

"% websphere Advanced Administrative Co
[SLELIER Yiew Tools Help

-

I e

o Xi-
Wizards 3] e A
Trace p [strative Din

Security Center...

ok 7o
Export to XML...
Wil || wasdconfigxml
Stap o
C
Ping
Praoperies
Find...

Caommand Histary. . File name:  [wasdconfigxml Open [:!
Exit
Files oftipe:  |all Files (") | cancel |

Figure 13-32 Import WebSphere configuration from XML file

3. Click Open.
The message view should indicate that the import was successful.

Refer also to Appendix A, “Back up and restore your WebSphere environment”
on page 1057.

13.2.10 Checking versions
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The WebSphere Application Server version and the versions of related software
are important. All components need to be at the correct versions for proper
inter-operation. In this section we describe how to figure out what the versions
and build levels are of the various components of your environment. We are not
specifying the supported versions here. We are showing you how to find out the
versions of your installed components.

WebSphere Application Server version

To figure out which version of WebSphere Application Server is currently
installed, investigate one of the following places:
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» In the WebSphere Administrative Console, select Help -> About from the
main menu.

» Look in the product version file:
<WAS_HOME>/properties/com/ibm/websphere/product.xml

» Look in the administrative server trace file:
<WAS_HOME>/logs/tracefile
In the tracefile look for version information, as shown in Example 13-1.

Example 13-1 WebSphere and JDK versions in tracefile

Frxkxkxkxkxk Start Display Current Environment **¥*¥xkxkikx

WebSphere AE 4.0.1 a0131.07 running with process name itsohost/__adminServer
and process id 964

Host Operating System is Windows 2000, version 5.0

Java version = J2RE 1.3.0 IBM build cn130-20010609 (JIT enabled: jitc), Java
Compiler = jitc

JDK version

To figure out which version of the JDK you have installed in your environment do
one of the following:

1. Look in the administrative server trace file, as shown in Example 13-1:
<WAS_HOME>/logs/tracefile

2. Start the Java binary with the -fullversion option:
<WAS_HOME>/java/bin/java -fullversion
The output of the Java -fullversion option should be similar to:
java full version "J2RE 1.3.0 IBM build cn130-20010609"

DB2 version
To find out the DB2 version installed on your system do the following:

» Open a DB2 command window (Windows) or switch to your DB2 instance
owner (UNIX) and issue the following command:

db21level
The output should look be similar to:

DB210851 Instance "DB2" uses DB2 code release "SQL07021" with level
identifier

"03020105" and informational tokens "DB2 v7.1.0.43", "n010504" and
"WR21254a".
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IBM HTTP Server version
To check the version of your IBM HTTP Server or Apache Web server do the
following:

On Windows platforms, running apache.exe -v will show you the version, for
example:

"D:\IBM HTTP Server\apache.exe" -v
Server version: IBM_HTTP_SERVER/1.3.19 Apache/1.3.20 (Win32)
Server built: Jul 11 2001 17:22:19

On UNIX platforms, running httpd -v will show you the version, for example:

/usr/HTTPServer/bin/httpd -v
Server version: IBM_HTTP_SERVER/1.3.19 Apache/1.3.20 (Unix)
Server built: Jun 26 2001 17:14:53
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14

Configuring the Web server
interface

In this chapter we discuss how you configure the interface between WebSphere
Application Server and your Web server. Our discussion includes the following
topics:

» The Web server plug-in
» Virtual hosts
» Configuring transports for WebSphere

© Copyright IBM Corp. 2002 481



14.1 Web server plug-in

482

The WebSphere plug-in is a module that runs as part of the Web server process.
It acts as the gatekeeper between the Web server and WebSphere. It decides
which HTTP requests should be passed to WebSphere and which ones are for
the Web server alone to handle.

Once the plug-in has decided that an HTTP request should be passed to
WebSphere, it packages up the request and sends it to an application server or a
clone in a server group. It uses a set of rules in an XML file to decide which
application server or clone should handle the request. See Example 14-1 on
page 484 for a sample plugin-cfg.xml file. This file can be generated from the
WebSphere administration console (see 14.1.2, “Generating the plug-in’s XML
configuration file” on page 487) from the command line using
GenPluginCfg.bat/sh. For a full list of the possible parameters used in this file
see Appendix C, “The plugin-cfg.xml file definitions” on page 1071.

Note: By default, WebSphere does not automatically regenerate the plug-in’s
XML configuration file after changes have been made to the configuration or

after the application server is restarted. See 14.1.2, “Generating the plug-in’s
XML configuration file” on page 487.

The plug-in in WebSphere V4.0 uses the HTTP 1.1 transport to communicate
between the Web server and the WebSphere applications. Prior to WebSphere
V4.0, a proprietary protocol known as OSE (Open Servlet Engine) was used. As
of WebSphere V4.0, the OSE plug-in is not supported. The servlet redirection
capabilities of WebSphere 3.x are also not supported in WebSphere V4.0. Web
servers using the OSE plug-in or servlet redirection will have to migrate to the
HTTP plug-in before they can be used with WebSphere V4.0.

The new HTTP plug-in has the following advantages over the old OSE plug-in:

» The HTTP version of the plug-in is much faster than the OSE plug-in. In tests
it has been shown to be as much as 30 to 60 percent faster.

» HTTP is firewall friendly, that is most firewalls will allow HTTP to pass
through. Also, due to the use of HTTP 1.1, connections between the plug-in
and the application server can be reused by multiple requests, which reduces
the load on the firewall.

» HTTPS enables us to encrypt messages sent between the Web server and
WebSphere using a standard protocol.

» Itis much easier to configure the HTTP plug-in. A single XML file controls the
HTTP plug-in instead of the four, somewhat cryptic files used by the OSE

IBM WebSphere V4.0 Advanced Edition Handbook



plug-in. The XML file is much more readable and benefits from having a
defined XML document structure.

It supports the new session affinity mechanism for cloned applications. This
ensures that HTTP requests in the same HTTP session are always routed to
the same Web application, in the same JVM. See Chapter 15, “Configuring
session management” on page 513 for more information on session affinity.

Using SSL server-side authentication, the client can be sure that it is
communicating with a valid application server. This avoids the “man in the
middle” problem where a third party pretends to be the application server and
intercepts the client’s requests.

Using client-authenticated SSL, the application server can be sure that only
valid clients are connected to it. This ensures that no one can pretend to be
your Web site and use a direct connection to attack your Web application.

Using HTTP as the transport allows WebSphere to simplify the development
environment. In WebSphere V4.0, HTTP requests can be sent directly to the
Web application server, so in a development environment you don’t need a
Web server. Developers can send their requests directly to the host name and
port number of their application server. The default application server port
number is 9080.

Note: In production, it is recommended that a separate Web server be used
instead of sending the requests directly to the WebSphere Application Server
because:

'S

The Web server plug-in allows requests to be workload managed across
multiple clones.

A Web server is probably better at serving static information such as HTML
and GIF files.

Web server security can be used to protect information against
unauthorized access.

This allows the physical configuration to change without changing widely
held URLs. If all request are sent to a Web server and redistributed to
WebSphere via the plug-in, the administrator can change the number and
name of the machines that WebSphere is running on without affecting the
URL the users are accessing.

If you are using the IBM HTTP Server or Apache, then there isn’t any extra
cost involved to get the benefits above.
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14.1.1 How an HTTP request is processed by the plug-in

When the Web server receives an HTTP request, the plug-in needs to determine
whether the request is meant for a Web application that is running in WebSphere.
If the request isn’t meant to be processed by WebSphere, the plug-in passes a
return code to the Web server to say that the Web server should attempt to
handle the request instead. If the request is meant for WebSphere, the plug-in
needs to decide which node the application is running on and, in the case of a
cloned application, which clone should handle the request.

The rules that the plug-in uses are in the file called plugin-cfg.xml. Example 14-1
is a simple sample.

Example 14-1 HTTP plugin-cfg.xml configuration file

<?xml version="1.0" ?>
<Config>

<Log LoglLevel="Error" Name="D:\WebSphere\AppServer\logs\native.log" />

<VirtualHostGroup Name="default_host">
<VirtualHost Name="*:80" />
<VirtualHost Name="#*:9080" />

</VirtualHostGroup>

<ServerGroup Name="Default Server">
<Server CloneID="sus6tcqgk" Name="Default Server">

<Transport Hostname="itsohost" Port="9080" Protocol="http" />

</Server>

</ServerGroup>

<UriGroup Name="itsohost/sampleApp/default_app_URIs">
<Uri Name="/servlet/snoop/*" />
<Uri Name="/servlet/snoop" />
<Uri Name="/servlet/snoop2/*" />
<Uri Name="/servlet/snoop2" />
<Uri Name="/servlet/hello" />
<Uri Name="/ErrorReporter" />
<Uri Name="*.jsp" />
<Uri Name="*.jsv" />
<Uri Name="*.jsw" />
<Uri Name="/j_security_check" />
<Uri Name="/servlet/*" />

</UriGroup>

<UriGroup Name="itsohost/sampleApp/examples URIs">
<Uri Name="/webapp/examples" />

</UriGroup>

<Route ServerGroup="Default Server"
UriGroup="1itsohost/sampleApp/default_app_URIs"
VirtualHostGroup="default_host" />

<Route ServerGroup="Default Server"
UriGroup="1itsohost/sampleApp/examples_URIs"
VirtualHostGroup="default_host" />
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</Config>

When an HTTP request is made to the Web server for a WebSphere application
URL, the plug-in looks at the routes defined in the XML configuration file. If a
VirtualHostGroup is defined for the route, it will attempt to match the incoming
host name and port with the defined VirtualHosts. If no VirtualHostGroup is
defined, the plug-in assumes that the route should match all virtual hosts. If a
UriGroup is specified in the route, then the plug-in attempts to match the defined
URIs with the incoming URI. If no UriGroup is defined, the plug-in assumes the
route should match all URI groups. If a match is found for both the URI and the
VirtualHostGroups defined in the route, the plug-in will then send the request to
the appropriate ServerGroup using either workload management or session
affinity, depending on which is applicable for the configuration.

Each route contains a ServerGroup tag. Once a route has been found, the
plug-in examines it to get the ServerGroup. The next step is to determine which
server in the ServerGroup will be sent the request. The ServerGroup may
contain one or many servers depending on whether the Web application has
been cloned or not. As part of determining which server should handle the
request, the plug-in:

» Checks for a session affinity in the request. If the request has a session
affinity cookie, the session has been allocated to a particular server by a
previous request. In order to conform with the Servlet 2.2 specification, if the
session has previously been allocated to a server, then this request must be
passed to that server. The plug-in will check the incoming cookie header or
URL for jsessionid. If the jsessionid is found then the plug-in will look for a
ClonelD. If there is a ClonelD and it matches the ClonelD of a server in the
ServerGroup, the request will be sent to that server. Otherwise, load
balancing will be used to allocate the request and session to the server.

» If no session affinity has been established load balancing is used to allocate
the request to a Server. The default load balancing policy is round robin. The
round robin implementation has a random starting point. This means that the
first server will be picked randomly and then round robin will be used for each
new session from that point forward. This is so that in multiple process-based
Web servers, all of the processes don't start up by sending the first request to
the same application server. The other possible policy is Random. This
randomly allocates the sessions to the available servers.

For more information on session affinity, see Chapter 15, “Configuring session
management” on page 513.
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Tip: If you are not using session affinity then it is best to remove the Clonelds
from the server tags, as they require extra processing by the plug-in when
they are set. If Clonelds are not in the XML file plug-in it is assumed that
session affinity is not enabled and it load balances the requests across the
server group.

Once the identity of the server is known, the plug-in must work out what transport
to use. Each server may define more than one transport, but if more than one
transport of the same type is defined, for example more than one HTTP
transport, then the first one in the XML file is used. Table 14-1 shows how HTTP
and HTTPS requests are mapped by the plug-in to the available transports for an
application server.

Table 14-1 Web server plug-in to WebSphere Application Server transport protocol

Is the incoming Only HTTP Only HTTPS Both HTTP and
request HTTP or transport transport HTTPS available
HTTPS? available for the available for the forthe application

application server | application server | server

HTTP HTTP HTTPS HTTP

HTTPS HTTP HTTPS HTTPS

Once the transport has been determined, the plug-in knows the host, port and
transport to send the request to by examining the attributes of the Transport tag
in the XML file.

The I/0O between the plug-in and the WebSphere Application Server is done
using a high-speed HTTP client via HTTP Version 1.1. It maintains the
connections between the plug-in and the WebSphere Application Server across
multiple requests, which is much more efficient and firewall friendly than having
to reconnect for each time.

As an example of how an HTTP request is processed by the plug-in, let’s look at
a request for URL http://Tocalhost/serviet/snoop for the XML configuration
file from Example 14-1 on page 484.

This URL will match the route with VirtualHostGroup="default_host" and
UriGroup="1itsohost/sampleApp/default_app_ URIs". The UriGroup contains
matching Uri Name="/servlet/snoop" and the VirtualHostGroup contains
matching VirtualHost Name="*:80" (“*:80” matches any host and the default
HTTP port). The ServerGroup="Default Server" is defined for this route, so the
plug-in will send the request to the application server at Hostname="1itsohost"
and Port="9080" using Protocol="http".
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Note: The plug-in log file is a useful tool for problem determination. Its name
and location are specified in the plug-in’s XML configuration file. If the log file
doesn’t exist, the plug-in will create it. If the file already exists, it will be opened
in append mode and the previous plug-in log messages will remain. The
amount of detail log to the log file is control by the LogLevel, which is set in the
XML configuration file. There are three possible LogLevels: Trace, Warn, or
Error. Trace allows you to see the steps in the request process in detail. Warn
and Error means that only information about abnormal request processing will
be logged. Be very careful when using Trace, since it can quickly fill up the
disk and can be a serious performance hit.

14.1.2 Generating the plug-in’s XML configuration file

Important: By default, WebSphere V4.0 doesn’t automatically generate new
XML configuration for the plug-in. The administrator must use the
administrative console or GenPluginCfg.bat/sh from the command line to
generate it. WebSphere can be configured to generated a new plug-in XML
file every time an application server is restarted but care must be taken, since
this option may overwrite manual edits of the file.

When the plug-in XML file is generated it contains information for all of the virtual
hosts, server groups, nodes, application servers and Web modules in the
WebSphere domain. It doesn’t matter which node you use to generate the file
because the output is the same; it contains information for the whole domain.

If changes to your WebSphere configuration are infrequent, as in a production
environment, you should generate the plug-in XML file manually. If you need to
manually edit the file, you should also generate the file manually to avoid having
your changes accidentally overwritten. Some of the reasons to manually edit
plug-in XML file are:

» If your Web server(s) are using a non-default directory structure, for example
they are on a different operating system to WebSphere, you may have to edit
this file before you copy it to the Web server machines.

» If you want to restrict knowledge of certain sensitive application(s) to
particular Web servers and machines, where all of the Web servers may not
need to know about all of your applications.

» If you want to specify particular key or trust files that the plug-in should use
when connecting to the application server via SSL, that is, you don’t want to
use the default key or trust files.
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On the other hand, for a development environment, you may find it more
convenient to have WebSphere generate the file automatically.

Regenerate the plug-in’s XML configuration file
To manually generate a new XML configuration file for the Web server plug-in:

1. Right-click the local node. Remote nodes can be used and will generate the
same output, but the local node is faster.

2. Click Regen Webserver Plugin, as shown in Figure 14-1.

"% WebSphere Advanced Administrative Console

Consale Yiew Tools Help

@lo@w x&| %
EI--@@ WebSphere Administrative Domain
=3 Wirtual Hosts =
B2 Server Groups B2 Generic Servy
=82 Modes
1.0 appli FInd.
 Egpc| St JMS
~-E1 Gent  Force Stop
82 Enterprise A Rastart Sme

=
BHED Resources oo

Stop for restart
Fing
Trace...

semver Plugin

REmovE

Froperties

i
Figure 14-1 Generating a new XML configuration file for the plug-in

3. Wait for the command to complete by monitoring the Event Message window
on the bottom of the console.

How to generate the plug-in configuration file automatically
To enable automatic generation of the plug-in’s XML file:

1. Click the application server that should generate the file, as seen in
Figure 14-2 on page 489.
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~~E0 Server Groups £ Installed Web Modules
=-E3 Modes
. =@ itsohost
B3 Application Serve
L ]
% ’ General Advancedl FiIeI Transactionl Juh Settingsl Services Custom |
=0 Genetic Servers
F-E2 Enterprise Applications =
F-E2 Resources Service Enahbled Add...
Automatic Generation of Plugin Configuration|False
E Edit... |
Remaove |
Al RESEL Hel
" . LAY R | hew |
T.\’EEI Time | Event Message | Source | Options... |
E 7R29/01 8:5. Command "Default Server ModifyAttributes” comp... d Details
E 7/28/01 85, ADGUTOTTE Plugin regeneration completed suce...
E 72901 91, ADGU0TTL Plugin regeneration completed succ... Clear |
ﬂ 01 9:1.. JADGU1 0771 Plugin regeneration completed succ... _ -
|

Figure 14-2 Edit automatic generation of plug-in configuration custom service

2. Click the Custom tab.
3. Click the Automatic Generation Plugin Configuration service.
If this service does not appear, you will need to add it first:
a. Click Add....
b. Inthe Add Custom Service window enter the following details:
* Name
Automatic Generation of Plugin Configuration
* Description

If enabled, the plugin configuration files will be regenerated when the
application server is started.

* Classname
com.ibm.websphere.plugincfg.initializers. AEPluginCfgService

c. Click OK.
4. Click the Edit button.
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5. This will display the window in Figure 14-3. Click Enabled.

#5i Edit Custom ServiceAutomatic Generation of Plugin Configuration [IIE] E3

General | custom |

Marme *IAutDmatic Generation of Plugin Configuration

Description If enabled, the plugin configuration files will he
regenerated when the application server is
started

Classpath | _

Classhame *|usphere.plugincig.initializers AEPluginCaService

Configuration file URL |

Ok %I Cancel Help

Figure 14-3 Enable the automatic generation of the plug-in’'s XML configuration file

6. Click OK.
7. Click Apply.

From now on the plug-in’'s XML file will be generated every time the selected
application server is restarted.

14.1.3 Installing the plug-in XML configuration file

490

Once the new plug-in XML file has been generated, it has to be installed in a
common directory so the plug-in can read it. By default, the administrator should
install the plug-in XML file into the <WAS_HOME>/config/ directory. For most
Web servers, this install directory can be changed. Please refer to Part 3,
“Installing WebSphere” on page 125 for more information on installing the
plug-in. For example, see 9.7, “Install the WebSphere plug-in on the remote Web
server” on page 236 if using IBM HTTP Server on Windows 2000.
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The directory in which the XML file should be installed may be on the same
machine as WebSphere or on a remote machine. If the Web server is co-located
with WebSphere and the default directory is used, WebSphere automatically will
put the new plug-in XML file into the correct directory. If the Web server is on a
remote machine, then the file will have to be manually copied to the remote
machine and placed in the correct directory.

The Web server doesn’t have to be restarted after a new plug-in XML file is
installed. By default, the plug-in polls for a new file every 60 seconds. To change
the poll rate, open the plugin-cfg.xml file and insert the Refreshinterval attribute
into the Config tag, for example, <Config RefreshInterval=10>to reload the file
every 10 seconds.

In a development environment, where changes are usually made quite often to
the plug-in configuration file, a lower setting than the default is recommended. In
production, a higher value than the default is a good idea, since updates to the
configuration will not occur as often.

If the plug-in reload fails for some reason, a message is written to the plug-in log
file and the previous configuration is used until the plug-in configuration reload is
successful. If you do not see the changes you have made to your plug-in
configuration take effect, then check the plug-in log file for clues on what might
be going wrong.

14.2 Virtual hosts

A virtual host is a filter used by the WebSphere plug-in. When the plug-in
receives an HTTP request it compares the host name and port number of the
incoming request against a list of host aliases in the virtual host. A host alias
contains a host name and a port number. When no port number is specified in
the alias, port 80 is assumed. If a match is found, the plug-in will then check the
URI as described in, 14.1.1, “How an HTTP request is processed by the plug-in”
on page 484, to decide whether the request should be passed to WebSphere.

A virtual host doesn’t represent a physical machine; it is only a filter, which is why
it cannot be started or stopped.
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Note: The host aliases don’t have to be the same as the host name and port
number of the WebSphere Application Server(s). They are the host name(s)
and port number(s) that the plug-in is expecting to receive from the browser.
The plug-in will send the request to the application server using the host name
and port number in the transport settings for that server. If the Web server is
running on a separate machine to WebSphere then the host aliases are for
Web server machines.

Mapping HTTP requests to host aliases is case sensitive, and the match must be
alphabetically exact. Also, different port numbers are treated as different aliases.

For example, the request:
http://www.myhost.com/myserviet

Does not map to:
http://myhost/myserviet

or to:
http://www.myhost.com/MyServiet

or to:
http://www.myhost.com:9876/myserviet

If the plug-in receives a request that does not match one of the virtual hosts,
or if it does not match the URI of the incoming request against the URIs for
the Web module associated with the virtual host, the user will receive an
HTTP error in the browser used to issue the request.

Through the use of virtual hosts, the administrator can change the physical
topology of an enterprise application without affecting the users of the Web site.
The administrator can add, move or remove the machines the enterprise
application is running on and, as long as the Web server hasn’t changed, they
can still use the same virtual host alias(es). The user won’t notice any changes,
because they will send their requests to the same URL(s).

When WebSphere is installed, it automatically creates a default virtual host,
called default_host, shown in Figure 14-4 on page 493. The default virtual host is
configured to match requests to ports 80 or 9080 (the WebSphere Application
Server’s default port) with any incoming host name. Many users will not need to
create or change virtual hosts, since the default_host will be sufficient.
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Figure 14-4  Virtual hosts

Each virtual host is associated with a Web module or Web modules. This
association is established when the J2EE enterprise application is installed (see
Chapter 19, “Deploying an application” on page 687). This can also be changed
via the administration console after the application is installed. By associating a
virtual host with a Web module we are saying that requests that match the host
aliases for the virtual host should be processed by servlets/JSPs in this Web
module. To determine whether a Web module can handle the request, the plug-in
also checks the URI of the request against the URIs for the Web module. See
14.1.1, “How an HTTP request is processed by the plug-in” on page 484 for more
information.

A single virtual host, for example default_host, can be used to direct requests to
multiple J2EE enterprise applications from a single Web server. For this to work,
all of the applications’ URIs have to be unique, that is, /servlet/* cannot be
mapped to more than one application on the same Web server. When it isn’t
feasible to have unique URIs, the administrator can use multiple virtual hosts to
overcome the problem. The administrator would associate a different virtual host
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with the Web module for each enterprise application. Each virtual host would
contain a different set of aliases, that is, host names and or port numbers, which
the plug-in would match against in order to decide which enterprise application
should handle an incoming request.

14.2.1 Create virtual host

For many users this step will be unnecessary. WebSphere creates a default
virtual host when it is installed, as we saw in Figure 14-4 on page 493. This
matches the request received on ports 80 and 9080 for any incoming host name.

If the administrator decides that more precise filtering of the incoming requests is
required or the Web server needs to support extra ports, for example, port 443
for incoming SSL requests, the administrator can create a new virtual host or
modify an existing one.

To create a new virtual host:
1. Right click Virtual Hosts.
2. Click New.... See Figure 14-5.

"% WebSphere Advanced Administrative Console
Consale Yiew Tools Help

elo@w x&| @
=98 WehSphere Administrative Domain
-l

- Serve
E|1'=_-| Mode Find...
. - itsohost

82 Application Servers
~-7 Generic Servers
--F'_'I Enterprise Applications
#-8 Resources Marne: *default_h

General | Advanced

Aliases

*Host Aliases
* 80
9080

Figure 14-5 Creating a new virtual host

3. This will display the window shown in Figure 14-6.
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Figure 14-6 Settings for the new virtual host

4. Define the name of the virtual host in the Name field.

5. Add the required host aliases by clicking Add and entering the required host
name and port number. The host name and port number should be separated
by a colon, for example, myHost:80.

6. Click OK once all of the required host aliases have been added.

7. Regenerate the plug-in’s XML configuration file, as described in 14.1.2,
“Generating the plug-in’s XML configuration file” on page 487.

Figure 14-6 has three groups of aliases. The ones for port 80 will match requests
received on the default Web server port. Those on port 9080 will be used if
requests are sent directly to the application server in a development
environment. This assumes that the transport port of the application server is set
to the default port 9080. The final group, on port 443, will be used to match
incoming SSL requests received by the Web server.

Simple wild cards can be used in the host aliases. A * may be used for the host
name or for the port or both. A * for both means that any request will match this
rule. If no port is specified in the definition, the default HTTP port of 80 is
assumed.
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In Figure 14-6 on page 495, there are a number of host name synonyms for each
port. They are:

>

>

>

>

>

The short form of the host name

The fully qualified host name

The local host alias, that is the request is sent to the local machine
The IP address of the Web server

The loopback address

If you are not using wild cards for host names, then defining these synonyms will
guarantee that the host name will match the virtual host, no matter which
synonym is used in the browser.

14.2.2 MIME types

The window shown in Figure 14-7 on page 497 specifies Multi-Purpose Internet
Mail Extensions (MIME) mappings for a given virtual host. MIME mappings
associate a file name extension with a type of data file (text, audio, image). From
here we can add, edit or remove mappings.

496
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Figure 14-7 Viewing MIME types mappings the for a virtual host

To access the virtual hosts MIME Types window:

1. Click Virtual Hosts.

2. Select the virtual host that you want access, default_host in our case.
3. Click the Advanced tab.

Note: WebSphere comes with a set of predefined MIME types that normally
don’t need to be modified.

14.3 Configuring transports for WebSphere

WebSphere transports define the host, port, and protocol (HTTP or HTTPS) used
by plug-in to communicate with an application server or clone.

Chapter 14. Configuring the Web server interface 497



Transport properties specify:

» How to manage the set of connections; for example, how many concurrent
requests to allow.

» Whether to secure the connections between the Web server and WebSphere
with SSL.

» Host and IP information for the transport participants.

To avoid port contention, the administrator must specify a unique port number for
each application server or clone on a given machine.

14.3.1 The internal transport

For applications in a test or development environment (in other words, a
non-production environment), a developer can use the WebSphere Application
Server’s internal HTTP transport system to serve servlets/JSPs without a Web
server. Simply use the application server's HTTP transport port (typically on port
9080).

For example, to serve the "snoop" servlet without an HTTP server, use the URL:
http://<your.server.name>:<port>/servlet/snoop
with <port> being the application server’s transport port number (typically 9080)

and <your.server.name> being localhost if the application server is on the local
machine.

For a production environment, do not use the internal transport, since it lacks the
performance and security available when using a Web server plug-in.

14.3.2 Creating or removing a transport

498

Most of the time the administrator will not have to create new HTTP transports.
When the administrator creates a new application server or clone, WebSphere
will automatically create a non-SSL transport on a unique port for the application
server or clone. If the administrator defines more than one transport of a given
type (HTTP or HTTPS) for an application server or clone, the plug-in will only use
the first definition and ignore the rest.

The main reasons for creating or removing a transport are:

» To enable SSL between the plug-in and an application server or clone.

» To control the mapping of incoming requests to a particular transport protocol,
that is to HTTP or HTTPS, as shown in Table 14-1 on page 486.
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14.3.3 Adding a non-SSL transport

To add a new non-SSL transport:

1. Select the application server that requires the transport.
2. Select the Services tab.

3. Select the Web Container Service.

4. Click on Edit Properties..., as seen Figure 14-8.
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Figure 14-8 Access the transport settings

The Web Container Service window should appear as shown in Figure 14-9 on

page 500. This window shows the transports that have been

created for this

application server. In our example, all of transports have been deleted so we can

demonstrate how to add a new transport from the beginning.
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Figure 14-9 Adding a new HTTP transport

5. To add a new HTTP transport, click the Add... button. This will display the
window seen in Figure 14-10 on page 501. In this window you can select the
type of transport you want. In this example we will create a non-SSL
transport, that is one for HTTP. For information on creating an SSL transport,
see 14.3.4, “Adding an SSL transport” on page 504.
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Figure 14-10 Configuring an HTTP transport

The administrator needs to define:
» Transport host

This is the host name or IP address of the machine on which the application
server is running. This is normally set to *. When the plug-in’s XML
configuration file is regenerated * is converted to the host name on which the
application server is running. If the host name is not set to * then the value
entered in this field will be used as the target host by the plug-in.

» Transport port

This is the TCP/IP port number that the plug-in will use when requests are
sent to the application server. To avoid port contention, a unique port number
must be used for each transport. If the Web server is running on the same
machine, take care that the transport’s port number doesn’t clash with the
ports used by the Web server, such as port 80, port 443, and so on.
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>

6.

Connection backlog

This is the maximum number of outstanding connect requests that the
operating system will buffer while it waits for the application server to accept
the connections. If a client attempts to connect when this operating system
buffer is full, the connect request will be rejected.

Set this value to the number of concurrent connections that the administrator
would like to allow. Keep in mind that a single client browser might need to
open multiple concurrent connections. However, also keep in mind that
increasing this value consumes more kernel resources.

The value of this property is specific to each transport.

On some operating systems increasing this parameter may require changes
to the kernel settings before the queue length is really increased. Please refer
to the documentation for your operating system.

Click OK when you have finished.

¥ Web Container Service M= 3
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~Transpart Setting
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Host Port
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add.. |

Edit:.. |
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Keep alive timeaut: *|5 seconds
I timeout: *|5 seconds

o} Cancel Help
|

Figure 14-11 Setting transport limits

Please refer to Figure 14-11. Now that a transport has been created, the
administrator has to set certain maximums and time outs. This values are:
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» Maximum keep alives

The maximum number of concurrent keep-alive (persistent) connections
across all HTTP transports. HTTP 1.1 allows multiple requests to be sent on
the same TCP/IP connection. The default value is 90% of the maximum
number of threads in the Web container thread pool. This prevents all of the
threads from being held by keep-alive connections so that there are threads
available to handle new incoming connect requests.

» Maximum requests per keep alive

The maximum number of requests that can be processed on a single
keep-alive connection.

» Keep alive time out

The maximum time (in seconds) to wait for the next request on a keep-alive
connection.

» /O timeout
The maximum time (in seconds) to wait when trying to read or write data
during a request.
The value of these properties, after being specified for the first transport, will be
applied globally to all other HTTP transports in the administrative domain.

7. Once these values have been set, click OK to return to the Application Server
Properties window, as seen in Figure 14-12 on page 504.
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Figure 14-12 Save the new transport

To make the transport changes operational:

8. Click Apply as shown in Figure 14-12. If you don’t click Apply the changes will

be lost.

9. Regenerate the plug-in’s XML configuration file and install it in the appropriate
directory, as described in 14.1.2, “Generating the plug-in’s XML configuration

file” on page 487.
10.Restart the application server.

14.3.4 Adding an SSL transport

504

An SSL transport may be required in environments where:

» Messages sent between the Web server and the application server contain

sensitive or valuable information.

» The client requires the application server to prove that it is a valid/known
server. SSL server-side authentication is carried out when the client connects
to the application server using SSL. The server sends a digital certificate to
the client to prove its identity. This avoids the “man in the middle” problem
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where messages are intercepted by a third party pretending to be the actual
server.

» The Web server must be authenticated before it is allowed to communicate
with the application server. This restricts access to the application server to
known clients using client-authenticated SSL. If client-authenticated SSL is
enabled, both the application server and the plug-in exchange certificates to
prove their identities. Once the identity of the application server has been
accepted by the client, the client will identify itself by sending its own
certificate to the application server. This ensures that rogue/unknown clients
cannot access the application server.

Creating an SSL transport is done using the same windows as a non-SSL
transport. It is possible to create an SSL transport:

» Using the global default SSL configuration
» Using a specific SSL configuration
» Either of the above with client authentication enabled

Each of these options are discussed below. It is recommended that you read
21.9, “Global default SSL configuration” on page 830 before proceeding, as it
contains definitions used in the other options.

You can also find another example of creating an SSL transport in 9.9, “Configure
WebSphere HTTP transport for SSL” on page 245.

Note: The following covers the configuration of the WebSphere SSL transport
only. Unless you are using the dummy server key and trust files, which are
intended for development and test use only, you will have to generate and
populate key and trust files. For an example of how this done, see 9.9,
“Configure WebSphere HTTP transport for SSL” on page 245. There is also
more information available in the InfoCenter article "Configuring SSL in
WebSphere Application Server".

Creating an SSL transport using the default SSL configuration
To create an SSL transport using the global default SSL configuration:

1. Go to the HTTP Transport Properties window, as seen in Figure 14-13 on
page 506. You can access this window as described in 14.3.3, “Adding a
non-SSL transport” on page 499.
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'i'l HTTP Transport Properties HE=E
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Figure 14-13 Using the global default SSL configuration

2.

Enter the transport host name. Refer to 14.3.3, “Adding a non-SSL transport”
on page 499 for more information.

Select a transport port number. Make sure that this port is unique on the
WebSphere machine. If WebSphere is on the same machine as the Web
server then use a port other than port 443 since the Web server will by default
listen on port 443 for incoming SSL browser requests.

4. Check Enable SSL.
5. Check Use global SSL default configuration. This will grey out the rest of

© ® N o

the SSL options.

Click OK.

Click OK on the Web Container Service window.
Save the changes by clicking Apply.

Regenerate the plug-in XML file, as described in 14.1.2, “Generating the
plug-in’s XML configuration file” on page 487.
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10.Check that the keyring and stashfile properties in the plug-in XML file are
correct for your installation, as seen in Example 14-2 on page 507. If the Web
server is on a different operating system from WebSphere or it isn’t using the
default directories settings, the location of the keyring and stash files will not
match the settings generated from the WebSphere Administrative Console. If
these settings are incorrect, you need to edit the generated file and correct
them.

Example 14-2 WebSphere plug-in XML properties for an HTTPS transport

<ServerGroup Name="Default Server">
<Server ClonelID="svoasodq" Name="Default Server">
<Transport Hostname="itsohost" Port="9443" Protocol="https">
<Property name="keyring"
value="D:\WebSphere\AppServer\etc\plugin-key.kdb" />
<Property name="stashfile"
value="D:\WebSphere\AppServer\etc\plugin-key.sth" />
</Transport>
</Server>
</ServerGroup>

11.Install the plug-in XML file into the appropriate directory (see 14.1.3,
“Installing the plug-in XML configuration file” on page 490).

12.Restart the application server.

Creating an SSL transport using a specific configuration

The administrator can choose to configure an application server's SSL transport
using settings that are unique to that application server, that is, they can override
the global default SSL configuration.

To create an SSL transport using an individual SSL configuration:

1. Go to the HTTP Transport Properties window, as seen in Figure 14-14 on
page 508. You can access this window as described in 14.3.3, “Adding a
non-SSL transport” on page 499.
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Figure 14-14 Using an individual SSL configuration

2. Enter the transport host name. Refer to 14.3.3, “Adding a non-SSL transport”
on page 499 for more information.

3. Select a transport port number. Make sure that this port is unique on the
WebSphere machine. If WebSphere is on the same machine as the Web
server then use a port other than port 443 as the Web server will by default
listen on port 443 for incoming SSL browser requests.

4. Check Enable SSL.

5. Make sure Use global SSL default configuration is un-checked to enable
the rest of the SSL options.

6. Enter the key file name (including path) for this application server.

Note: This is not the same key file as the one used for the WebSphere plug-in
since it has a different format. The plug-in uses CMS format, whereas the
WebSphere Application Server use the JKS format by default.
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7. Enter the key file password and confirm password for the application server’s
key file.

8. Click OK.
9. Click OK in the Web Container Service window.
10.Save the changes by clicking Apply.

11.Regenerate the plug-in XML file, as described in 14.1.2, “Generating the
plug-in’s XML configuration file” on page 487.

12.Check that the keyring and stashfile properties in the plug-in XML file are
correct for your installation, as seen in Example 14-2 on page 507. If the Web
server is on a different operating system from WebSphere or it isn’t using the
default directories settings, the location of the keyring and stash files will not
match the settings generated from the WebSphere Administrative Console. If
these settings are incorrect, you need to edit the generated file and correct
them.

13.Install the plug-in XML file into the appropriate directory (see 14.1.3,
“Installing the plug-in XML configuration file” on page 490).

14.Restart the application server.

Create an SSL transport that has client authentication enabled
The administrator can choose to enable client authentication for the SSL
connection between the plug-in and the application server. This restricts access
to the application server to known clients using a similar mechanism to SSL
server-side authentication. Once the identity of the server has been accepted by
the client, the client will identify itself by sending its own certificate to the server.
This ensures that rogue or unknown clients cannot access the application server.

Client authentication can be enabled in either the global default SSL
configuration or for an individual application server. This example concentrates
on an individual application server but the process is essentially the same if we
wanted to change the global defaults.

To create an SSL transport with client authentication enabled:

1. Go to the HTTP Transport Properties window, as seen in Figure 14-15 on
page 510. You can access this window as described in 14.3.3, “Adding a
non-SSL transport” on page 499.
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Figure 14-15 Using an SSL configuration with client authentication enabled

2. Enter the transport host name. Refer to 14.3.3, “Adding a non-SSL transport”
on page 499 for more information.

3. Select a transport port number. Make sure that this port is unique on the
WebSphere machine. If WebSphere is on the same machine as the Web
server then use a port other than port 443, since the Web server will by
default listen on port 443 for incoming SSL browser requests.

4. Check Enable SSL.

5. Make sure Use global SSL default configuration is un-checked to enable
the rest of the SSL options.

6. Enter the key file name (including path) for this application server.

Note: This is not the same key file as the one used for the WebSphere plug-in
since it has a different format. The plug-in uses CMS format, whereas the
WebSphere Application Server use the JKS format by default.
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7. Enter the key file password and confirm password for the application server’s
key file.

8. Optionally enter the trust file name, that is the file containing the signer
certificates. The administrator may elect to put the personal and signer
certificates into the key file, in which case this field should be left blank.

9. Optionally enter the trust file password and confirm password for the
applications server’s trust file. This is required only if the administrator
configures a separate trust file.

10.Check Enable client authentication.

11.Click OK.

12.Click OK on the Web Container Service window.
13.Save the changes by clicking Apply.

14.Regenerate the plug-in XML file, as described in 14.1.2, “Generating the
plug-in’s XML configuration file” on page 487.

15.Check that the keyring and stashfile properties in the plug-in XML file are
correct for your installation. See Example 14-2 on page 507. If the Web server
is on a different operating system from WebSphere or it isn’t using the default
directories settings, the location of the keyring and stash files will not match
the settings generated from the WebSphere Administration Console. If these
settings are incorrect you need to edit the generated file and correct them.

16.Install the plug-in XML file into the appropriate directory. See 14.1.3,
“Installing the plug-in XML configuration file” on page 490.

17.Restart the application server.

14.3.5 Browser to Web server SSL support

Configuring the Web server to handle SSL communications with the browser is a
separate activity from configuring SSL between the plug-in and the application
server. This chapter doesn’t address how to set up browser-to-Web server SSL
communications except to note that the Web server and the plug-in may use a
separate set of key and trust files. In some configurations, for example, when
using the IBM HTTP Server, it is possible to use the same key and trust files for
the Web server and the plug-in. In others, this may not be possible.

Because the trust policies of the Web server and the plug-in are likely to be
different, it is recommended that they maintain separate sets of key and trust
files, even when it is possible to share them. For example, the administrator may
want to allow many browsers to connect to the Web server's HTTPS port,
whereas they may only want to allow a small, well-known number of WebSphere
plug-ins to connect directly to a WebSphere Application Server's HTTPS port.
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Please consult your Web server’'s documentation for information on how to
enable browser-to-Web server SSL communication. Also see 21.8, “Using client
certificate-based authentication” on page 792.

Note: In order for the client certificate (the certificate from the browser) to be
forwarded by the plug-in to the application server, client authentication must
be enabled at the Web server. Enabling SSL client authentication between the
plug-in and the application server itself is not required unless the administrator
wants the WebSphere Web server plug-in to be authenticated (or any other
clients connecting directly to the application server over SSL).
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15

Configuring session
management

This chapter discusses HTTP session support in WebSphere Application Server
V4.0. Session support allows a Web application developer to maintain state
information across multiple user visits to the application.

In many Web applications, users dynamically collect data as they move through
the site based on a series of selections on pages they visit. Where the user goes
next, and what the application displays as the user's next page (or next choice)
may depend on what the user has chosen previously from the site. For example,
if the user clicks the checkout button on our site, the next page must contain the
user's shopping selections.

In order to do this, a Web application needs a mechanism to hold the user's state
information over a period of time. However, HTTP alone doesn't recognize or
maintain a user's state. HTTP treats each user request as a discrete,
independent interaction.

The Java servlet specification provides a mechanism for servlet applications to
maintain a user’s state information. This mechanism, known as a session,
addresses some of the problems of more traditional strategies such as a pure
cookie solution. It allows a Web application developer to maintain all user state
information at the host, while passing minimal information back to the user via
cookies, or another technique known as URL encoding.
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15.1 Version 3.5 vs. Version 4.0 session management

514

The following improvements have been made to session management
WebSphere V4.0:

>

>

Servlet 2.1 specification is no longer supported
In line with the Servlet 2.2 specification:

— Sessions can only be accessed by a single Web application. This is a
change from WebSphere V3.5 where access was restricted to a single
user but could be shared across multiple Web applications.

— SSL session IDs can be used as a session identifier; see 15.3.2, “SSL ID
tracking” on page 518.

— Session objects are not locked when they are accessed by the servlet or
JSP. Session locking was provided in some earlier versions of WebSphere
because session affinity was not supported. Now, it is the programmer’s
responsibility to ensure thread safe access if the session object is
accessed by multiple threads.

Notes:

1. You must use an affinity mechanism to ensure that a client’s requests
are routed to the same application server JVM. The WebSphere Web
server plug-in provides this affinity mechanism. You could also use the
IBM Network Dispatcher.

2. WebSphere Application Server V3.5 with Fix Pack 2 (Version 3.5.2)
introduced full support for the Servlet 2.2 API, with the exception of the
J2EE extensions to the specification.

Session affinity has been improved; see 15.6, “Session affinity” on page 527.

DB2 now supports larger page sizes. It supports 4 KB, 8 KB, 16 KB, and 32
KB page sizes. Session management can be configured to utilize this DB2
feature for improving performance with larger session objects. See 15.9.1,
“Using larger DB2 page sizes” on page 553.

Improved randomization of session IDs.

WebSphere V4.0 uses the JCE package provided by the IBM security team to
construct a more random session ID.

Persistent session management can be configured using manual settings as
well as the predefined ones; see “Manual tuning of persistent sessions” on
page 535

IBM WebSphere V4.0 Advanced Edition Handbook



Use of security association with session is how configurable.

WebSphere V3.5 would always associate the user identity of the servlet
request with the session and throw an unauthorized exception they didn’t
match. In WebSphere V4.0, this has been made configurable; see “Enabling
session security” on page 552.

Added time based session writes; see 15.7.5, “Time based writes to the
session database” on page 540.

Added the ability to defer the clean up of invalid persistent sessions to a time
in the off hours; see 15.8, “Invalidating sessions” on page 549.

Can choose to write all of the session data instead of just the parts that have
changed; see 15.7.8, “What is written to the persistent session database” on
page 545.

Use of the Merant JDBC drivers extends the list of supported databases.

The Merant JDBC driver added Informix and MicroSoft SQLServer to the list
of supported databases in which WebSphere can store persistent sessions.

15.2 Accessing session management properties

To access session management settings for an application server:

1.

Select the required application server or server group.

2. Click the Services tab.
3.
4. Click the Edit Properties... button, as shown in Figure 15-1.

Select the Session Manager Service from the Services list.
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Figure 15-1 Accessing session management properties

This will display the window in Figure 15-2 on page 518. From this window you
can control all of the session properties.

Note: Figure 15-1 shows how to access the session management properties
for an application server. To set the session management properties for a
server group or clone, select the server group that you are interested in
instead of the application server. Session management properties are typically
administered at the server group level and not on the individual clones.

15.3 Session identifiers

516

WebSphere session support keeps the user’s session information on the server.
WebSphere passes the user an identifier known as a session ID, which

correlates an incoming user request with a session object maintained on the
server.

Note: The example session IDs provided in this chapter are for illustrative

purposes only and are not guaranteed to be absolutely consistent in value,
format and length.
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15.3.1 Choosing a session tracking mechanism
WebSphere supports three approaches to track sessions:
» SSL session identifiers
» Cookies
» URL encoding/rewritting

It is possible to select all three options for a Web application. If you do this then:
» SSL session identifiers are used in preference to cookie and URL rewriting.

» Cookie are used in preference to URL rewriting.

Note: If SSL session ID tracking is selected, it is recommended that you also
select cookies or URL rewriting so that session affinity can be maintained.

To set or change the session mechanism type:

1. Open the Session Manager Service properties window, as described in 15.2,
“Accessing session management properties” on page 515.

2. Select the session tracking mechanism that you require.
3. Click OK, as shown in Figure 15-2.
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Figure 15-2 Session manager service - general properties

4. Click Apply to save the application server changes.
5. Restart the application server or server group.

15.3.2 SSL ID tracking

When SSL ID tracking is enabled for requests over SSL, SSL session
information is used to track the HTTP session ID.

Because the SSL session ID is negotiated between the Web browser and HTTP
server, it cannot survive an HTTP server failure. However, the failure of an
application server does not affect the SSL session ID. Of course, if session
persistence is not configured, the session itself is lost. In environments that use
WebSphere Edge Server with multiple HTTP servers, an affinity mechanism
must be used when SSL session ID is to be used as the session tracking
mechanism.
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SSL tracking is supported only for the IBM HTTP Server and iPlanet Web
servers. The lifetime of an SSL session ID can be controlled by configuration
options in the Web server. For example, in the IBM HTTP Server, the
configuration variable SSLV3TIMEOUT must be set to allow for an adequate
lifetime for the SSL session ID. Too short an interval could result in premature
termination of a session. Also, some Web browsers might have their own timers
that affect the lifetime of the SSL session ID. These Web browsers might not
leave the SSL session ID active long enough to be useful as a mechanism for
session tracking.

When the SSL session ID is to be used as the session tracking mechanism in a
cloned environment, either cookies or URL rewriting must be used to maintain
session affinity. The cookie or rewritten URL contains session affinity information
that enables the Web server to properly route requests back to the same server
once the HTTP session has been created on a server. The SSL ID is not sent in
the cookie or rewritten URL but is derived from the SSL information.

Disadvantages of SSL ID tracking

The main disadvantage of using SSL ID tracking is the performance hit of using
SSL. If you have a business requirement to use SSL, then this would be a good
choice. If you don’t have such a requirement, it is probably a good idea to
consider using cookies instead.

As discussed previously, Web server and Web browser SSL session timeout
settings may also limit the usefulness of SSL ID tracking.

15.3.3 Cookies

Many sites choose cookie support to pass the user’s identifier between
WebSphere and the user. WebSphere Application Server session support
generates a unique session ID for each user, and returns this ID to the user’s
browser via a cookie.
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Figure 15-3 Cookie overview

A cookie consists of information embedded as part of the headers in the HTML
stream passed between the server and the browser. The browser holds the
cookie, and returns it to the server whenever the user makes a subsequent
request. By default, WebSphere defines its cookies so they are destroyed if the
browser is closed. This cookie holds a session identifier. The remainder of the
user’s session information resides at the server.

The Web application developer uses the HTTP request object’s standard
interface to obtain the session:

HttpSession session = request.getSession(true);

WebSphere places the user’s session identifier in the outbound cookie whenever
the servlet completes its execution, and the HTML response stream returns to
the end user. Again, neither the cookie nor the session ID within it require any
direct manipulation by the Web application. The Web application only sees the
contents of the session.

Cookie disadvantages

The main disadvantage with cookies is that some users, either by choice or
mandate, disable them from within their browser.

Cookie settings

When cookies are used as the session tracking mechanism, then the
administrator has a number of configuration options, as shown in Figure 15-4:
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» Cookie name

The cookie name is hard-coded to JSESSIONID. This is required by the
Servlet 2.2 specification for all cookie-based session IDs.

» Cookie domain

This value will dictate to the browser whether or not to send a cookie to
particular servers. For example, if you specify a particular domain, the
browser will only send back session cookies to hosts in that domain. The
default value in the session manager restricts cookies to the host that sent
them.

Note: In WebSphere Application Server V4.0 (and V3.5), the LTPA
token/cookie that is sent back to the browser is scoped by a single DNS
domain that is specified when global security is configured. This means
that all application servers in an entire WebSphere Application Server
domain must share the same DNS domain for security purposes.

» Cookie path

The paths (on the server) to which the browser will send the session tracking
cookie. Specify any string representing a path on the server. Use "/" to
indicate the root directory.

Specifying a value will restrict the paths to which the cookie will be sent. By
restricting paths, you can keep the cookie from being sent to certain URLs on
the server. If you specify the root directory, the cookie will be sent no matter
which path on the given server is accessed.

» Restrict exchange of cookies to secure sessions

Enabling the feature will restrict the exchange of cookies only to HTTPS
sessions. If it is enabled the session cookie’s body includes the ‘secure’
indicator field.

» Cookie maximum age
The amount of time that the cookie will live in the client browser.
WebSphere V4.0 offers two choices:
— Expire at the end of the current browser session
— Expire at a configurable maximum age

If you choose the maximum age option, specify the age in seconds.

For more information on cookie properties, please refer to:

http://home.netscape.com/newsref/std/cookie_spec.html
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Figure 15-4 Session manager service - cookie properties

15.3.4 URL encoding/rewritting

WebSphere also provides URL encoding for session ID tracking. While session
management using SSL IDs or cookies is transparent to the Web application,
URL encoding requires the developer to use special encoding APIs, and to set
up the site page flow to avoid losing the encoded information.

URL encoding works by actually storing the session identifier in the page
returned to the user. WebSphere encodes the session identifier as a parameter
on URLs that have been encoded programmatically by the Web application
developer. Example 15-1 shows a Web page link with URL encoding.

Example 15-1 Web page link with URL encoding

<a href="/store/catalog;$jsessionid=DA32242SSGE2">

Note: The Servlet 2.2 specification requires that the name of the URL
encoded session tracking variable be jsessionid, as seen in Example 15-1.
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When the user clicks this link ( Example 15-1) to move to the /store/catalog page,
the session identifier passes into the request as a parameter.

URL encoding requires explicit action by the Web application developer. If the
servlet returns HTML directly to the requester (without using a JavaServer
Page), the servlet calls the API, as shown in Example 15-2, to encode the
returning content.

Example 15-2 URL encoding from a servlet

out.printin("<a href=\");
out.printin(response.encodeURL ("/store/catalog"));
out.printin("\>catalog</a>");

Even pages using redirection (a common practice, particularly with servlet or
JSP combinations) must encode the session ID as part of the redirect, as shown
in Example 15-3.

Example 15-3 URL encoding with redirection

response.sendRedirect (response.encodeRedirectURL("http://myhost/store/catalog")

)s

When JavaServer Pages (JSPs) use URL encoding, the JSP calls a similar
interface to encode the session ID, as shown in Example 15-4.

Example 15-4 URL encoding in a JSP

<% response.encodeURL ("/store/catalog"); %>

Disadvantages of using URL rewriting

The fact that the servlet or JSP developer has to write extra code is a major
drawback over the other available session tracking mechanisms.

URL encoding limits the flow of site pages exclusively to dynamically generated
pages (such as pages generated by servlets or JSPs). WebSphere inserts the
session ID into dynamic pages, but cannot insert the user’s session ID into static
pages (.htm or .html pages).

Therefore, after the application creates the user’s session data, the user must
visit dynamically generated pages exclusively until they finish with the portion of
the site requiring sessions. URL encoding forces the site designer to plan the
user’s flow in the site to avoid losing their session ID.
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15.4 Local sessions

524

Many Web applications use the simplest form of session management: the
in-memory, local session cache. The local session cache keeps session
information in memory and local to the machine and WebSphere Application
Server where the session information was first created.

Local session management doesn’t share user session information with other
clustered machines. Users only obtain their session information if they return to
the machine and WebSphere Application Server holding their session
information on subsequent accesses to the Web site.

Most importantly, local session management lacks a persistent store for the
sessions it manages. A server failure takes down not only the WebSphere
instances running on the server, but also destroys any sessions managed by
those instances.

WebSphere allows the administrator to define a limit on the number of sessions
held in the in-memory cache via the administrative console settings on the
session manager, shown in Figure 15-5 on page 527. This prevents the sessions
from acquiring too much memory in the Java Virtual Machine associated with the
application server.

The session manager also allows the administrator to permit an unlimited
number of sessions in memory. If the administrator enables the Allow overflow
setting on the session manager via the administrative console, shown in

Figure 15-5 on page 527, the session manager permits two in-memory caches
for session objects. The first cache contains only enough entries to
accommodate the session limit defined to the session manager (1000 by
default). The second cache, known as the overflow cache, holds any sessions
the first cache cannot accommodate, and is limited in size only by available
memory. The session manager builds the first cache for optimized retrieval, while
a regular, un-optimized hash table contains the overflow cache. For best
performance, define a primary cache of sufficient size to hold the normal working
set of sessions for a given Web application server.
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Important: You should note that with overflow enabled, the session manager
permits an unlimited number of sessions in memory. Without limits, the
session caches may consume all available memory in the WebSphere
instance’s heap, leaving no room to execute Web applications. By way of
example, two scenarios under which this could occur are:

» The site receives greater traffic than anticipated, generating a large
number of sessions held in memory.

» A malicious attack occurs against the site where a user deliberately
manipulates their browser so the application creates a new session
repeatedly for the same user.

If you choose to enable session overflow, the state of the session cache should
be monitored closely using the WebSphere Resource Analyzer or the
WebSphere PMI API. Please refer to Chapter 22, “Monitoring and tuning your
runtime environment” on page 839 for more information.

Note: Each Web application will have its own base (or primary) in-memory
session cache, and with overflow allowed, its own overflow (or secondary)
in-memory session cache.

15.5 Advanced settings for session management

The Session Manager Service - Advanced properties window, shown in
Figure 15-5 on page 527, allows the administrator to tune a number of
parameters that are important for both local or persistent sessions:

» Maximum in-memory session count
Specifies the maximum number of sessions to maintain in memory.

The meaning differs depending on whether you are using local or persistent
sessions. For local sessions, this value specifies the number of sessions in
the base session table. Check Allow overflow to specify whether to limit
sessions to this number for the entire session manager, or to allow additional
sessions to be stored in secondary tables.

For persistent sessions, this value specifies the size of the general cache.
This value specifies how many session will be cached before the session
manager reverts to reading a session from the database automatically.
Session manager uses an LRU (least recently used) algorithm to maintain the
sessions in the cache.
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This value holds when you are using local sessions, persistent sessions with
caching, or persistent sessions with manual updates. The manual update
cache keeps the last n time stamps representing "last access" times, where n
is the maximum in-memory session count value.

» Allow overflow

Whether to allow the number of sessions in memory to exceed the value
specified in the Maximum in-memory session count field. If Allow overflow is
not checked, then WebSphere will limit the number of sessions held in
memory to this value.

For local sessions, if this maximum is exceeded and Allow overflow is not
checked, then sessions created thereafter will be dummy sessions and will
not be stored in the session manager.

As shown in Example 15-5, the IBM HttpSession extension can be used to
react if sessions exceed the maximum number of sessions specified when
overflow is disabled.

Example 15-5 Using IBMSession to react to session overflow

com.ibm.websphere.serviet.session.IBMSession sess =
(com.ibm.websphere.servlet.session.IBMSession) req.getSession(true);
if(sess.isOverFlow()) {
//Direct to a error page..

}

» Integrate with WebSphere security

When security integration is enabled, the session manager will associate the
identity of users with their HTTP sessions. See 15.9, “Session security” on
page 550 for more information.

Note: Do not enable this property if the application server contains a Web
application that has form based login configured as the authentication
method and local operating system is the authentication mechanism. It will
cause authorization failures when user agents try to use the Web
application.

» Enable protocol switch rewriting

Defines whether the session ID, added to a URL as part of URL encoding,
should be included in the new URL if a switch from HTTP to HTTPS or from
HTTPS to HTTP is required. When URL encoding is enabled, this setting
determines encoding of HTTPS URLs in HTTP requests, or encoding of
HTTP URLs in HTTPS requests. That is, if a servlet is accessed over HTTP
and if that servlet is doing encoding of HTTPS URLs, URL encoding will be
performed only when protocol switch rewriting is enabled, and vice versa.
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» Invalidation timeout

When a session isn’t accessed for this many seconds it can be removed from
the in-memory cache and if persistent sessions are used, from the database.
This is an important performance tuning property. It directly influences the
amount of memory consumed by the JVM in order to cache the session
information.

Note: For performance reasons, the invalidation timer is not accurate "to
the second." It is safe to assume that the timer is accurate to within two
minutes. When the write frequency is time based, this value should be at
least twice as large as the write interval.

The value of this setting is used as a default when the session timeout is not
specified in a Web module’s deployment descriptor.

"§i Session Manager Service

=101

General Advanced | cookies | Persistence | Database |
Maximurm in-memary session count; *W gessions
[ Allow overflow
[ Integrate with YWehSphere security
[ Enable protocol switch rewriting

Invalidation timeout: " Mo timeout

& Settimeout;

|3n minutes

oK I Cancel Help

Figure 15-5 Session Manager Service - Advanced properties

15.6 Session affinity

The Servlet 2.2 specification requires that an HTTP session be:
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» Accessible only to the Web application that created the session. The session
ID can be shared across Web applications, but not the session data.

» Handled by a single JVM for that application at any one time.

This means that in a cloned environment, any HTTP requests that are associated
with an HTTP session must be routed to the same Web application in the same
JVM. This ensures that all of the HTTP requests are processed with a consistent
view of the user’s HTTP session. The exception to this rule is when the clone
fails or has been shut down. For more information see 15.6.1, “Session affinity
and failover” on page 530.

In order to implement this requirement, the affinity mechanism from WebSphere
V3.5 that employed a hash algorithm has been replaced with an entirely new
mechanism. In WebSphere V4.0, each server ID is appended to the session ID.
When an HTTP session is created, its ID is passed back to the browser as part of
a cookie or URL encoding. When the browser makes further requests, the cookie
or URL encoding will be sent back to the Web server. The WebSphere HTTP
plug-in examines the HTTP session ID, in the cookie or URL encoding, extracts
the unique ID of the clone handling the session, and forwards the request. In this
way WebSphere V4.0 is able to assure that session affinity is maintained.

This can be seen in Figure 15-6 on page 529, where the session ID from the
HTTP header (request.getHeader("Cookie")) is displayed along with the session
ID from session.getld(). The application server ID from the plugin-cfg.xml file,
shown in Example 15-6, is appended to the session ID from the HTTP header.
Note also that the first four characters of HTTP header session ID are the cache
identifier used to determine the validity of cache entries.
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Figure 15-6 Session ID containing the server ID and cache ID

Example 15-6 Server ID from plugin-cfg.xml file

<?xml version="1.0"7>
<Config>
<Log LogLevel="Error" Name="D:\WebSphere\AppServer\logs\native.log"/>
<VirtualHostGroup Name="default_host">
<VirtualHost Name="*:80"/>
<VirtualHost Name="*:9080"/>
</VirtualHostGroup>

<ServerGroup Name="Session App Server">
<Server CloneID="t0im8jfe" Name="Session App Server">
<Transport Hostname="1itsohost" Port="9081" Protocol="http"/>
</Server>
</ServerGroup>

<UriGroup Name="Session Sample/SessionSample.war_URIs">
<Uri Name="/webapp/session"/>
</UriGroup>

<Route ServerGroup="Session App Server"
UriGroup="Session Sample/SessionSample.war_URIs"
VirtualHostGroup="default_host"/>
</Config>
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Note: Session affinity can still be broken if the clone handling the request fails.
To avoid losing session data, you can use persistent session management. In
persistent sessions mode, cache ID and server ID will change in the cookie
when there is a failover or when the session is read from the database. So
don’t rely on the value of the session cookie remaining the same for a given
session.

15.6.1 Session affinity and failover

Server groups provide a solution for failure of an application server. See
Chapter 17, “Server groups and workload management” on page 605 for a
definition of a server group. Sessions created by clones in the server group share
a common persistent session database. Therefore, any clone in the server group
has the ability to see any user’s session saved to persistent storage. If one of the
clones fail, the user may continue to use their session information from another
clone in the server group. This is known as failover. Failover works regardless of
whether the nodes reside on the same machine or several machines. Please
refer to Figure 15-7.
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Figure 15-7 Session affinity and failover
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Note: According to the Servlet 2.2 specification, only a single clone may
control/access a given session at a time.

After a failure, WebSphere redirects the user to another clone, and the user’s
session affinity switches to this replacement clone as well. After the initial read
from the database, the replacement clone places the user’s session object in the
in-memory cache (assuming the cache has space available for additional
entries).

At the time of writing, the WebSphere Web server plug-in will failover to a clone
that is randomly selected from the list of available clones. From then onwards,
requests for that session will go to the selected clone. The requests for the
session will go back to the failed clone when the failed clone comes back up.

WebSphere provides session affinity on a best-effort basis. There are narrow
windows where session affinity will fail. These windows are:

1. When a clone is recovering from a crash, there exists a window where
concurrent requests for the same session could end up in different clones.
This is because the Web server is multi-processed and each process
separately maintains its own retry timer value and list of available clones. The
end result is that requests being processed by different processes may end
up being sent to more than one clone after at least one process has
determined that the failed clone is up.

To avoid or limit exposure due to this scenario, if your clones are expected to
crash very seldom and are expected to recover fairly quickly, consider setting
the retry timeout to a small value. This will narrow the window during which
multiple requests being handled by different processes get routed to multiple
clones.

2. A server overload occurring that can cause requests belonging to the same
session to go to different clones. This can occur even if all the clones are up
and running. For each clone, there is a backlog queue where an entry is
made for each request sent by the plug-in waiting to be picked up by a worker
thread in the servlet engine. If the depth of this queue is exceeded the Web
server plug-in will start receiving responses that the clone is not available.
This failure will be handled in the same way by the plug-in as an actual JVM
crash.

Examples of when this can happen are:

— If the servlet engine has not been set up with an appropriate number of
threads to handle the user load.
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— If the servlet engine threads are taking a long time to process the requests
for various reasons, such as, applications taking a long time to execute,
resources being used by applications taking a long time, and so on.

This can be prevented by tuning the system properly. See Chapter 22,
“Monitoring and tuning your runtime environment” on page 839.

Note: Session affinity enhancements are currently under consideration for the
next WebSphere V4.0 service pack. When a clone is marked dead, the plug-in
currently directs the request to one of the available clones randomly. In this
case, there is a chance that two concurrent requests for a session might end
up in different clones. To avoid this, use of a non-random algorithm is being
considered, such as failover to the next clone in list (“clone + 1”), or to a
“buddy server” set in the plug-in configuration file.

15.7 Persistent session management

532

By default, WebSphere places session objects in memory. However, the
administrator has the option of enabling persistent session management, which
instructs WebSphere to place session objects in a database.

Administrators should enable persistent session management when:

» The user’s session data must be recovered by another clone after a clone in a
server groups fails or is shut down.

» The user’s session data is too valuable to lose through unexpected failure at
the WebSphere node.

» The administrator desires better control of the session cache memory
footprint. By sending cache overflow to a persistent session database, the
administrator controls the number of sessions allowed in memory at any
given time.

All information stored in a persistent session database must be serialized. As a
result all of the objects held by a session must implement java.io.Serializable if
the session needs to be stored in a persistent session database.

In general, consider making all objects held by a session serialized, even if
immediate plans do not call for the use of persistent session management. If the
Web site grows, and persistent session management becomes necessary, the
transition between local and persistent management occurs transparently to the
application if the sessions only hold serialized objects. If not, a switch to
persistent session management requires coding changes to make the session
contents serialized.
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Persistent session management does not impact the session API, and Web
applications require no API changes to support persistent session management.
However, as mentioned above, applications storing un-serializable objects in
their sessions require modification before switching to persistent session
management.

Using multi-row sessions becomes important if the size of the session object
exceeds the size for a row, as permitted by the WebSphere session manager. If
the administrator requests multi-row session support, the WebSphere session
manager breaks the session data across multiple rows as needed. This allows
WebSphere to support large session objects. Also, this provides a more efficient
mechanism for storing and retrieving session contents under certain
circumstances. See 15.7.7, “Support for single or multi-row schemas” on

page 543 for information on this feature.

Using a cache lets the session manager maintain a cache of most recently used
sessions in memory. Retrieving a user session from the cache eliminates a more
expensive retrieval from the persistent database. The session manager uses a
“least recently used” scheme for removing objects from the cache. Session data
is stored to the persistent store based on the write frequency and write option
selected. The details of storing sessions in persistent store are discussed in
15.7.1, “Enable/disable persistent sessions” on page 533.

15.7.1 Enable/disable persistent sessions

Note: Before enabling persistent sessions, make sure that you have created a
data source for the database in which you are going to store the session data.
The persistent session database performs best if it is not shared with other
databases, such as the WebSphere administrative database. This eliminates
contention for resources, such as connections, which impacts performance.

See 16.1, “JDBC providers” on page 564 for details on creating data sources.

In order to enable persistent session management:

1. Select the Persistence tab in the Session Manager Service window.

2. Click Enable persistent sessions, as shown on Figure 15-8, then:
a. Select from one of the predefined policies for session persistence.
OR

b. Manually configure the session persistence. For more information on this
option refer to 15.7.2, “Manual tuning of persistent sessions” on page 535.
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Figure 15-8 Session manager service - persistence properties

3. Select the Database tab to display the database properties window shown in
Figure 15-9.

a. Select the data source for the session database from the Data source
pull-down. The data source selected must be non-JTA enabled data
source.

b. If required, set the user name and password.

c. If you are using DB2 and you anticipate requiring row sizes greater than
4 KB, select the appropriate value from the DB2 row size pull-down. See
15.9.1, “Using larger DB2 page sizes” on page 553 for more information.

d. If you intended using a multi-row schema, click Use multirow sessions.
See 15.7.7, “Support for single or multi-row schemas” on page 543 for
more information.
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Figure 15-9 Session manager service - database properties

4. Click OK.
5. Click Apply to save the application server changes.

6. Restart the application server or server group to make these changes take
effect.

15.7.2 Manual tuning of persistent sessions

To manually tune persistent session management:

1. Select the Persistence tab in the Session Manager Service window.
2. Click Enable persistent sessions.

3. Click the Configure manually option.

4. Click the Configure... button, as shown in Figure 15-10.
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Figure 15-10 Session manager service - configuring persistence properties manually
This opens the Configure Persistence Tuning window, shown in Figure 15-11,
which allows the administrator to manually tune:

» How often the session data is written to the database.

» How much data is written.

» When the invalid sessions are cleaned up in the database.
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Figure 15-11 Configure persistence tuning

The persistence tuning properties are:

» Write frequency

This group of options defines how often the HTTP session data is written to
the persistent session database.

End of servlet service

If the session data has changed, it will be written to the database after the
servlet finishes processing an HTTP request. For more information, see
15.7.3, “Update session database at end of servlet service” on page 538.

Manual update

The session data will be written to the database when the sync() method is
called on the IBMSession object. For more information, see 15.7.4,
“Manual update of the session database” on page 539.

Time based

This option is new in WebSphere V4.0. If you select this option, session
data will be written to the database based on the specified write interval
value. For more information, see 15.7.5, “Time based writes to the session
database” on page 540.
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» Write contents

These options control what is written. Please refer to 15.7.8, “What is written
to the persistent session database” on page 545 before selecting one of the
options, since there are several factors to take into account. The options
available are:

— Only update attributes
Only updated attributes are written to the database.
— All session attributes
All attribute are written to the database.
» Specify session database cleanup schedule for invalidated sessions

WebSphere V4.0 allows the administrator to defer the clearing of invalidated
sessions (sessions that are no longer in use and timed out) from the database
to the off hours. For more information, see 15.8, “Invalidating sessions” on
page 549. This can be done either once or twice a day. The fields available
are:

— First time of day (0-23)

The first hour during which the invalidated persistent sessions will be
cleared from the database. This value must be a positive integer between
0 and 23.

— Second time of day (0-23)

The second hour during which the invalidated persistent sessions will be
cleared from the database. This value must be a positive integer between
0 and 23.

Also consider using schedule invalidation for intranet style applications that
have a somewhat fixed number of users wanting the same HTTP session for
the whole business day.

15.7.3 Update session database at end of servlet service
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When the write frequency is set to the end of servlet service option, WebSphere
writes the session data to the session database at the completion of the
HttpServlet.service() method call. Exactly what is written depends on another
setting. See 15.7.8, “What is written to the persistent session database” on
page 545 for more information.
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Note: The last access time attribute is always updated each time the session
is accessed by the servlet or JSP. This done to make sure the session does
not time out.

If you choose the End of servlet service option, each servlet or JSP access
will result in a corresponding database update of the last access time. If you
select the Manual update option, discussed in 15.7.4, “Manual update of the
session database” on page 539, the update of the last access time in
database occurs on sync() call or at later time.

See “Reduce persistent sessions database I/O” on page 557 for options
available to change this database update behavior.

15.7.4 Manual update of the session database

WebSphere has a manual session writing mode that is enabled using the Manual
update write frequency option. This mode allows the application to decide when
a session should be stored persistently. In manual mode, the session manager
only sends changes to the persistent data store if the application explicitly
requests a save of the session information.

Note: Manual updates use an IBM extension to HttpSession that is not part of
the Servlet 2.2 API.

Manual mode requires that an application developer use the IBMSession class
for managing sessions. When the application invokes the sync() method, the
session manager writes the modified session data and last access time to the
persistent session database. The session data that is written out to the database
is controlled by the write contents option selected.

If the servlet or JSP terminates without invoking the sync() method, the session
manager saves the contents of the session object into the session cache (if
caching is enabled), but does not update the modified session data in the
session database. The session manager will only update the last access time in
the database asynchronously, at later time.

Example 15-7 shows how the IBMSession class can be used to manually update
the session database.
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This interface gives the Web application developer additional control of when
(and if) session objects go to the persistent data store. If the application does not
invoke the sync() method, and manual update mode is specified, the session
updates goes only to the local session cache, not the persistent data store. Web
developers use this interface to reduce unnecessary writes to the session
database, and thereby to improve overall application performance.

All servlets in the Web application server must perform their own session
management in manual mode.

Example 15-7 Using IBMSession for manual update of the session database

public void service (HttpServletRequest req, HttpServletResponse res)
throws ServiletException, IOException
{
// Use the IBMSession to hold the session information
// We need the IBMSession object because it has the manual update
// method sync()
com.ibm.websphere.serviet.session.IBMSession session =
(com.ibm.websphere.servlet.session.IBMSession)req.getSession(true);

Integer value = 1;

//Update the in-memory session stored in the cache
session.putValue("MyManualCount.COUNTER", value);

//The servlet saves the session to the database
session.sync();

15.7.5 Time based writes to the session database
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This new feature of WebSphere V4.0 is selected using the time based write
frequency option. Time based write will write session data to the database every
x seconds. The value of x is called the write interval.

Rationale for time base writes

The reasons for implementing time based write lies in the changes introduced
with the Servlet 2.2 API. The Servlet 2.2 specification introduced two key
concepts:

» It limits the scope of a session to a single Web application.

» It both explicitly prohibits concurrent access to an HttpSession from separate
Web applications but allows for concurrent access within a given JVM.
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Because of these changes, WebSphere provides the session affinity mechanism
that assures us that an HTTP request is routed to the Web application handling
its HttpSession. This assurance still holds in a WLM environment when using
persistent HttpSessions. This means that the necessity to immediately write the
session data to the database can now be relaxed somewhat in these
environments (as well as non-clustered environments) since the database is now
really only used for "failover" and "session cache full" scenarios.

With this in mind, it is now possible to gain potential performance improvements
by reducing the frequency of database writes.

Using this mode, WebSphere can significantly reduce the 1/0O to the database
caused by the last access time updates. The last access time attribute of the
HTTP session is updated every time the servlet or JSP accesses the session.
The servlet or JSP does not have to update the session, just access it. When
persistent session management is enabled, the changed last access time will be
written to the database. If write at “End of servlet service” mode is enabled, then
WebSphere could be writing to the session database every time it process an
HTTP request. This can be a significant overhead. By using the time based
mode, these updates to the database would be deferred and done in a single
transaction. Only the latest change to the last access time of the session will be
written. This can significantly reduce the database I/O and CPU requirements.
See “Reduce persistent sessions database 1/0” on page 557 for more
information.

Note: Time based writes requires session affinity for session data integrity.

Comparison between write frequency modes

Let’s consider an example where the Web browser accesses the application
once every 5 seconds:

» In "End of servlet service” mode, the session would get written out every 5
seconds.

» In "Manual update" mode, the session gets written out whenever the servlet
issues IBMSession.sync(). It is the responsibility of the servlet writer to use
the IBMSession interface instead of the HitpSession Interface and the
servlets/JSPs must be updated to issue the sync().

» In"Time based" mode, the servlet or JSP need not use the IBMSession class
nor issue IBMSession.sync(). If the Write Interval is set to 120 seconds, then
the session data gets written out at most every 120 seconds.

Time based write details
The following details apply to time based write:
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The expiration of the write interval does not necessitate a write to the
database unless the session has been touched (that is,
getAttribute/setAttribute/removeAttribute was called) since the last write.

If a session write interval has expired and the session has only been retrieved
(that is, request.getSession() was called since the last write) then the last
access time will be written to the database regardless of the “Write contents”
setting.

If a session write interval has expired and the session properties have been
either accessed or modified since the last write then the session properties
will be written out in addition to the last access time. Which session properties
get written out is dependent on the “Write contents” settings.

Time based write allows the servlet or JSP to issue IBMSession.sync() to
force the write of session data to the database.

If the time between session servlet requests (for a particular session) is
greater than the write interval then the session effectively gets written out
after each service method invocation.

The session cache should be large enough to hold all of the active sessions.
Failure to do this will result in extra database writes since the receipt of a new
session request may result in writing out the oldest cached session to the
database. Or to put it another way, if the session manager has to remove the
least recently used HttpSession from the cache during a “full cache” scenario,
the session manager will write out that HttpSession (per the Write contents
settings) upon removal from the cache.

The session invalidation time must be at least twice the write interval to
ensure that a session does not inadvertently get invalidated prior to getting
written to the database.

A newly created session will always get written to the database at the end of
the service method.

15.7.6 Persistent sessions and non-serializable J2EE objects
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In order for the WebSphere session manager to persist a session to the
database, all of the Java objects in an HitpSession must be serializable (that is,
implement the java.io.Serializable interface). The HttpSession can also contain
the J2EE objects which are not serializable:

>

v

javax.ejb.EJBObject
javax.ejb.EJBHome
javax.naming.Context

javax.transaction.UserTransaction
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The WebSphere session manager works around the problem of serializing these
objects in the following manner:

» EJBObject and EJBHome each have Handle and HomeHandle object
attributes that are serializable and can be used to reconstruct the EJBObject
and EJBHome.

» Context is constructed with a hash table based environment, which is
serializable. WebSphere will retrieve the environment, then wrapper it with an
internal, serializable object, so that on re-entry it can check the object type
and reconstruct the Context.

» UserTransaction has no serializable attributes. WebSphere provides two
options:

a. The Web developer can place the object in the HitpSession but
WebSphere will not persist it outside the JVM.

b. WebSphere has a new public wrapper object,
com.ibm.websphere.servlet.session.UserTransactionWrapper, which is
serializable and requires the InitialContext used to construct the
UserTransaction. This will be persisted outside the JVM and be used to
reconstruct the UserTransaction.

Note: As per J2EE, a Web component may only start a transaction in a
service method. A transaction that is started by a servlet or JSP must be
completed before the service method returns. That is, transactions may not
span Web requests from a client. If there is an active transaction after
returning from the service method, WebSphere will detect it and will abort
the transaction.

In general, Web developers should consider making all other Java objects held
by HttpSession serializable, even if immediate plans do not call for the use of
persistent session management. If the Web site grows, and persistent session
management becomes necessary, the transition between local and persistent
management occurs transparently to the application if the sessions hold only
serializable objects. If not, a switch to persistent session management requires
coding changes to make the session contents serializable.

15.7.7 Support for single or multi-row schemas

When using the single-row schema, each user session maps to a single
database row. This is WebSphere’s default configuration for persistent session
management. With this setup, there are hard limits to the amount of
user-defined, application-specific data that WebSphere Application Server can
access.
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When using the multi-row schema, each user session maps to multiple database
rows. In a multi-row schema, each session attribute maps to a database row.

In addition to allowing larger session records, using a multi-row schema can yield
performance benefits, as discussed in “Multi-row persistent session
management” on page 559.

It should be stressed that switching between multi-row and single-row is not a
trivial proposition.

Switching from single-row to multi-row schema
To switch from single-row to multi-row schema for sessions:

» Modify the session manager properties to switch from single to multi-row
schema. You need to check the Use multirow sessions box on the
Database tab of the Session Manager Service window, shown in Figure 15-9
on page 535.

» Manually drop the database table or delete all the rows in the database table
that the product uses to maintain HttpSession objects.

To drop the table:
— Determine which data source the session manager is using.
— In the data source properties, look up the database name.
— Use the database facilities to connect to the database.
— Drop the SESSIONS table.

» Restart the application server or server group.

Design considerations

Consider configuring direct single-row usage to one database and multi-row
usage to another database while you verify which option suits your application's
specific needs. You can do this by switching the data source used, then monitor
performance.

Table 15-1 Single vs. multi-row schemas

Programming issue Application scenario

Reasons to use single-row » You can read/write all values with just one
record read/write.

» This takes up less space in a database,
because you are guaranteed that each
session is only one record long.
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Programming issue

Application scenario

Reasons noft to use single-row

2 MB limit of stored data per session. That is,
the sum of sizes of all session attributes is
limited to 2 MB.

Reasons to use multi-row

» The application can store an unlimited
amount of data; that is, you are limited
only by the size of the database and a 2
MB-per-record limit (so the size of each
session attribute can be 2 MB).

» The application can read individual fields
instead of the whole record. When large
amounts of data are stored in the session
but only small amounts are specifically
accessed during a given servlet's
processing of an HTTP request, multi-row
sessions can improve performance by
avoiding unneeded Java object
serialization.

Reasons not to use multi-row

If data is small in size, you probably do not
want the extra overhead of multiple row reads
when everything could be stored in one row.

In the case of multi-row usage, design your application data objects so that they
do not to have references to each other. This is to prevent circular references.
For example, suppose you are storing two objects A and B in the session using
HttpSession.put(..), and A contains a reference to B. In the multi-row case,
because objects are stored in different rows of the database, when objects A and
B are retrieved later, the object graph between A and B is different from stored. A
and B behave as independent objects.

15.7.8 What is written to the persistent session database

As we saw in Figure 15-11 on page 537, WebSphere V4.0 supports two modes
for writing persistent session contents to the database.

» Only updated attributes. This was the only mode available before
WebSphere V4.0. It writes only the HttpSession properties that have been
updated via setAttribute() and removeAttribute().

» All session attributes. This mode was added in WebSphere V4.0. It writes
all the HttpSession properties to the database.
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When a new session is initially created (with either of the above two options) the
entire session is written to the database including any Java objects bound to the
session. The behavior for subsequent servlet or JSP requests for this session
varies depending on whether the single-row or multi-row database mode is in
use.

» In single-row mode:

— Only updated attributes: If any session attribute has been updated (via
setAttribute or removeAttribute), then all of the objects bound to the
session will be written to the database.

— All session attributes: All bound session attributes will be written to the
database.

» In multi-row mode:

— Only updated attributes: Only the session attributes that were specified via
setAttribute or removeAttribute will be written to the database.

— All session attributes: All of the session attributes that reside in the cache
will be written to the database. If the session has never left the cache, then
this should contain all of the session attributes.

By using the “All session attributes” mode the servlet and JSP can change Java
objects that are attributes of the HttpSession without having to call setAttribute()
on the HitpSession for that Java object in order for the changes to be reflected in
the database.

Adding the “All session attributes” mode provides some flexibility to the
application programmer and protects against possible side effects of moving
from local sessions to persistent sessions.

However, using “All session attributes” mode can potentially increase database
activity and be a performance drain. Individual customers will have to evaluate
the pros and cons for their installation. It should be noted that the combination of
“All session attributes” mode with “Time based” write could greatly reduce the
performance penalty and essentially give you the best of both worlds.

As shown in Example 15-8 and Example 15-9, the initial session creation
contains a setAttribute but subsequent requests for that session do not need to
use setAttribute.
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Example 15-8 Initial servlet

HttpSession sess = request.getSession(true);
myClass myObject = new myClass();
myObject.someInt = 1;
sess.setAttribute("myObject", myObject);

// Bind object to the session

Example 15-9 Subsequent servlet

HttpSession sess = request.getSession(false);

myObject = sess.getAttribute("myObject"); // get bound session object
myObject.someInt++; // change the session object

// setAttribute() not needed with write "A11 session attributes" specified

Example 15-10 and Example 15-11 show the case where setAttribute is still
required even though the write "All session attributes" option is enabled.

Example 15-10 |Initial servlet

HttpSession sess = request.getSession(true);
String myString = new String("Initial Binding of Session Object");
sess.setAttribute("myString", myString); // Bind object to the session

Example 15-11 Subsequent serviet

HttpSession sess = request.getSession(false);
String myString = sess.getAttribute("myString"); // get bound session object

myString = new String("A totally new String"); // get a new String object
sess.setAttribute("myString”, myString); // Need to bind the object to the

session since a NEW Object is used

HttpSession set/getAttribute action summary
Table 15-2 summarizes the action of the HitpSession setAttribute and

removeAttribute methods for various combinations of the row type, write
contents, and write frequency session persistence options.

Table 15-2 Write contents vs. write frequency

attributes

service /
sync() call with
Manual update

session data
has changed
then write all of
this session's
data from
cache!

Row type Write Write Action for Action for
contents frequency setAttribute remove-
Attribute
Single-row Only updated End of servlet | If any of the If any of the

session data
has changed
then write all of
this session's
data from
cache!

Chapter 15. Configuring session management

547



Row type Write Write Action for Action for
contents frequency setAttribute remove-
Attribute
Single-row Only updated Time based If any of the If any of the
attributes session data session data
has changed has changed
then write allof | then write all of
this session's this session's
data from data from
cache' cache'
Single-row All session End of servlet | Always write Always write
attributes service / all of this all of this
sync() callwith | session's data | session's data
Manual update | from cache? from cache?
Single-row All session Time based Always write Always write
attributes all of this all of this
session's data | session's data
from cache from cache
Multi-row Only updated End of servlet | Write only Delete only
attributes service / thread specific | thread specific
sync() callwith | data that has data that has
Manual update | changed been removed
Multi-row Only updated Time based Write thread Delete thread
attributes specific data specific data
that has that has been
changed for removed for
all threads all threads
using this using this
session session
Multi-row All session End of servlet Write all Delete thread
attributes service / session data specific data
sync() callwith | from cache that has been
Manual update removed for
all threads
using this
session
Multi-row All session Time based Write all Delete thread
attributes session data specific data
from cache that has bee