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INTRODUCTION

(VERSION: 1.0)

This document outlines an installation approach that can be used to build a demonstration
of WebSphere Portal Server (WPS) and Tivoli Access Manager (TAM) integration. The
installation process described in this documents assumes a single Windows 2000 (with
Service Pack 2) system is used for the demo, but most of the integration points can be
mapped to other environments.

The installation process described in these notes is specifically targeted at a
demonstration or proof-of-concept system, and as such, takes a few shortcuts (e.g. no use
of SSL for LDAP access) that would not be applicable for a production installation.

These notes apply to the following product versions:
IBM WebSphere Portal Server, Enable Edition, v4.1.2;
IBM Tivoli Access Manager for e-Business, v3.9.

Both of these products can be obtained from the KNAC.

Many of the manual configuration steps during the installation of WPS outlined in this
document are required to workaround known problems with V4.1.2 of the WPS install
program - it is expected that at least some of these problems will be resolved in the
upcoming WPS fixpacks.

The demonstration system will optionally include the WebSEAL component of IBM Tivoli
Access Manager for e-Business. In the case where WebSEAL is included, the browser
will connect to the WebSEAL reverse proxy server, which will in turn provide single sign-on
to the WebSphere Portal Server. In the case where WebSEAL is not configured,
WebSphere will still use Access Manager based authentication and authorization (via the
Access Manager JAAS interface), but the IBM HTTP Server will be accessed directly from
the browser.
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INSTALLATION NOTES

The basic steps in instaling a demonstration system for WPS-TAM integration are as
follows:

1) Install DB2, IHS, GSKIT and LDAP.

2) Configure JDBC 2.0.

3) Install WebSphere Application Server (WAS).
4) Configure WebSphere security.

5) Install WebSphere Personalization and WPS.
6) Install and configure TAM.

7) Configure WPS for TAM authentication.

8) Configure WPS for TAM authorization.

9) Configure SSO from WebSEAL to WPS.

It is recommended that regular backups be made during the installation process, as it is
difficult to recover from most of the installation errors encountered to-date.

Step 0 Preliminaries
Prior to starting the installation, the following tasks should be performed:

Give the machine a host name and domain - we will use
“wpsdemo.boulder.ibm.com” for purposes of these installation notes.

If no DNS is configured for the system, make sure it has a hosts file with an entry
including both “wpsdemo” and ‘wpsdemao.boulder.ibm.com”.

All userids created during this installation will use a password of “passwOrd” (i.e. the “oh” is
replaced by a “zero”) - feel free to use your own favorite demo password(s).

The install procedure outlined in this document was performed under the Windows 2000
administrative user “Administrator”.

The WPS 4.1.2 (Enable) install CDs used in the install process in this document are:
cdl
cd2-1
cd2-10

cd5
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cd4
cd7.
Step 1 Install DB2, IHS, GSKIT and LDAP

For purposes of these notes, WPS 4.1.2 CDs are used to install DB2, IHS, GSKIT and
LDAP.

Install Java
Load the first WPS 4.1.2 installation CD.
WPS installation is controlled by the “install.bat” script found on the first WPS installation

CD. Install.bat takes ones parameter, the path name of where it is run from. When this
script is run for the first time it will install a Java runtime for the installation program.

Microzoft Windows 2888 [Uersion 5.88.21951
¢G> GCopyright 1985-2800 Microsoft Corp.

C:n2De
D:~>install.bat D:
Could not find Java. Setup will install one for you.

Setting uwup installation...
done

Installing Java...

Choose Setup Language ;

Select the language for thiz installation from
the choices below.

aF. 1 Cancel

Select the language for the Java runtime and press “OK” - note only English was tested
in the demonstration system used to create these installation notes.
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Welcome |

YWelcome to the Setup program. T hiz progranm will
ifztall the B Crozzs Platform Technologies for
= Windows v 2.0 an pour system.

It iz gtrongly recommended that pou exit all wWindows programs
befare running thiz Setup program.

Click Cancel to quit Setup and then cloze any programs you
have mnning. Click Mest to continue with the S etup program.

WIARMIMG: Thiz program is pratected by copyright law and
international treaties.

|Inauthorized reproduction or diztibution of this program, or any
portion of ik, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under lav.

Cancel |

Press “Next” to continue the installation.

Software License Agreement |

Pleaze read the following Licensze Agreement. Press the PAGE DOWH ke to see
the rest of the agreement.

International License Agreement far Man-w arranted Programs 3

Part 1 - General Termz

FPLEASE READ THIS AGREEMEMT CAREFULLY BEFORE USIMG THE PROGRAM.
[BM WILL LICEMSE THE PROGRAM TO ¥OU OMWLY IF¥0OU FIRST ACCEPT THE
TERMS OF THIS AGREEMEMNT. By USIMG THE PROGRAM v¥OU AGREE TO THESE
TERMS. [F¥'0U DO NOT AGREE TO THE TERMS OF THIS AGREEMEMT,
FROMPTLY RETURM THE UMUSED PROGRAM TO THE PARTY [EITHER IEM OR
ITS RESELLER] FROM "WHOM vOU ACAUIRED IT TO RECEIVE A REFLUMD OF THE
AMOUMNT 0L PAID.

The Program ig owned by International Buginess Machines Corpaoration ar one of ite ﬂ

|ndizate whether you agree to the above license terms. |F pou select Mo, setup will exit.

¢ Back Yes Mo |

Press “Yes” to continue the installation.
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Choose Destination Location |

Setup will inztall the [BM Crogs Platform Technologies fior
Windows v 2.0 in the following falder.

Toinztall ta this folder, click Mest.

Toinztall to a different folder, click Browse and zelect another
folder.

|f your do niok weant ta install the 1Bk Crozs Platform Technologies
for Windows v 2.0 clhick Cancel bo exit Setup.

" Destination Folder

C:AProgram FileshBRY) aval3 Browse. .. |
Cancel |

Press “Next” to accept the default location for installing the Java runtime.

¢ Back

Select Components |

Select the components you want ta install, clear the compaonents
woul do nok want to install

Components

SO Mative Interface Header Files
SOF. Demo Appletz

SOFK Java Source Files

Description

The IBM Crazs Platform T echnologies -

Space Required: 34789 K
Space Available: 179616 K
¢ Back MHest > Cancel

Press “Next” to install all options.
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Question

@ Inskall this Java Runtime Environment as the Syskem 1Mz

Press “Yes” to configure this JVM as the system default.

Start Copying Files

Current Settings:

Setup haz enough infarmation to start copeing files. |F pau want
to review or change any settings, chck Back. | vou are zatizfied
with the settingz, click Mext to begin copying files.

DEMO INSTALLATION GUIDE

]|

Components
CPT Taoalkit Pragrarm Files
Java Plug-in

SOF Demo Applets
SDF Java Source Files

T arget Directony
C:AProgram FileshBMY) aval 3

Kl

SOFE Hative Interface Header Filez

[

Ll_l
Cancel |

Press “Next” to install the Java runtime. InstallShield will now install the Java runtime.
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Setup Complete |

|Bk Crosz Platform Technologies for Windows v 2.0 Setup iz
now Complete.

Readme files and ather documentation can be faund in the
C:%Program FilessB%) aval 3vdocs directan.

Click Finizh to complete Setup.

¢ Back

Press “Finish” to continue.
Install DB2, IHS, GSKIT and LDAP

Once the Java runtime has been installed, the WPS installation program will start up. This
is the program that will drive the installation process for WPS and all of it's prerequisites.
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E%a\fiew information =]

Portal Welcome to [BM WebSphere Portal Setup Manager. This pragram will

w View infarmation install software on your system. Click Mext to continue installation, or
/ aredui click Cancel to exit installation.

ko syoleim Leve [RTEICHLS e ChEthing The button below lirks to importart information. Review the
b Prograrm License Agreement prerequisites hefare the installation. When done, click Mestto
b Installation Key cantinue the installation.

¥ Type ofinstallation selection
Prerequisites

Frerequisite information ahoutYWebhSphere Partal

Setup Log Next Cancel
_setuloy | [ Next | |

Press “Next” to continue.

E%Reading Software License =]

WehSphere §x1i %] Read the Program License Agreement displayed below. To accept

¥ Wiewe information this agreement and proceed with the installation, click Accept. To =
¥ Systern Level Prereguisite Checking decline this agreement and stop the installation, click Decline.
w Program License Agreement
[= re Lice Do you acceptthe terms of this Program License Agreement?
¥ Installation Key -
¥ Type of installation selection Program License Agreement
i® Accept
i) Decline

International Program License Agreement
Part1 - General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USIMG
THE PROGRAM. IBM WILL LICEMNSE THE PROGRAM TO YOLI |
OMLY IF YOU FIRST ACCEPT THE TERMS OF THIS AGREEMEMNT. ||

Acceptthe IBMW Program License Agreement.

Setup Log | Back || Hext || Cancel

Select “Accept” and press “Next”.
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Ega\l'alidate the Installation Key

(=] E3

pora

F Viewe information

b Systern Level Prerequisite Checking Enter your WehSphere Portal Installation Key
¥ Program License Agreement

[54ka |- [weFs |- [coard |- [e3re |- [Liss |- [zium |

WehSphere Portal is licensed to you by IBM. You have been pravided
with an installation key. This component will collect that key.

Setup Log | Back || Hext || Cancel |

Enter the license key and press “Next”. A valid license key for WPS 4.1.2 Enable (IBM
internal use only!!) is:

54KO WEFS COPJ Q@BR6 LIEB ZJWM
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E%Selection of Installation Type [ [O]

Portal Selectthe type of installation you want.

P Wiew information
b Systermn Level Prerequisite Checking
F Program License Agreement

Type of installation

b Installation Key () Quick install

w Type of installation selection : :
= 19 In e Use the default IBM partal settings to install selected
LgadingRegpgnSe File components or use a custom response file which contains valid
Selecting Components install settings.

(® Standard install

Prompt far the minimum amaount of infarmation needed to
install the selected companents.

() Advanced install

Launch individual product installations providing the ability to
fully customize each selected component.

FPrompt for the minimum amount of information needed ta install the
selected components.

Setup Log | Back | | Hext | | Cancel

The install procedure outlined in this document uses the “standard” install option of WPS.
So select “Standard install” and press “Next”.

[E§5election of Installation Type =]

mbﬂ'ﬂ. Portal You have selected the Standard Install option. The Standard Install

¥ View infarmation can be run using a response file that includes installation and
¥ Systern Level Frerequisite Checking configuration information. Ifyou wish to use the respanse file, enter
b Program License Agreement the file narme below.

F Installation Key

+ Type of installation selection bt e n whonal

| | | Browse..

Setup Manager can he run with installation and configuration
infarmation that is stored in the specified respanse file.

Setup Log | Back || Next || Cancel |

We will not be using a response file to automate the install, so leave the field blank and
press “Next”.
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E%SEIecting Components O]

WehSphere §x1i %] Selectthe components and subcomponents that you want to

F Viewe information install on this machine.
¥ Systern Level Prereguisite Checking
b Program License Agreement WehSphere Portal
b Installation Key [] wiehSphere Studio Application Developer
w Type ofinstallation selection
Selecting Install Type + |_| WehSphere Portal

Loading Respanse Fil

] 1o b

» ] Portal Server
» [] Portal Search Engine
+ |_| WebSphere Personalization
» [ Personalization Workspace

b

» [ Personalization Server

Personalization Wizards for Studio are essential for authoring
Personalization rules in WebSphere Studio.

A list of available products for install is then displayed.

E%SEIecting Components O]

WebSphere B3T3 - le SecureWay Directory |

| »

¥ View infarmation b [¥] SecureWay Directory Server
¥ Systern Level Prerequisite Checking i 3
b Program License Agreement ] Securevvay Directory Client

b Installation Key ¢ [ Lotus Workflow
w Type of installation selection

Selecting Install Type = [_] Lotus Domino Application Server
Loading Response File

Tipone ] Domino Clients

[_] Domino Application Server
b [ Lotus Architect
[v] IBMHTTP Server
+ [v] DBZ Universal Database
b [¥] DB2 Universal Database Server
[w] DB2 Universal Database Fizpack 5

b [v] DB2 Universal Database Client

Secureay Directory is IBM's implementation ofthe Lightweight
Directory Access Protocol (LDAR).

Setup Log | Back || Hext || Cancel

Scroll to the bottom of the list and select:

DB2 Universal Database
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IBM HTTP Server
SecureWay Directory.
Press “Next” to continue.

E%IBM HTTP Server Directory

DEMO INSTALLATION GUIDE

(=] E3

WehSphere §iz:1i ]

F Checking Previous Installation
¥ Checking System Reguirements
= |BM HTTF Server

IB HTTP

Collecting Admin Userna
b DBZ Universal Database Server

¥ SecureVWay Directory Server
¥ Disk Space Checking
F Summany

b DB2 Universal Database Fixpack s

IBM HTTP Server Directory

|C:1ngram FilesiBM HTTP Server

| | Browse..

Fully gqualified path where IBM HTTF Server is installed

Setup Log

| Back || Next || Cancel

PAGE 18 OF 177
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Egatollecting Admin Username for IBM HTTP Server

DEMO INSTALLATION GUIDE

(=] E3

Portal

F Checking Previous Installation

¥ Checking System Reguirements
= |BM HTTF Server

|BW HTTF Server Directony
o drmin L ame
b DBZ Universal Database Server
b DB2 Universal Database Fixpack s
¥ Secure\Way Directory Server

¥ Disk Space Checking

F Summany

Enter a username and passward that will be managing IBM HTTP
Server on this server.

User name: |ibrmhttpd |

Password: [~ |

Confirm password: |"“““““““1 |

Retype your password to confirm.

Setup Log

| Back || Next || Cancel |

Enter a user name and associated password for the IBM HTTP Server to run under (the
WPS installer will create this id if needed) - here we used “ibmhttpd” and “passwOrd”.

Press “Next” to continue.

E%SEIecting Install Location

(=] E3

¥ Checking Previous Installation
¥ Checking System Eeguirements
F |IBM HTTF Server

w DB2 Universal Databhase Server
S ting | Il N

DB2 Universal Database Fixpack &
SecureWay Directony Server

Dizk Space Checking

Summany

TFvrwvw

Collectig Admin Username far Cont

Enter the root directory where you want to install DB2 Universal
Datahase.

install Directory [o:\Program FilesiSQLLIB |

[»

A root directory where DB2 Universal Database files will be installed.

Setup Log

| Back || Next || Cancel

Press “Next” to accept the default install location for DB2.
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Egatollecting Admin Username for Control Center

DEMO INSTALLATION GUIDE

(=] E3

Checking Previous Installation
IBM HTTF Server

Selecting Install Lacatio
i

SecureWay Directony Server
Dizk Space Checking
Summany

rTFvrwvw

[ 4
¥ Checking System Reguirements
b
v

DB2 Universal Database Server

Enter a username and password that the DBZ Control Center Server
will use to log on to your systern.

Username [dhZadrnin |

Password [~ |

Confirming Password |*"‘“‘**‘* |

Retype your password to confirm.

Setup Log

| Back || Next || Cancel |

Enter a user name and associated password for the DB2 server to run under (the WPS
installer will create this id if needed) - here we used “db2admin” and “passwOrd”.

Press “Next” to continue.

Egaﬂzcure\'hy Directory Installation Directory

(=] E3

Checking Frevious Installation

|IBM HTTF Server

{vvvww

SecureWay Directary Server

Collect LDAP Suffix Informat
b Disk Space Checking
P Summary

Checking System Reguirements

DB2 Universal Database Server
DB2 Universal Databhase Fixpack 5

ion

LDAP Directory

|C:1Prngram FilesUBMLDAP

| | Browse..

Fully gqualified path where Secureiay Directary is installed

[ »
Setup Log | Back | | Hext | | Cancel
Press “Next” to accept the default install location for LDAP.
PAGE 20 OF 177 1BM CONFIDENTIAL
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EE3Collect LDAP Suffix Information [_ (O]

Portal SecureWay Directary requires additional information ta be installed.
g Previous Installation

Chec

Checking Systern Reguirernents Suffiz (example: dc=yourco, dc=com) |dc=ibm,dc=cum |
|IBM HTTF Server

DB2 Universal Datahase Server
DB2 Universal Database Fixpack 5
SecureWay Directory Server

Administrative user [cr=root |

{d vwvv vy

Password for administrative user

s |

Confirm password [~ |

TCPIP portto use [389 |

-

B Summary

Retype your password to canfirm.

1B

Setup Log | Back || Next || Cancel

Enter the LDAP configuration information:

Suffix under which users and groups will be created - “dc=ibm,dc=com” - I believe
you will experience problems with the WPS 4.1.2 installer if this suffix contains
spaces.

Administrative user - “cn=root”.

Password for administrative user - “passwoOrd”.

LDAP TCP port - 389. Note that the installation outlined in this document is
intended for demo purposes and uses a TCP connection to LDAP. A production

installation would almost certainly require an SSL session to be established to LDAP.

Press “Next” to Continue.

(VERSION: 1.0) PAGE 21 OF 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

E\%Display Summary [_ (O]

Portal The following components are selected for install. Components
b Checking Previous Installation that appear that vou have not selected are listed because a

¥ Checking System Reguirements component that you have selected requires them in order to be
¥ |IBM HTTP Server installed. All components listed will be installed when you hit the
¥ DB2 Universal Database Server next button.

b DB2 Universal Database Fixpack 5 ; i

b Secureway Directory Server (TS S e

3
-

Disk Space Checking |BM HTTP Server

User narme: ibmhitpd
Install Directary; CAProgram FilesIBM HTTF Server
DBZ Universal Database Server
Install Directary; CAProgram Files\SQLLIB
Username: dbhZadmin
DB2 Universal Database Fixpack 5

Secureiay Directory Server

LOAR Root Suffic de=ibm,de=cam
Administrative uger. cn=root

LOAP port number: 389 |

Setup Log | Back || Next || Cancel |

Check the parameters displayed and press “Next” to commence the installation of the
selected products.

E\%Display Summary [_ (O]

Portal Status Component

b Checking Previous Installation
» Checking System Reguirements Installing.  Global Security Toolkit
¥ |BM HTTF Serer

¥ DBZ2 Universal Datahase Server 0%
b DB2Z Universal Database Fixpack 5
»
b
w

Secure'ay Directory Server IBM HTTP Server
Disk Space Checking

s DE2 Universal Database Server

DE2 Universal Database Fixpack 5

SecureWay Directory Senver

L

Setup Log

A screen will then be displayed that shows the progress of the installation.
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E‘%,%Rehuut your machine.

DBZ server installation needs to
retinot the machine to complete.
Click Ok button to rehoot your
machine.

oK

At some point during the installation of DB2 a reboot is required. Press “ok” to reboot -
the WPS installer will automatically restart after reboot (but it may take some time to start,
S0 be patient).

Welcome to IBM DB2 Universal Database Ve:

Create Sample Databases

Work with Sample Databases ;
Congratulations!

You have successfully installed DBZ and it has been configured
to communicate with clients. First Steps will get you started with
some of the features DB2 provides.

Work with DB2 UDE Business
Intelligence Tutorial

View the DB2 Product To start click on the menu bar on the left.
Information Library

Launch DBEZ UDE Quick Tour

W Automatica tt Fir after rehoot

The above DB2 information screen is shown near the end of the DB2 install. Press “Exit”.

[

Installation Complete

Installation is complete. Click Ok
to wiew any availahle logs. Click
Finish in the installer when done.

oK

Press “OK” to continue.
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E_%Displar Summary =]

Portal Status  Component

Checking Previous Installation
Checking Systerm Reguiraments

IBM HTTF Server o 4 e B i e lﬁ
DBZ Universal Database Semver il A bt Q'EW o4

DB2 Universal Database Fixpack 2
Securevay Directary Semver

Dizgk Space Checking
Summary

Success DB2 Universal Database Fixpack 5

1w v v v vwow

Dizplay Sumrmary

Setup Log Finish

1B [»

Press “Finish” to exit the install program (for now).

Step 2 Configure JDBC 2.0
[This section was adapted from the IBM WebSphere V4.0 Advanced Edition Handbook]
IBM WebSphere Application Server V4.0 requires JDBC2.0, whereas the default
installation of IBM DB2 uses JDBC1.2. To update the DB2 JDBC level, complete the
following steps:
1) Stop the DB2 JDBC Applet Server Windows service as follows:

C\> net stop "DB2 JDBC Appl et Server”

2) In a command window, change to the C. \ Program Fil es\SQ.LIB\javal2
directory and type the command shown in bold:

C\Program Fi | es\ SQLLI B\j aval2\ > usej dbc2. bat
3) 3. Output similar to that shown in the screen shot below should be obtained.
4) 4. Startthe DB2 JDBC Applet Server Windows service as follows:

D:\> net start "DB2 JDBC Appl et Server”
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Step 3

(VERSION: 1.0)

5) 5. Check the contents of the C:\ Program Fi | es\ SQLLI B\ j aval2\i nuse file. If
JDBC 2.0 is being used, the file will contain:

JDBC 2.0

Note: If the output of usejdbc?2 indicates that any of the files failed to copy successfully,
then the JDBC2 update failed. If this occurs, stop all DB2 services and then repeat the
above steps. If you see any “access denied” or “process cannot access...” errors and the
JDBC Applet Server is indeed not running, then some other (non-DB2) process has
locked the db2java.zip file for some reason.

The following screen shot shows the expected output from the above steps:

Microzoft Windows 288 [Version 5.8@.21751
(C> Copyright 1985-2088 Microsoft Corp.

C:~>net stop "DB2 JDBC Applet Server"

ihe DB2 JDBC Applet Server service was stopped successfully.

C:nred "C:ivProgram Files“mSQLLIBNjavail2"

C:wProgram Files“SQLLIB-javalZ2>uszejdhc2.hat
Backing up javasdbh2java.zip to javall directory
file<s> copied.
Copying dbZjava.zip to usejdbcZ.bat™..\..Njava
1 fileds)> copied.
Usze jdbc2 .bat successful

C:~Program Files“SQLLIB-javwal2>
C:~Program Files“\SQLLIB“javal2Xnet start "DB2 JDBC Applet Server"

The DBEZ JDBC Applet Server service is starting.
The DB2 JDBC Applet Server service was started successfully.

C:~Program Files“SQLLIB-javal2>type inusze
JDBC 2.8

C:Program Files“SQLLIB“javal2>_

Install WebSphere Application Server (WAS)

Reload the first WPS 4.1.2 installation CD. Ensure LDAP and IHS are running.
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WebhSphere Portal Uersion 4.1 Setup Manager starting...
Copyright (C» IBM 20801-2082
Unpacking JAR Files... ..

Run the WPS Installation program again.

E%a\fiew information =]

: Welcome to [BM WebSphere Portal Setup Manager. This pragram will
w View infarmation install software on your system. Click Mext to continue installation, or
aredui ] click Cancel to exit installation.

ko syoleim Leve [RTEICHLS e ChEthing The button below lirks to importart information. Review the
b Prograrm License Agreement prerequisites hefare the installation. When done, click Mestto
b Installation Key cantinue the installation.

¥ Type ofinstallation selection
Prerequisites

Frerequisite information ahoutYWebhSphere Partal

Setup Log Next Cancel
_setuloy | [ Next | |

Press “Next” to continue.
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E%Reading Software License

WehSphere §iz:1i ]

b Wiewe information

(=] E3

Read the Program License Agreement displayed below. To accept
this agreement and proceed with the installation, click Accept To

b Systern Level Prerequisite Checking decline this agreement and stop the installation, click Decline.
w Program License Agreement
[ g re Li Do you acceptthe terms of this Program License Agreement?
¥ Installation Key -
¥ Type ofinstallation selection L LR L e
i® Accept
i) Decline

International Program License Agreement

Part1 - General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USIMG
THE PROGRAM. IBM WILL LICEMNSE THE PROGRAM TO YOLI
ORLY IF YOU FIRST ACCEPT THE TERMS OF THIS AGREEMEMT.

s4]

Acceptthe IBMW Program License Agreement.

Setup Log | Back || Hext || Cancel

Select “Accept” and press “Next”.

Ega\l'alidate the Installation Key

(=] E3

Portal

F Viewe information
¥ Systermn Level Prerequisite Checking
¥ Program License Agreement

Enter your WehSphere Portal Installation Key

[54ka |- [weFs |- [coard |- [e3re |- [Liss |- [zium |

WehSphere Portal is licensed to you by IBM. You have been pravided
with an installation key. This component will collect that key.

Setup Log | Back || Hext || Cancel |

Enter the license key and press “Next”. A valid license key for WPS 4.1.2 Enable (IBM
internal use only!!) is:

54KO WEFS COPJ Q@BR6 LIEB ZJWM
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E%Selection of Installation Type [ [O]

Portal Selectthe type of installation you want.

F Wiew information

F Systemn Level Prerequisite Checking
F Program License Agreement

b Installation Key ) Quick install
w Type of installation selection

Type of installation

E _ r Use the default IBM partal settings to install selected
Loading Response File components or use a custom response file which containg valid
Selecting Components install settings.

(® Standard install

Prompt far the minimum amaount of infarmation needed to
install the selected companents.

() Advanced install

Launch individual product installations providing the ability to
fully customize each selected component.

FPrompt for the minimum amount of information needed ta install the
selected components.

Setup Log | Back | | Hext | | Cancel

Select “Standard install” and press “Next”.

[E§5election of Installation Type =]

mbﬂ'ﬂ. Portal You have selected the Standard Install option. The Standard Install

¥ View infarmation can be run using a response file that includes installation and
¥ Systern Level Frerequisite Checking configuration information. Ifyou wish to use the respanse file, enter
b Program License Agreement the file narme below.

» Installation Key
+ Type of installation selection
Selecting Install Type

Loading 2 File
Selecting Components

Response File Location {optiohal)

| | | Browse..

Setup Manager can he run with installation and configuration
infarmation that is stored in the specified respanse file.

Setup Log | Back || Next || Cancel

Leave the field blank and press “Next”.
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E%SEIecting Components O]

WehSphere §x1i %] Selectthe components and subcomponents that you want to

F Viewe information install on this machine.
¥ Systern Level Prereguisite Checking
b Program License Agreement WehSphere Portal
b Installation Key [] wiehSphere Studio Application Developer
w Type ofinstallation selection
Selecting Install Type + |_| WehSphere Portal

Loading Respanse Fil

] 1o b

» ] Portal Server
» [] Portal Search Engine
+ |_| WebSphere Personalization
» [ Personalization Workspace

b

» [ Personalization Server

Personalization Wizards for Studio are essential for authoring
Personalization rules in WebSphere Studio.

A list of available products for install is then displayed.

E%SEIecting Components =]

-

mbﬂ'ﬂ. Portal - PE WehSphere Application Server, Advanced Edition |

b Wiewe information

b Systern Level Prarequisite Cheacking » [v] WehSphere Application Server Fizpack 2
¥ Program License Agreement il
b Installation Key b [v] WebSphere Application Server
* Type ofinstallation selection + [] Weh Content Publisher
Selecting Install Type

Loading Response File b [ Server

Tpone

» [] Samples

» [] Publish Server

» [ Personalization Publish Server
b [] Edge Publish Server

 [_] SecureWay Directory
» [ Securevvay Directory Server (Current Version Installed

[_] SecureWay Directory Client (Current Yersion Installed)

.WebSphere Application Server enables Wehb transactions and
interactions with a robust deployment environment for e-business
applications.

Setup Log | Back || Hext || Cancel

-
-

Scroll down and select WebSphere Application Server. Press “Next” to continue.
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Egjthecking Previous Installation =]

Previous installation(s) of component(s) selected for install have
Checking P heen detected on this server,
C g ation
Checking Systern Reguirernents
1BM HTTP Server Glohal Security Toalkit- Take no action.
WehSphere Application Server
WebSphere Application Server Security IBM HTTF Server - Take no action.
WehSphere Application Server Fixpack 2
Disk Space Checking
Summany

The following components! installation options cannat be modified:

vyFvwvwvwvww

[»

Setup Log | Back || Next || Cancel

Press “Next” to acknowledge that GSKIT and IHS are already installed.

E%atollect user ID =]

- Enter the username and passwaord that the administratar will use for
Checking Previous Installation the WehbSphere Application Senver.

13

b Checking System Reguirements -

¥ IBM HTTP Servet User name: |wasadm|n |
* WebSphere Application Server

Colle YD Password: [~ |

Installation Directories

Choose Database Location

Choose Database Tvpe

Collect Database User Info

Collect Database Settings
WebSphere Application Server Security
WehSphere Application Server Fixpack 2
Dizk Space Checking

Summary

Confirm password: [~ |

v vw

Retype your password to confirm.

Setup Log | Back || Next || Cancel |

Enter a user name and associated password for WAS to run under (the WPS installer will
create thisid if needed) - here we used “wasadmin” and “passwOrd”.

Press “Next” to continue.
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[ Installation Directories =]

WehSphere Application Server installation directory

¥ Checking Previous Installation
F Checking System Requirernents |etiebSpherelappServer | Browse...
¥ |BM HTTF Server
* WehSphere Application Server IBM HTTP Server installation directory
Collect User 1D
] i |C:1Prugram FilesiBM HTTP Server | Browse...
Choose Database Tvpe Location of IBM HTTP Server httpd.conf configuration file
Cuollect Database User Info
Collect Database Seftings |C:1Prngram FilesUBM HTTP Servenconfinttped.conf | Browse...
F WebSphere Application Server Security O
¥ WebSphere Application Server Fixpack 2
¥ Disk Space Checking
F Summany

Enter the lacation of the WehSphere Application Server installation
directory.

[»

Setup Log | Back || Next || Cancel

Press “Next” to accept the default locations for WAS.

Egjl:hoose Database Location =]

- Ifthiz is a remote database, select Yes, When installing WebSphere
Checking Previous Installation Application Server on DB2, you will he prompted for both local client

[ 4

¥ Checking System Reguirements seftings and remote server settinys.

F [BM HTTF Server ;

w WehSphere Application Server Is this a remote database? (No -

Collect User 1D
Installation Directories

Choose Database Tvpe
Collect Database User Info
Collect Database Settings
WebSphere Application Server Security
WehSphere Application Server Fixpack 2
Dizk Space Checking

Summary

v vw

Setup Log | Back || Next || Cancel

As we are installing everything on one system in this demo installation, press “Next” to
specify a local database.
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E%Ehuuse Database Type =]

: Configure WehSphere Application Server to work with a database
Checking Previous Installation systemn. The installer will create and configure the necessary local

4
¥ Checking System Reguirements databases for you when selecting DB 2 under Standard Mode.
F |IBM HTTF Server
w ‘WehESphere Application Server
Callect User ID ® pB2
Installation Directories

Choose Database Location i Oracle
B

Collect Database User Info

Collect Database Settings
WebSphere Application Server Security
WebhSphere Application Server Fixpack 2
Dizk Space Checking

Summary

v wvw

WehSphere Application Server can be configured to wark with any of
the databases inthe list. Selectthe one you want.

[»

Setup Log | Back || Hext || Cancel

Ensure “DB2” is selected and press “Next” to continue.

E%atollect Database User Info =]

Enterthe DB2 datahase user and password that will be used for the

b Checking Previous Installation WehSphere Application Server.

b Checking System Requirements -

» |BM HTTE Setvet Local Database User ID |dbzadm|n |
w YehSphere Application Server

Collect User ID Local Database Password |“""""""‘* |

Installation Directaries
Choose Database Location
Choose Database Tvpe
[& r Infa
Collect Database Settings
WebSphere Application Server Security
WehSphere Application Server Fixpack 2
Dizk Space Checking

Summary

Confirm Local Database Password [~ |

v vw

The local database setver administratar passward.

Setup Log | Back || Next || Cancel |

Enter the userid and password for DB2 administration - “db2admin”, “passwOrd”.

Press “Next” to continue.
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Egatollect Database Settings

4 vwvl

v wvw

DEMO INSTALLATION GUIDE

=] E3

Checking Previous Installation
Checking System Requirements
IBM HTTF Server
WebSphere Application Server
Collect Uger ID
Installation Directories
Choose Database Location
Choose Database Type
Collect Database User Info

[
WebSphere Application Server Security
WebhSphere Application Server Fixpack 2
Dizk Space Checking
Summary

Enterthe required DB2 database information. If configuring for a
remote DB2 senver, enterthe local DBZ client settings helow, If
configuring for a local DB2 server, enter the local DB2 server setting
helow.

Local Database Name [wasdhl |

Local Database Alias Hame [wasdb |

Hode Hame [LOOFBACK |

Database Server Port [55555 |

The name of the local database.

[»
Setup Log | Back | | Hext | | Cancel
Press “Next” to accept the default WAS database settings.
Egjthecking Previous Installation [_ (O]

4

vV vVvyvwvywvyww

Portal

Checking Previous Installation

C ing Previ llation
Checking Systern Reguirernents
|B HTTF Server
DB2 Universal Database Server
DB2 Universal Database Fixpack 5
WehSphere Application Server
WebSphere Application Server Security J
WebSphere Application Server Fixpack 2
Disk Space Checking
Summany

Previous installationis) of component(s) selected for install have
heen detected on this server.

The following components' installation aptions cannot be modified:
DB2 Universal Database Server - Take no action.

DB2 Universal Database Fixpack 4 - Take no action.

Setup Log

| Back || Next || Cancel

Press “Next” to confirm that the correct version of DB2 has been installed.
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E\%Display Summary M=l E3
- The following components are selected for install. Components that
¥ Checking Frevious Installation appear that you have not selected are listed hecause a component
¥ Checking System Reguirements that you have selected requires them in order to be installed. All
¥ [BM HTTP Sener components listed will he installed when you hit the next buttan.
¥ DBZ Universal Datahase Server e
b DB Universal Datahase Figpack 5 DR AEEITEE oy SERET
b iNBhSphere Application Server \WehSphere Application Server installation directary:
b \WehSphere Application Server Security ciwehSphere\tppServer
F WebSphere Application Server Fixpack 2 :
b Digk Space Checking IIser name: wasadmin
w

Local Database User ID: dhZadmin

WehSphere Application Server Fixpack 2

Included eFixes: PQ55841, PQSARTS, PQSBZEY, POSEETE,
PRIAETES, PRS9932, PASTEL 4, PQBOTET

[ »

Setup Log | Back || Next || Cancel |

Check the WAS parameters displayed and press “Next” to start the installation of WAS.

E%Displav Summary [_[O]

Portal Status Component
Checking Previous Installation
Checking System Reguirements Installing WehSphere Application Server
|IBM HTTF Server
DB2 Universal Database Server | 0%
DB2 Universal Databhase Fixpack 5
WehSphere Application Server WehSphere Application Server Fixpack 2
WehSphere Application Server Security
WehSphere Application Server Fixpack 2
Disk Space Checking
Summary
Cispl

{vvyvywvvrvvwvvw

Ummary

1

Setup Log

A status screen is shown during the installation to indicate progress made.
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Eg,glnstallatinn Complete

DEMO INSTALLATION GUIDE

ﬁ Installation is complete. Click Ok
= to wiew any availahle logs. Click
Finish in the installer when done.

OK

Press “OK”.

E\%Display Summary

=] E3

Portal

Checking Previous Installation
Checking System Reguirements
|1BM HTTF Server

D82 Universal Database Server
B2 Universal Database Fixpack 5
WehSphere Application Server

{vvyvyvyvwvwrvrwrw

Disk Space Checking
Summany
O

ITImany

WehSphere Application Server Security
WebSphere Application Server Fixpack 2

Status Component

Success WebSphere Application Server View Log

Success WebSphere Application Server Fixpack 2 View Log

1

| »

1B

Setup Log

Press “Finish” to exit the install program (disregard the status bar showing 98% complete
- the important point is “Success” next to each of the items).

Configure WebSphere security

Shutdown and reboot the system. Start the LDAP and IHS servers - via the Services

control panel.

Add LDAP Entries

Start the LDAP Directory Management Tool (DMT): “Start->Programs->IBM SecureWay
Directory->Directory Management Tool".
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@ 1@spmocaiostass |
4 Windtion
A Ewrver
Oy Proparies
O Status
O o e i el oo
3 Rebing
= 4§ Exhema
O Refesh strema
] Objectalassss
- ] Aneinutes
Uh MEIERS'g milas
& Swnlmors
A Directon req
O Brirwss iep
2 Rafmech e
- 2 SR ansh tres
3 Simple snanch
Oy Advancad sesch
A Lo ik
o Ve g Be
O Clear lngnie

DEMO INSTALLATION GUIDE

Rebind

Ru=ady

Enter & reea hind T and povs sweoed for the s=eeer |dsp Aocalho s 3889

 Anomymoys & Auhenticalesd

Lisar BH =t

Vst pasawon . [Frreees

I Akl £ | e n

Select “Rebind” from the left menu panel, then select the “Authenticated” option and enter
the User DN and password (“cn=root”, “passwOrd”). Press “OK” to authenticate to the

LDAP server.

&r SecureWay Directory Message Panel B ﬂ

0 Warning: Entry "de=ibm, de=com” does not contain any data.

Click “OK” to acknowledge the warning displayed.
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Idap Alog alhost 383 |
1 M EETian
= T Earver
o Propemes
o Slatuz
T
Oy Rehind
=- 7§ Exhmma
O Ralesh sehemia
| Dlgenct laxss
= | Aleibites
U MAIchirsg rulE s
0y Synlnoes
1 Dirextory treq
O Bniwss g
2 Reliastyines
=1 2] Beanch s
5y Simple amanch
O Adwanced seach
A Lok
O View g B
0n ClearingTie

R L T e e L e e ]

Browse tree

Ready

L b ]

Seath

DEMO INSTALLATION GUIDE

[ EER S TR

& -cn=localhosl

I A £Erver | Detcecerver | i “

Select “Browse Tree” from the left menu panel, then press the “Add” button.

& Add an LDAP Entry e

Select an Entry type, enter the Parent DM, madify the Entry RDM, then click Ok,

Ohject class | Currentdeﬂnitionl

Structural object class: |dc|main

Entry type I
Parent DN: | cachaObject L«
_ . " , ~ |certificationAuthority =4
Entry RDM: |dc-|bm,dc-cum Auxiliary object classes: centificationAuthority-yz
carbathjectReference =
6] I Zancel Help

Select “Other” from the “Entry type” pull-down list. Select “domain” from the “Structural
object class” pull-down list. Enter “dc=ibm,dc=com” in the “Entry RDN" field, then press

“OK”.
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& Add an LDAP Entry N

DEMO INSTALLATION GUIDE

|

To add a new entry, enter values for the attributes, then click Add.

ohjectClass (Ohject class):

domain

dn (DM [de=ibm,de=com
Aftributes
dc: 2 |ibm,de=com -
associatedMame: @ |
businessCategory: @ |
description: @ |
destinationindicatar; e | [l
facsimileTelephonehumber: e |
internationallSDMMNumbat; e |
I e |
o e |
physicalDeliveryOfficeMame: @ |
————
Add | Cancel | Help |

Press “Add” to add the domain container.

@ 1@spmocaiostass |
o Wilndtion

i B nver
Oy Propa e
O Status
03 o e i el oo
O Rebind

= 4§ Exhwma

O Refresh sthema
| Obgetalassgs

- | Afiibutes

L3 MEIEREE milas
%y Synlmooes

A Directon reg
Oy Brosse e
g Raliech bep

-1 24 Beanch tres

3 Simple snanch
0y fatvansad seach
A Lo ik
o Ve g Be
O Clear lngnie

& Bl Secureilay Divectery Fomagemest Tool

I Akl 28 wd I [hclane S

| e

EBrowse tree

Ru=ady

L
Sewth

Dipolicate [ralsie MCL Edil FTIK A
il | |
B iap Mox st 560

iy *a*‘ﬂ;w

=t Al st

Select the newly created domain container “dc=ibm,dc=com” and press the “Add” button.
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< Add an LDAP Entry L

X

Select an Entry type, enter the Parent DR, modify the Entry RD, then click Ok

Object class | Currentdeﬂnitiunl

Entrytype  [Other H Structural object class:  [container |
Parent DM:  Jde=ibm,de=com cacheOhject -l
- . certificationAuthority =i
Entry RDM: |cn=users| Auxiliary abject classes: certificationAuthorit-2
corbaThjectReference =
6] %4 | Cancel Help

Select “Other” from the “Entry type” pull-down list. Select “container” from the “Structural
object class” pull-down list. Enter “cn=users” in the “Entry RDN” field and press “OK”.

@ addanioapEntry x|
To add a new entry, enter values forthe attributes, then click Add.
objectClass (Object class): container
in (DM: jen=users de=ibm,de=com
Aftributes
ch (Common name): & |users
Add Cancel Help

Press “Add” to add the container object for users.
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@ 1@spmocaihostaes |

o] WioduEtion
A B
Oy Proparies
O Status
[ el i liiod
O Rebind
= 2§ Echma
O3 Refregh schema
| Obectelasses
w7 Ameibutes
03 MElcharg miles
0y Shyralmooes
A Dirgxtony tre 9
O R afnech Fep
-1 2 B anch tras
0 Simplke seanch
O Advancad sesch
A Logfik:
& e g e
O Clear ingmie

DEMO INSTALLATION GUIDE

Browse tree

Ruzady

=]

Erkl ROIN

o o Hin W o|
Sewmth Expand Diplicate el ] ML

i |
B kian Mo st 380
= e, =

(H =0 910

e
- Ef=] st AR

]

4

l Akl £ | e n

Repeat the process above for adding the “users” container to add a container called
“groups”.

@ 1@spmocaihostaes |
o] WioduEtion
E A B
Oy Proparies
O Status
[ el i liiod
O Rebind
= 2§ Echma
O Refmesh sthama
| Diectelasses
= U Afeiutes
03 MElcharg miles
C Swnlmoes
A Dirextory trew
T Browrse fresr
& Rafrech Fee
=1 2] Eanch tras
0 Simplke seanch
O Advancad sesch
A Logfik:
& e g e
Oy Clear lngnie

Akl 281w I [hclane S
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Select the “users” container object and press the “Add” button.
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& Add an LDAP Entry - x|

Select an Entry type, enter the Parent DR, modify the Entry ROMN, then click ik

Entrytype  [User =]

Parent DM: |cn=users,dc=ibm,dc=u:nm

Entry RDM:  Juid=wasadmin

6] %4 | Cancel Help

Select “User” from the “Entry type” pull-down list. Enter “uid=wasadmin” in the “Entry
RDN" field. Press “OK”".

& add an LDAP User i |

Tao add a new user, enter a Commaon name, Last name, and any other information for the user, then
click Add.

objectClass (Object class): Iinet@rgr—‘erggn =]

drn (DM Juid=wasadmin,cn=users,de=ibm,de=com

sn (Last name): 2 fwasadmin

ch (Common hamej: 2 Masadmin

initials {Initials):

EILISiﬂBSSl Persnnall Otherl

=T =T

employeeType (Employee typed:

mail (E-rmail);

manager (Manager;

pager (Fager numherl;

roomMumber (Office number):

secretary (Secretand:

telephonerumber (Office phone):
title (Title):

userPassword:

.g—i—

A | Cancel | Help |

?HHHHHHHrl

4]

Enter some value in the surname field (e.g. “wasadmin”) and in the “Common Name” field.
Scroll down to the “userPassword” field and enter “passwOrd”. Press “Add” to add the
user.
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EBrowse trese
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Press “Exit" to close the DMT.

Configure WAS for LDAP

Start the WAS Server (“Start->Programs->IBM WebSphere->Application Server V4.0
->Start Admin Server”). You may want to copy this shortcut to your desktop.
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=10] %]
| action  yiew |J<-->| ||@|J> Il om |
Tree I Mame  / | Description | Skatus | Skarkup Type | Log On As | AJ
% Services (Local) %DBZ Governar Manual AdbZadrmin
%DBZ JDBC Applet Se. .. Started Automatic Local3yskem
%DBZ JDEC Applet Se, ., Marual Adbzadmin
%DBZ License Server Started Aukarnatic LocalSystem
%DB2 Security Server Started Automatic LocalSystem
%DHCP Clienk Manages n... Started Automatic Local3ystem
%Distributed File Syst... Manageslo... Starked Automatic LocalSystem
%Distributed Link Tra... Sends nokif,.. Starked Aukarnatic LocalSystem
%Distributed Link Tra... Storesinfo... Manual LocalSystem
%Distributed Transac... Coordinate... Starked Aukomnatic LocalSystem
%DNS Client Resolves a,..  Starked Aukarnatic LocalSystem
%Event Log Logs event... Starked Autornatic LocalSyskem
Fax Service Helps wou ... Tanual Local3yskem
%File Replication Maintains Fi... Manual LocalSyskem
%IBM HTTP Administr... IBEM_HTTP... Started Automatic Jibrnbttpd
%IBM HTTP Server IEM_HTTP...  Started Aukomatic Aibmhttpd
%IBM Secureiay Dir, . Started fanual Local3ystem
1Ei AdminSery, .. Started T aral ;
%Indexing Service Manual LocalSyskem
%Internet Connectio... Providesn... Manual LocalSystem
Snlntersite Messaging  Allows sen. ., Disabled LocalSystem L!

Use the Services control panel to check WAS is running.

= webhSphere Advsmoed Ademenksin st Donssbe =10l =|

Consols  ew Tools Help

= 8 @ 9| X | -
£ o Hame ]
|im]
[ Sareer Ganups
0 rooed
1 Entemriss Apgplications
0 Resgurces
Tpe] T | Evenl Messape Houmce | DphonE |
THanz = Rieaty -
o 02450 mnznde Ready - — |
x| e |

Start the WAS Administration Console (“Start->Programs->IBM WebSphere->Application
Server V4.0->Administrator's Console”). You may want to copy this shortcut to your

desktop.

(VERSION: 1.0)
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¥4 security Center i i ] |

Authenticatinnl Role Mappingl Run As Role Mappingi Administrative Rulel

Security must be enahled for any security settings to function. You can edityour security settings without
enabling security, but the settings will not take effect until security is enabled. After enahling security, you
will need to restart yaur admin server for the security settings to be loaded. Most other global changes to
your security settings will also require the admin server io be restarted.

[ Enahle Security

* Secutity Cache Timeout; iauu seconds

Default 55L Configuration _J

[o]%4 | Cancel | Al | Help |

Start the Security Center (“Console->Security Center...”"). Make sure you do not select
“Enable Security” at this point.
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Fgsecuntycener Il
General Authentication I Rale Mappingl Run &s Role Mappingi Administrative Rulel
Authentication Mechanism: ¢ | geal Operating System
& Lightweight Third Party Authentication (LTPA)
~LTFA Settings
* Taken Expiration: i1 N0 minutes
¥ Enahle Single Sign On (S50

* Domain: |houlder.ibm.com

[ Limitto S5L connections anly
"] Enable ¥eh trust association

Generate kKeys... | Impor Key.. | Export Key..

 LDAP  © Custom User Registry
~LDAF Settings—

* Becurity Server ID; ’uid=wasadmin,cn= Port: 200
* Becurity Server Passward: W Base Distinguished Name: idc:ibmldc:[:um

* Host: lg_bgumer_ibm_cgm Bind Distinguished Mame: Icn:rggt
Directory Type: !SecureWa\; -I Bind Password: fml
Advanced.. | SEL Configuration |
Ok | Cancel | Apply | Help |

Select the “Lightweight Third Party Authentication (LTPA) option. Enter the following field

values:
Domain: boulder.ibm.com
Security Server ID: uid=wasadmin,cn=users,dc=ibm,dc=com
Security Server Password: password
Directory Type: SecureWay
Port 389
Base Distinguished Name dc=ibm,dc=com
Bind Distinguished Name cn=root
Bind password password

Press “Apply” to continue.
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LTPA Password X|

Password [
Confirm Password  [o=

] | Cancel | Help |

Enter the password for LTPA cookies: “passwOrd”.

LDAP Advanced Properties ) X|

* Initial JMDI Context Factan: |[:|:|rn.sun.jndi.ldap.LdapCb{Factnw _]

Lser Filtar: (& (uid="%(objectclass=ePersony) ]
Group Filter: l(&{cn:%v}(ubjectcla%:accesaGruup}} _|
User D Map: [*:uid [
Group 1D Map: [:cn =i
Group Member 1D Map: faccessGroupimember [
Cedificate Mapping: |Exact Distinguished Marne =]
Certificate Filter: | =

] | Cancel | Help |

Press the “Advanced” button from the Authentication tab of the Security Center. Update
the following fields:

Group Filter: (&(cn=%v)(objectclass=accessGroup))
Group Member ID Map: accessGroup:member

Press “OK” to continue.
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CETTTEE—— I
General Authentication | Rale Mappingl Run &s Role Mappingi Administrative RDIEI
Authentication Mechanism: ¢ | geql Operating Systermn

¢ Lightweight Third Parly Authentication (LTPA)
~LTRA Setting

* Token Expiration: !1 0 minutes
¥ Enable Single Sign On (S50

* Domain: |houlder.ibm.com

[ Limitto 5L connections anly

"] Enable Weh trust association

Generate Keys... | Import Key... | Export Key..,

* LDAP  © Custom User Registry
~LDAP Settings—

* Sacurity Server |D: l;m Part: EEE]

* Security Server Password: W Base Distinguished Marme: lm
* Host: Jobouideribm.com  Bind Distinguished Name: W
Directory Type; lmﬂ_;l Bitd Password: I*m-rm_

M idvanced SEL Configuration |

Ok | Cancel | Apply | Help |

Notice that the “Directory Type” has been changed to “Custom” (due to the group object
class changes). Press “OK” to exit the Security Center.

Exit the WAS Console.
Stop the WAS Admin Server using the Services control panel.
Restart the WAS Admin Server.

Enable WAS Security

Ensure the WAS Admin Server is running (via the Services control panel).
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¥§ Security Center ) o ] |

General | Authentication| Role Mapping | Run &5 Role Mapping  Administrative Role |

Select a role frorm the list and then select the user(s) and group(s) that will he mapped to
that role.

Roles UsersiGroups Select... |
A 0le

CosMamingRead Everyone (no authentication)
CosMarmingyrite Everyone (no authentication)
CosMamingCreate Everyone (no authentication)
ZosMamingDelete Ewveryane {ho authentication)

Ok | Cancel | Apply | Help |

Start the WAS Admin Console. Start the Security Center. Select the “Administrative Role”
tab.

Select the “AdminRole” entry and press “Select...”.
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select Users,/Groups - AdminRole 1 ﬂ

[ Everyarne (o authenticatian
[ Alauthenticated sers
v Select usersfaroups

Search:F Search |

Available UsersiGroups Selected UsersiGroups
& lUszarg Addi== | & Uszers
& Groups # Groups
Eemove |

O | Cancel | Help |

Select “Select users/groups”, enter “*” in the “Search” field and press “Search”.
Select Users/Groups - Adminkole B

[ Everyane (o authenticatian)
[E Aliauttiepticated U= era (s

v Zelect usersigraups

Search:|* EEETn I

Available UsersiGraups Selected UsersiGroups

A Users Add == | # lsers
= dimin, ch=u C # Groups
® Groups Eamoye |
4 | >
o] Cancel | Help |

Select the entry for “wasadmin” and press the “Add >>" button.
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Select Users,/Groups - AdminRole

[ Everyane (o authenticatian)
[E Aliauttiepticated U= era (s

v Zelect usersigraups

Search:l; Search |

Available UsersiGraups

Selected UsersiGroups

DEMO INSTALLATION GUIDE

|

A Users
® Groups

Lsers

K1l

# uid=wasadmin,cn=users, de=ib

REermoye | GrouRs

2

QK | Cancel | Help |

The entry for “wasadmin” should now appear in the right hand panel.

continue.

¥ Warning

@ Changes will not take effect until the application is restarted.

x|

Press “OK”".
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derienal | authaetication | Role Magiping] Fun As Role ag ping | Adminéstraine ol |

E ity st b ensabled forany Security Selngs ko fumson. You can ol your secuily setings without
enahling secumty, but e = elings will nol 1ake sfed until securly s enabled Atar enabling Sec uity, you
will need 10 e st vour admin sereer i e ety Selngs i be boaded: Most other plobal change s o
youur seoLily Settings will 3lsa redquine the-admin sarer bo be reatarted

¥ SRS
= SRCUmy CaCh g TEmBUL EM BHCON0E

Drpfauit S50 Configuraarn _J

DR| Cante | Aﬂ]l!al Iizlpl

Select the “General” tab. Select the “Enable Security” checkbox and press “Apply”.
¥ Warning x|

@ Changes will not take effect until the application is restarted.

Press “OK".

Exit the WAS Console.

Stop the WAS Admin Server using the Services control panel.

Restart the WAS Admin Server.

Check WAS Security Enabled

Ensure the WAS Admin Server is running (via the Services control panel).

Start the WAS Console.
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(VERSION: 1.0)

Login at the Target Server __ _ _)fj

Enter login information for wpsdemo.boulder.ibm.com: 389

RealmiCall Name  fups T
User Identity puwasadmin
User Passward [

Ok 1 Cancel

Now that security has been enabled you should receive a prompt requesting login
information when you start the WAS Console.

Enter “wasadmin” and “passwOrd” and press “OK” to start the console.
Exit the WAS Console.
Install WebSphere Personalization and WPS

Reload the first WPS 4.1.2 installation CD. Ensure DB2, IHS, LDAP and WAS are all
running.

Start WebSphere Personalization and WPS Installl

DOS - install.bat D:

D:srinstall.bhat D=

WebhSphere Portal Uersion 4.1 Setup Manager starting...

Copyright (C» IBM 20801-2082

Unpacking JAR Files... .....ciciiiccacacacacacaacanasoamasacsacsacsacsacsaananananannnss

Run the WPS Installation program again.
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E%a\fiew information =]

Portal Welcome to [BM WebSphere Portal Setup Manager. This pragram will

w View infarmation install software on your system. Click Mext to continue installation, or
/ aredui click Cancel to exit installation.

ko syoleim Leve [RTEICHLS e ChEthing The button below lirks to importart information. Review the
b Prograrm License Agreement prerequisites hefare the installation. When done, click Mestto
b Installation Key cantinue the installation.

¥ Type ofinstallation selection
Prerequisites

Frerequisite information ahoutYWebhSphere Partal

Setup Log Next Cancel
_setuloy | [ Next | |

Press “Next” to continue.

E%Reading Software License =]

WehSphere §x1i %] Read the Program License Agreement displayed below. To accept

¥ Wiewe information this agreement and proceed with the installation, click Accept. To =
¥ Systern Level Prereguisite Checking decline this agreement and stop the installation, click Decline.
w Program License Agreement
[= re Lice Do you acceptthe terms of this Program License Agreement?
¥ Installation Key -
¥ Type of installation selection Program License Agreement
i® Accept
i) Decline

International Program License Agreement
Part1 - General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USIMG
THE PROGRAM. IBM WILL LICEMNSE THE PROGRAM TO YOLI |
OMLY IF YOU FIRST ACCEPT THE TERMS OF THIS AGREEMEMNT. ||

Acceptthe IBMW Program License Agreement.

Setup Log | Back || Hext || Cancel

Select “Accept” and press “Next”.
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[Ejvalidate the Installation Key =]

VER Y Portal

F Viewe information
b Systern Level Prerequisite Checking Enter your WehSphere Portal Installation Key
¥ Program License Agreement
w |nstallation Key

Walidate the Installation
¥ Type ofin

sullE I SRy [s4ka | - [wers |- [cory |- [a3re |- [Lics |- [zum |

WehSphere Portal is licensed to you by IBM. You have been pravided
with an installation key. This component will collect that key.

Setup Log | Back || Hext || Cancel |

Enter the license key and press “Next”. A valid license key for WPS 4.1.2 Enable (IBM
internal use only!!) is:

54KO WEFS (COPJ Q@BR6 LIEB ZJWM

E%Selection of Installation Type [ [O]

Portal Selectthe type of installation you want.

P Wiew information
b Systermn Level Prerequisite Checking
F Program License Agreement

Type of installation

b Installation Key () Quick install

w Type of installation selection ; :
= ing Install Type Use the default IBM partal settings to install selected
LgadingRegpgnSe File components or use a custom response file which contains valid
Selecting Components install settings.

(® Standard install

Prompt far the minimum amaount of infarmation needed to
install the selected companents.

() Advanced install

Launch individual product installations providing the ability to
fully customize each selected component.

FPrompt for the minimum amount of information needed ta install the
selected components.

Setup Log Back Hext Cancel
| | [ next | |

Select “Standard install” and press “Next”.
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E%Selection of Installation Type

WEHSIIHDIB. Portal You have selected the Standard Install option. The Standard Install

¥ View infarmation can be run using a response file that includes installation and
¥ Systern Level Frerequisite Checking configuration information. Ifyou wish to use the respanse file, enter
b Program License Agreement the file narme below.

¥ Installation Key
+ Type ofinstallation selection
Selecting Install Type

Loading

[ ile
Selecting Components | | Browse...

Response File Location {optiohal)

Setup Manager can he run with installation and configuration
infarmation that is stored in the specified respanse file.

Setup Log | Back || Next || Cancel

Leave the field blank and press “Next”.

Login at the Target Seryer i ﬂ

Enter login information for wpsdemo.boulder ibm.com: 389

FealmiCell Mame }wpsden'uu_buulder.ibm.cDm:SEQ

Liser [dentity pirasadmin

User Pagsword [

]2 | Cancel

Enter “wasadmin” and “passwOrd” and press “OK” to continue.
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WebSphere §x1i %l

b Wiew information
F Systern Level Prereguisite Checking
F Program License Agreement
¥ Installation Key
w Type ofinstallation selection
Selecting Install Type
Loading Response Fil

Selectthe components and subcompaonents that you want to install
machine.

=10l %]

WebSphere Portal
[_] webSphere Studio Application Developer
= [v] WebSphere Portal
» [l Productivity Portlets
» [v] Portal Server
b [
+ [v] WehSphere Personalization

4 'j Personalization Workspace

Personalization Warkspace is a hrowser-based araphical tool that
allows you to define, contral, and preview a Weh site's
persanalization behavior.

Setup Log

| Back || Next || Cancel |

Select the checkbox next to “WebSphere Portal” (other items will be automatically

selected). Press “Next” to continue.

Egathecking Previous Installation

WebSphere §x1i %l

w Checking Previous Installation
ing Previ llation

Checking System Reguirements

|IBM HTTF Server

WehSphere Application Server

WehSphere Application Server Security

WebhSphere Application Server Fixpack 2

Personalization Server

Partal Server

Productivity Partiets

Disk Space Checking

Summary

v vyvywvwvywvywvywyw

Previous installation(s) of component(s) selected for install have
been detected on this server.

The following components’ installation options cannot be modified:
Global Security Toolkit- Take no action.

IBM HTTF Server - Take no action.

WehSphere Application Server - Take no action.

WebSphere Application Server Fixpack 2 - Take no action.

Setup Log

=10l %]

| Back | | Hext | | Cancel

Press “Next” to acknowledge that the correct versions of GSKIT, IHS, and LDAP are

already installed.
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=101x|
VG R Portal WehSphere Application Server is installed. Please selectYes if
b Checking Previous Installation WiehSphere security is enabled. This will disable lagin prompts
¥ Checking System Reguirements whien configuring WebSphere Application Server.
P S ouhu Is WehSphere Application Server Security enahled?
¥ WebSphere Application Server i
w ‘WehEBphere Application Server Security O —
tion ®fes
Collect Administrator ID
F WebSphere Application Server Fixpack 2 ) No
b Personalization Server
» Portal Server
¥ Productivity Partlets
¥ Disk Space Checking
F Summany

Choose Yes ifyou have WehSphere Security enabled.

[ »

Setup Log | Back || Hext || Cancel

Ensure “Yes” is selected and press “Next” to continue.

E%atollect Administrator ID 1Ol x|
WebSphere §i:lif! Enter the user name and paseword used when logging into the
¥ Checking Frevious Installation WiehSphere Administrative Consale,
b Checking System Reguirements o :
¥ IBM HTTP Servet Administrator 1D |wasadm|n |
b WiehSphere Application Server B d | |
+ WwebSphere Application Server Secutity ANSIHD

Choose Security Option
Colle imin tor ID
WehSphere Application Server Fixpack 2
Personalization Server

Fartal Server

Praductivity Portlets

Dizk Space Checking

Summary

Confirm Password [~ |

v wvTwvywyw

The password used when logging into the WehSphere Administrative
Consale.

Setup Log | Back || Next || Cancel |

Enter “wasadmin” as the “Administrator ID” and “passwOrd” as the associated password.
Press “Next” to continue.
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E%Ehuuse Application Server =1

WebSphere gl Choose aWehSphere Application Server ta install this
Checking Previous Installatian Fersonalization component. [fyou plan to install Fortal Serer, you
Checking Systerm Requirerments must enter WehSphere Portal'in the field helow.

b

[

» |BM HTTF Server S

» WiehSphere Application Server Application Server Hame |Web8phere Fortal |
bk

b

-

WehSphere Application Server Security J
WehSphere Application Server Fixpack 2
Personalization Server

C plication
Partal Server
Productivity Portlets
Disk Space Checking
Summary

vyvvww

Application Server Mame

| »

Setup Log | Back || Hext || Cancel

Press “Next” to accept the default application server name for WPS.

A Install Type Selection |0 x
2]

VG R Portal Select Install Type far this installation.
¥ Checking Previous Installation it Tyrp

¥ Checking System Reguirements

» |BM HTTF Server " -
b \WehSphere Application Server @ Typical
b WebSphere Application Server Security

¥ \WebSphere Application Server Fixpack 2 ) Development
F Personalization Server
w Portal Server

ta i0
Authentication Mode
Security Configuration
LTPA Password
Server configuration
Selection of LDAP server
LOAF Caonfiguration
Fortal Server Database Selection
AndifionaliEatabaseiEanfiguration | (s DD
Database option far Member Service
Database Configuration for Memhber
License Use Management

¥ Productivity Partlets

b Disk Space Checking

¥ Summany

Atypical installation reguires that a relational database and an LDAP
directary be used to store portal settings and user data, respectively.
The security features provided by WehSphete Application Server are
used to authenticate users to the portal.

Setup Log | Back || Hext || Cancel

Ensure “Typical” is selected and press “Next” to continue.
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=10l %]

WebSphere §x[i %l

Checking Previous Installation

Checking System Requirements

|IBM HTTF Server

WebSphere Application Server
WebSphere Application Server Security
WebSphere Application Server Fixpack 2
Personalization Server

Paortal Server

{vyvyvyvywvvrwy

LTPA Password
Server configuration
Selection of LDAP server
LOAF Caonfiguration
Fortal Server Database Selection
Additional Database Configuration
Database option far Member Service
Database Configuration for Memhber
License Use Management

¥ Productivity Partlets

b Disk Space Checking

¥ Summany

Select an authentication mode for Portal Member Services.
i) Database only mode

i@ Database and LDAP Directory mode

) Custom User Registry mode

Authentication for the Portal Member Services function will be done
using a database and LDAF Directory.

[ »

Setup Log

| Back || Next || Cancel

Ensure “Database and LDAP Directory mode” is selected and press “Next” to continue.

E%Sﬂ\rer configuration |

WebSphere §x[i %l

Checking Previous Installation
Checking System Requirements
|IBM HTTF Server
WebSphere Application Server
WebSphere Application Server Security
WebSphere Application Server Fixpack 2
Personalization Server
Paortal Server
Install Type Selection
Authentication Mode
Security Configuration
LTPA Password
Se guration
Selection of LDAP server
LOAF Caonfiguration
Fortal Server Database Selection
Additional Database Configuration
Database option far Member Service
Database Configuration for Memhber
License Use Management
¥ Productivity Partlets
b Disk Space Checking
¥ Summany

{vyvyvyvywvvrwy

Server configuration

Install Directory  [owebSphereiPotalServer |

Hostname [wpsdemo boulderibm com |

Base URI |I\-vps |

Home page [fportal |

Customized page |frryportal |

Proxy host

Proxy port

A root directory where WehSphere Portal Servet files will be installed.

Setup Log

| Back || Next || Cancel

=10l %]

Press “Next” to accept the default WPS server configuration parameters.
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FEALDAP Configuration -|o]x
7]

VRS Portal o Bt P fe
¥ Checking Previous Installation FROkHIE 5 el
¥ Checking System Reguirements User DN prefiz [uid
b IBM HTTP Server ety L
b WebSphere Application Server ) User DH suffiz [ch=users,de=ibm,de=com
b WebSphere Application Server Security
F WehSphere Application Server Fixpack 2 The DM entries of the groups in your directory consist of a prefix
b Personalization Server atttibute name, such as "an”, the group name, and a suffii Gwhich m
w Portal Server ) he empty). [fyour group DM entries are structured as
Install Type Selection "cn=GroupMame,ch=groups, de=yourco,de=com®, then the group D
Authentication Mode prefiv attribute name is "an” and the group DM suffix is
Security Configuration “cn=groups,de=yourca,de=com”.
LTPA Password
Server configuration Group Object Class |accessGrDup

Selection of LDAP server e
Group Member |member

Additional Database Configuration Group DN prefix [sn
Database option far Member Service
Database Configuration for Memhber
License Use Management

¥ Productivity Partlets

b Disk Space Checking

¥ Summary Specify the type of LDAF group member.

Group DN suffix |cn:gr0ups,dc:ibm,dc:cum

[4]

[ »

Setup Log | Back || Hext || Cancel

Modify the following field values:

User Object Class: ePerson
Group Object Class: accessGroup
Group Member: member

Press “Next” to continue.
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Egjportal Server Database Selection

DEMO INSTALLATION

GUIDE

=101 %]

Portal

Checking Previous Installation
Checking System Regquirements
IBM HTTP Server
WebSphere Application Server
WebSphere Application Server Security J
WebSphere Application Server Fixpack 2
Personalization Server
Fartal Server
Install Type Selection
Authentication Mode
Security Configuration
LTPA Password
Server configuration
Selection of LDAP server
LDAF Configuration
For D 0
Additional Database Configuration
Database option for Member Service
Database Configuration for Member
License Use Management
¥ Productivity Portlets
¥ Disk Space Checking
F Summany

dvyvyvwvvrwrw

[ »

Partal Server Database Selection

Database backend
) DB2 Universal Database Server
i_l Oracle
Portal Server database configuration options
@) Create and initialize a new database (DE2 Onhy)
() Initialize an existing database
i) Use an existing and initialized database

Do you want to share the database with Member Services?

i@ Share the database

Fartal Server will use a DB2 Universal Database as its backend
stare.

Setup Log

| Back || Next || Cancel

Press “Next” to accept the default WPS database options.

E%Additional Database Configuration

=10l %]

WebSphere §x[i %l

Checking Previous Installation
Checking System Requirements
|IBM HTTF Server
WebSphere Application Server
WebSphere Application Server Security
WebSphere Application Server Fixpack 2
Personalization Server
Paortal Server

Install Type Selection

Authentication Mode

Security Configuration

LTPA Password

Server configuration

Selection of LDAP server

LOAF Caonfiguration

Fortal Server Database 5

{vyvyvyvywvvrwy

Database Configuration for Memhber
License Use Management

¥ Productivity Partlets

b Disk Space Checking

¥ Summany

Additional Database Configuration

Database name |wpsdb

Database user |[dhZadrmin

e

User password

ettt

Confirm password

JDBC datahase driver

|COM.ibm.db2.jdbc.DEIQCDnnectiDnF'DDIDataS

JDBC URL prefiz |jdbc:db2

JDBC driver library |C:1Pr0gram FilegiSQLLIBYavaldb2java.zip

Databasge access information.

Setup Log

| Back || Next || Cancel |

Enter “db2admin” as the Database user and “passwOrd” as the associated password.

Press “Next” to continue.
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E%Database option for Member Services ) o ] 4]

WebSphere §x[i %l Database option for Member Services

Checking Previous Installation
Checking System Requirements ; .
1BM HTTP Server i@ Initialize an existing database.
WebSphere Application Server
WebSphere Application Server Security i) Use an existing and initialized database.
WebSphere Application Server Fixpack 2
Personalization Server
Paortal Server

Install Type Selection

Authentication Mode

Security Configuration

LTPA Password

Server configuration

Selection of LDAP server

LOAF Caonfiguration

Fortal Server Database Selection

Additional Database Configuration | s e e e e e

D option for Mernb
Database Configuration for Memhber

{vyvyvyvywvvrwy

License Use Management Creates the reguired tables for the Member Services sub-system in
¥ Productivity Portlets the the specified database. You can use this option to initialize a
b Digk Space Checking remoate database or a database that cannot be created automatically.
¥ Summany

[ »

Setup Log | Back || Hext || Cancel

Press “Next” to select the default option for the member services database.

E%License Use Management P ;lgﬂ

VG R Portal Canfigure License Use Management (LUM) far vwebSphere Portal
Checking Previous Installation
Checking System Requirements
|IBM HTTF Server - ;
WehSphere Application Server ® | ocal License Server
WebSphere Application Server Security
WebSphere Application Server Fixpack 2 ) Remote License Server
Personalization Server
Paortal Server

Install Type Selection

Authentication Mode

Security Configuration

LTPA Password

Server configuration

Selection of LDAP server

LOAF Caonfiguration

Fortal Server Database Selection

Additional Database Configuration
Database option far Member Service
Database Configuration for Memhber
L Uiz Managame i R
¥ Productivity Partlets

b Dizk Space Checking Install License Use Management locally.
¥ Summany

License Use Management Install Type

{vyvyvyvywvvrwy

Remote LUM Server Hostname  [wpsderno boulder ibr_corm

Setup Log | Back || Hext || Cancel

Ensure “Local License Server” is selected and press “Next” to continue.
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Egathecking Previous Installation =1

VG R Portal Previous installation(s) of companent(s) selected for install have
» Checking Previous Installation been detected on this senver.

C g P llation
Checking System Requirements
[BM HTTP Server DB2 Universal Database Server - Take no action.
DB2 Universal Database Server
DBZ Universal Datahase Fixpack 4 DB2 Universal Database Fixpack 5 - Take no action.
SecureWWay Directory Server
WebSphere Application Server
WebSphere Application Server Security
WebSphere Application Server Fixpack 2
Personalization Server
Paortal Server
Praductivity Portlets
Dizk Space Checking
Summary

The fallowing components' installation options cannot be modified;

Secure\ay Directory Server- Take no action.

b A i G i i i i . i i

[ »

Setup Log | Back || Hext || Cancel |

Press “Next” to acknowledge that the correct versions of DB2 and LDAP are already
installed.

=Y

WehSphere B 14xl The following cormponents are selected far install. Components that
b Checking Previous Installation appear thatyou have not selected are listed because a compaonent
» Checking System Reguirements that wou have selected requires them in order to be installed. All

» IBM HTTP Server components listed will be installed when yau hit the next button.

» DB2 Universal Datahase Server Bhrnna AR e

b DB2 Universal Databhase Fixpack 5

b SecureViay Directory Server Partal Server

b WiehSphere Application Sener

» WehSphere Application Server Security ¢ | Transcoding Technology

: ?;bsggzﬁzti?gﬁ\?;n IR License Use Management Runtime

» Partal Server Productivity Portlets

b Froductivity Porlets

b Disk Space Checking

w Summany

| »

Setup Log | Back | | Next || Cancel

Press “Next” to start the installation of the selected products.
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-Ioix

Portal

Checking Previous Installatian
Checking System Requirements
IBM HTTF Server

DB2 Universal Database Server
DB2 Universal Database Fixpack 5
SecureWay Directory Server
WebhSphere Application Server
WehSphere Application Server Security O
WehSphere Application Server Fixpack 2
Personalization Server

Poartal Server

Productivity Portiets

Disk Space Checking

Summary

{ vy vy vy vy vy ryrryyrvyvyyvrwy

Status

installing

Component

Personalization Server View Log |:

Portal Server [
Transcoding Technology View Log |:
License Use Management Runtime |:
Productivity Portlets View Log |:

Setup Log

| _ﬂexﬂ || Cancel |

During the installation a screen is shown summarizing the progress of the installation.

PAGE 64 OF 177

1BM CONFIDENTIAL




WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

gﬁ[unﬁguring for Admin Role ) 3(_!

Restart vour webh Server

=

You must stop the external Web server and restart the Web server hefore you
continue,

Setting the AdminRole

[fyau are petfarming a typical installation for the Portal Server and have not already set
the AdminRole inWebSphere Application Server for use with WehSphere Poral,
perfarm the following steps:

1. Wetify that the Administrative Server for WebSphere Application Server is started.

2. 0Openthe Administrative Console forWebSphere Application Server.

2. Onthe main menu, click Console-Security Center.

4 0nthe General tab, wverify that the option Enahle Secutity is selected.

4. Click the Administrative Role tab.

6. In the list of Roles, click the AdminRole and then click Select. The Select
L=ersiGroups - AdminRole dialog is displayed.

7. Glick the option Select usersigroups and then type * (the asterisk character) in the
Search field. Click Search to display a list of users and graups.

8 Inthe list of Available UsersiGroups, click the userwpsadmin and then click the Add
buttan. Click Ok to add the AdminRale to the userwpsadmin. (Be sure that the
domain suffix does not contain a blank character. A blankwill cause the base portlet
deployment to fail.)

8. Click the Apply button or the Ok button. Close the Security Center and then close the
Administrative Console,

10. Stop Administrative Server forWebSphere Application Server and start it again.
11. Openthe Administrative Consale again.

12 Wetify that the application sener named YehSphere Portal Server has restarted. If
it has not restarted, start it again.

13. After the application server WehSphere Portal Server is restarted, click the
button on this install panel to continue.

ok |

When this screen appears do not press “OK” until the steps in the next sub-section have
been successfully completed.

Fix LDAP Entries for WPS Administrators

Start the Directory Management Tool (DMT).
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@ 1@spmocaiostass |
3 W dtian
A Emrver
[ Propa e
o Status
O P i i s T
2 Rebing
= 4 Echama € mommous F Armhenticalsd
O Refresh sthema
-] Objectelasses Lisar B4 =t
& ) Ameiutes
0y MEIERSng flES
& Swnlmors ]
1 Dirgtory treg
O Briracss rep
a Rafrech Fee
=+ [ Beanch tras
3 Simple seanch
O frtvanced &esech
A Log ik
@ oW lopg B
O Clear lngnile

Rebind

Ru=ady

Enter & reea hind T and povs sweoed for the s=eeer |dsp Aocalho s 3889

Vst pasawon . [Frreees

l Akl £ | e n

Select “Rebind” from the left hand menu panel. Select “Authenticated” and enter “cn=root”
as the User DN and “passwOrd” as the associated password. Press “OK” to authenticate
to the LDAP server.

@ g Aocalhost s I Browse tree
“4 Wndtion
! A Emrver Ready
O Propa s
O Status
O Aol e sfraon HE g | & ‘
Oy Rehind Searth A Ecl
= 4§ Exhwma il | ﬂ
B T e B iap Moxaihost 80
; | Oiectalasses & de=ibrm,de=com
& ) Amibutes = CR=UE RIS
[y Matcharg miles e UigewEEAdmIn
Oy Syrakmooees
1 Dirgxiony tneg T
O Bnirewse e & cn=localhosd
2 Refieshires
=1 ] Eeanch tras
3 Simplke seanch
Oy Advancad sesth
A Logfik:
o e g e
O Chear lognile

l Ak saer | Debcac cenver | Bl n

Select the entry for “wpsadmin” and press the “Delete” button.
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&P Delete confirmation

You are ghout to delete

&N

vou wantto delete it?

o< |

"Uid=wpsadmin,cn=users,de=ihm,de=com”. Are you sure

DEMO INSTALLATION GUIDE

Cancel |

Press “OK” to confirm the deletion of “wpsadmin”.

@ 1@spmocaihostaes |

4 Windetion
A Ewrver
Oy Proparies
O Status
[ el i liiod
O Rebind
= 4§ Bchama
Oy Refresh schema
| Olgectelases

= U Afeiutes
03 MElcharg miles
0y Shyralmooes

A Dirgxtory trew
O Brirwcss reg
2 Rafieshires

-1 Eanch tras

0 Simplke seanch
Oy AahvancEd SeaTh

A Logfik:
& e g e
O Clear ingmie

I Akl 281w I [hclane S ] Exil “

Browse tree
Ruzady

L
Sewth
i
| -WETR T et i ]
= de=ibm,dr=rom
=
uid=wagadmin
= U
F- crmlcalhixsl

L

Expand

-

Ect

i

Dl ate

8

MCL

=i}

Erkl ROIN

Jia}
Ak

4

el ]

u
4

Select the “cn=users” container object and press the “Add” button.

& Add an LDAP Entry 1

Select an Entry type, enter the Parent D, maodify the Entry ROM, then click Qi

Entrytype  |User

=

Parent DM: |cn=users,dc=ibm,dc=cum

Entry RDM:  Juid=wpsadmin

ik Cancel Help

Select an “Entry Type” of “User” and enter “uid=wpsadmin” in the “Entry RDN field”. Press

“OK” to continue.
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& add an LDAP User - |

Tao add a new user, enter a Commaon name, Last name, and any other information for the user, then
click Add.

objectClass (Object class): [netoroPerson 5
drn (DM Juid=wpsadmin,cn=users,de=ibm,de=com

sh {Last name): 2 |admin

initials (Initials): o I

ch (Common namej; 2 fwps admin

EILISiﬂBSSl Persnnal] Otherl

=T =T

employeeType (Employee typed:

mail (E-rmail);

manager (Manager;

pager (Fager numherl;

roomMumber (Office number):

secretary (Secretand:

telephonerumber (Office phone):
title (Title):

userPassword: EEEEEEEE

4]

A | Cancel | Help |

Enter the following field values (these correspond to the values in the original “wpsadmin”
entry created by WPS):

sn admin
cn wps admin
userPasswOrd  passwOrd

Select the “Other” tab.
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& add an LDAP User i |

Tao add a new user, enter a Commaon name, Last name, and any other information for the user, then
click Add.

ohjectClass (Object class): inetQrgPersan

drn (DM Juid=wpsadmin,cn=users,de=ibm,de=com

sn (Last name): 2 |admin

initials {Initials): 2 |

ch {Commaon name); 2 |wps admin

Business | Personal Otherl

description:

destinationindicatar:

displayMame:

facsimileTelephonelMumber;

nenerationualifier:

giveniarme (First name):

fieps

I [Directory String syntax
|

I'Fﬁ,rpe i5 binang -- no data defined

| =

Cancel Help

hormeF ax:

internationallSDMMumber:

jpegPhoto:
I:

I=
[
o

Scroll down to the “givenName” field and enter “wps”. Press “Add” to add the entry to
LDAP.
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@ 1@spmocaihostaes |

“4 nMnduction

A Bmrver
Oy Proparies
O Status
[ Aot i B0
O Rebind

= 4§ Bchama

O Relresh sthema

DEMO INSTALLATION GUIDE

o [m ] 3

Browse tree

Ruzady
oF % o | w iy WO ® |
Sewmth i Ect Diplicate el ] MCL Erkl ROIN A
7y ] 1]

B kiap Mo st 380

(VERSION: 1.0)

; | Diectelasses = de=ibm, dr=romm

& 7 Apebutes CR T
) MFIERirg niles e UldmwaEEdmIn
& Sl i Liid=E smin

A Dirsxciomy e g S e R

2 B e
a Falaasiynjes = = d I hoesy

= 2 Beansh fras

0 Simplke seanch
O Pafvancad Sesach
q Lo file
& e g e
O Clear ingmie

I Akl 281w I [hclane S ] Exil “

Select the entry for “wpsadmins” and press the “Delete” button. You may have refresh the

tree to see the wpsadmins entry.

& Delete confirmation x|

You are ahoutto delete
"crewpsadming cn=groups, desibm, de=com”. Are you sure

vou want to delete it?

Cancel

i

Press “OK” to confirm the deletion of the wpsadmins group.
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=0 |
@ 1@spmocaihostaes | Erowse tree 7
o] WioduEtion
§ Ewmrver Ruzady
Oy P o il
o Stat
LY ;.ruan::*.nabm b 4 * 1] g & - 2 ]
Oy Febind Search A Ect Dulicate Cealsie WL | EmiFON | M
= 4§ Bchama 1] | H
L R WERTH B i Mocalhost 360
| Dbjectalassds = cle=ibrn, de=com
& 2 Apebutes TR
) MEtchang miles & yigswagadmin
3 Sk | A= 8 el
1 Direxiory e
Oy Brosse Wee & -cn=localhosd
3 Fafiesn bee
= 2 Beanch tras
0 Simplke seanch
Oy Advanced sesech
q Lo file
& e g e
Ou Clear lngfiie
I foe BT I Ddcde coived ] Esil “
Select the “groups” container and press the “Add” button.
& Add an LDAP Entry x|

Entry type |Access Qroup

i

Parent DM: |cn=grnups,du:=ibm,dc=u:nm

Entry RDM: Jeh=whpsadmins

Select an Entry type, enter the Parent DR, modify the Entry ROMN, then click ik

Cancel |

Help

Select “Access group” from the “Entry type” pull down list. Enter “cn=wpsadmins” in the
“Entry RDN” field and press “OK” to continue.
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ﬁ.‘r Add an LDAP Group

|

To add a new group, enter a Common hame, and the members you want to add to the group, then
click Add.

ohjectClass (Ohject class):
dr (DY

JaccessGroup

=

|cn:wpsadmins,cn:gruups,dc:ihm,dc:cum
Genearal | Other|

ch {Common hame): o lwpsadmins
member (Group members): @  |uid=wpsadmin,cn=users de=sibm,de=com|
description: @ |

Add Cancel Help

Enter “uid=wpsadmin,cn=users,dc=ibm,dc=com” in the “member” field and press “Add” to
add the group to LDAP.

T —

@ @spMncaiostass | Erowse tree
4 Wendtian
W S rver Ruady
{n P ropaies
O Status =
3 ol Tl i el ri o =E - 'ﬂ m’ h
O Febind Sewrth il Eci Dol cafe Crabsia AL Edil FOIN M
= f Bchema i | ﬂ
O Rafresh schema B ko Mocaihost 380
] Obectlassgs B cle=thiiy deE e
- ) Abutes il i
Ui MR milE s ik uidmwagadmin
O Shnkames o Uit=wE SN
A Dirsxtom reg S CEeOLES
[ Browse e | M cr=spradming
o Fafiech beg - =i B s
- 2] SeARh tras
& Simple search
Oy Avansed seerth
A Log ik
0 Ve log Ee
O Clearingie
I Ak B I Decdede saiver ] Exil “
Press the “Exit” button to close the DMT.
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Continue WebSphere Personalization and WPS Install

Now that the LDAP entries for WPS have been modified, we can continue the WPS
installation steps.

Start the WAS Console and invoke the “Security Center”. Select the “Administrative Role”
tab.

¥§i Security Center i o ] [

Beneral | Authentication | Role Mapping | Run As Role Mapping  Administrative Role |

Select a role from the list and then select the useris) and group(s) that will be mapped to
that rale.

UsersiGroups
AdminRale Select users/graup
CosMamingRead Everyone {no authentication)
Cosklamingirite Everyone {no authentication)
CasMamingCraate Everyone (no authentication)
CosMamingDelete Everyone {no authentication)

oK Cancel | Apply | Help |

Select the “AdminRole” entry and press the “Select...” button.
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Select Users/Groups - AdminRole |

[ Everyane (o authenticatian)

[E Aliauttiepticated U= era (s

v Zelect usersigraups

Search:ﬁ Search |

Available UsersiGraups

DEMO INSTALLATION GUIDE

Selected UsersiGroups

& Users
& Groups

Al == |_‘JUSEr5

L Lid=wasadmin,cn=users, do

e | ® Groups

Kl

2

|
QK | Cancel I Help |

Select the “Select users/groups” checkbox, enter “*” in the “Search” field and press the

“Search” button.

Select Users/Groups - AdminRole |

[ Everyane (o authenticatian)

[E Aliauttiepticated U= era (s

v Zelect usersigraups

Search:|*

Available UsersiGraups

A Users

_4 Groups
L cnEwpsadming ch=groups,

@ Uid=wasadmin,cn=users, dc

BN ET |¢ Groups

Search I

Selected UsersiGroups

Add == | 24 Users

L Lid=wasadmin,cn=users, do

Select the entry for “wpsadmin” and press the “Add >>" button.
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Select Users,/Groups - AdminRole

[ Everyane (o authenticatian)
[0 Allaithenticated Usera i)

v Zelect usersigraups

Search:l; Search |

Available UsersiGraups

Se_leu:led UsersfGraups

A Users
L id=wasadmin,cn=users, do
o Uid=wipsadmin,cn=users, do
_4 Groups
". ="

adminsg cn=graups, |

i

Add == I
Rernnye |

Lsers
# uid=wasadmin.cn=users, de=iby
# Lid=wpsadmin,cn=users, desiby
Groups

DEMO INSTALLATION GUIDE

|

Select the entry for “wpsadmins” and press the “Add >>" button.

Select Users,/Groups - AdminRole

[ Everyane (o authenticatian)
[0 Allaithenticated Usera i)

v Zelect usersigraups

Search:l; Search |

Available UsersiGraups

Seleu:led UsersfGraups

A Users

- uid=wasadmin cn=users, do

Co @ lid=wpsadmincn=users, de o |
4 Groups

- =groups, i
4 | 2l

Lsers
# uid=wasadmincn=users, dczibri
# Lid=wpsadmin,cn=users, desiby
Groups

# cn=wpsadmins, ch=groups, de=i

K

| >

QK | Cancel | Help |

Press “OK” to continue.
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¥§i Security Center N o ] [
Beneral | Authentication | Role Mapping | Run As Role Mapping  Administrative Role |
Select a role from the list and then select the useris) and group(s) that will be mapped to
that rale.
LlsersiGroups

AdminRole lect usersigroups

CosklamingRead Everyone {no authentication)

CasMamingiirite Everyone (no authentication)

CosMamingCreate Everyone {no authentication)

CosklamingDelete Everyone {no authentication)

Ok Cancel | Apnpaly | Help |
Press “Apply” to save the changes.
Sgwarning x|
-
1 Changes will not take effect until the application is restarted.
Press “OK” to continue.
Close the Security Center and WAS Console.
Stop the WAS Admin Server. Restart the WAS Admin Server.
Start the WAS Console.
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2 Ve baphete fdyomced ddesnisteative Donsebe i =
Conmols Wiew Tools Help
| 2 8P| x| W
= Mame J
B3 virtuid Hosts ] "
| O Berver Groups . Sareer Gaoups
= O Modis 153 rlodes
=[P wpstemo 1 Entemrize Amlications =
=HO Applestion Sprears =
- Owauit Se e
+-2 VishEpherns Portal
O denpsic Sareers
-2 Entmmaise spplicakons
+H [0 Resomces
Te] T | Evedit Mossape Boisce | Dplimc. |
THAN I08_ Conzole Ready = |
) E i
a2 e |

Ensure the “WebSphere Portal Server” application server started successfully - this is
indicated by the green icon next to the application server name. If there is a red icon next
to the application server, it can be restarted by right-mouse clicking over the application
server entry and selecting “Start” (you have to select “Force Stop” first, depending on how

the application server failed).

Close the WAS Console.

Switch back to the WPS Installation screen.
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gﬁ[unﬁguring for Admin Role i 3(_!

Restart vour webh Server

=

You must stop the external Web server and restart the Web server hefore you
continue,

Setting the AdminRole

[fyau are petfarming a typical installation for the Portal Server and have not already set
the AdminRole inWebSphere Application Server for use with WehSphere Poral,
perfarm the following steps:

1. Wetify that the Administrative Server for WebSphere Application Server is started.

2. 0Openthe Administrative Console forWebSphere Application Server.

2. Onthe main menu, click Console-Security Center.

4 0nthe General tab, wverify that the option Enahle Secutity is selected.

4. Click the Administrative Role tab.

6. In the list of Roles, click the AdminRole and then click Select. The Select
L=ersiGroups - AdminRole dialog is displayed.

7. Glick the option Select usersigroups and then type * (the asterisk character) in the
Search field. Click Search to display a list of users and graups.

8 Inthe list of Available UsersiGroups, click the userwpsadmin and then click the Add
buttan. Click Ok to add the AdminRale to the userwpsadmin. (Be sure that the
domain suffix does not contain a blank character. A blankwill cause the base portlet
deployment to fail.)

8. Click the Apply button or the Ok button. Close the Security Center and then close the
Administrative Console,

10. Stop Administrative Server forWebSphere Application Server and start it again.
11. Openthe Administrative Consale again.

12 Wetify that the application sener named YehSphere Portal Server has restarted. If
it has not restarted, start it again.

13. After the application server WehSphere Portal Server is restarted, click the
button on this install panel to continue.

ok |

Press “OK” to continue the WPS installation progam.

Note that some of the next installation steps performed by the WPS installation program
may take quite some time to complete.

f2 Installation Complete x|

ﬁ Installation is complete. Click Ok
= to wiew any availahle logs. Click
Finish in the installer when done.

OK

Press “OK” to continue.
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-Ioix

VST Portal Status  Component
Checking Previous Installation
Checking System Requirements Success Personalization Server View Log
|IBM HTTF Server
DB2 Universal Database Server Success Portal Server View Log
DBZ Universal Database Fixpack &
SecureWWay Directory Server

WebSphere Application Server
WebSphere Application Server Security O
WebSphere Application Server Fixpack 2 Success License Use Management Runtime View Log
Personalization Server
Portal Server
Praductivity Portlets
Dizk Space Checking
Summary

Success Transcoding Technology View Log

11

WehSphere Application Server Fixpack 2 LlE‘lS Vriow Lod
e view Lo

{1 vy vy Yy vy rYryryryvyryrvyryy

i

[ »

|-

[ »

Setup Log |_535£:_'_| ‘ Finish

Press “Finish” to close the WPS install program.

Shutdown and restart the system.

Ensure DB2 and IHS are running. Start LDAP and WAS servers.

Ensure “WebSphere Portal Server” application server has successfully started.
Test WPS Configuration

Display the “public” portal page: http://wpsdemo.boulder.ibm.com/wps/portal.
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Press the Log in button (i.e. the key icon) in the top right-hand corner of the portal page.

| Bl ER Yew Fovers Ted dee
| ek - = - @ A Phoech Greeate ey | G-

| Ackmen B v s Eomides e corwwsiport o S0

Weknme, olesee entar your mfonm ation
Legin | g Cancel

Usar 10z

|WI.'IS-EIJ|TII'I

Pastwird:

™ Fewsme last Sassian

Meane note: hfter some bme of machivity, the sysiem will ke
PoAl M AuRaE RtEN Y AR SRR YaU D |60 R,

Leg b | & concel

i cor [ o et A

Enter “wpsadmin” and “passwOrd” in the userid and password fields and press the “Log in”
button to login to WPS.
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The “private” WPS page should now be displayed. Note the welcome message - the
name component comes from the common name attribute in LDAP.

Select the “Portal Administration” page group from the pull-down menu in the top left-hand
corner of the portal. Then select the “Security” page tab.
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Select the “Get groups and users” button.
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Select the radio button next to “Search for groups” and enter “*” in the associated search

field. Press the “Go” button.
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If the “wpsadmins” group was correctly created as an “accessGroup” and if WPS was
correctly configured to use “accessGroup” object classes, “wpsadmins — group” should
appear in the “Search results” window.

Now repeat the process to check the user entries are correctly defined. Select the
“Search for users™ radio button, enter “*” in the associated search field and press the “Go”

button.
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If the user and object class modifications defined earlier in this document were done
correctly, two user entries: wasadmin and wpsadmin, should appear in the “Search
results” window.

We will return to this window later to actually set some security policy, but for now press
the logout button (i.e. the open door with an arrow) in the top right-corner of the portal.
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The public portal page should once again be displayed.
Step6  Install and configure TAM
Install and Configure Access Manager Base Packages
Install Access Manager Base Packages
Ensure the LDAP server is running.
Run the installation program from the TAM 3.9 Base CD:
D: \ wi ndows\ Pol i cyDi rect or\ D sk | nages\ D skl\ set up. exe
x
m Select the language for thiz installation from
Fel 9 the choices belaw.
0k I Cancel
Press “OK” to continue.
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InstallShield Wizard A x|

Welcome to Access Manager for e-business.

The InztallS hield® \wizard will install Access Manager for
e-buginess on pour computer. To continue, click Mest.

¢ Bank

Press “Next” to continue.

InstallShield Wizard B

License Agreement

Pleasze read the following license agreement carefully.

Press the PAGE DOWHM key to zee the rest of the agreement,

International Program License Agreement ﬂ

Fart 1 - General Terms

FLEASE READ THIS AGREEMEMT CAREFULLY BEFORE USING THE PROGRAM.

IBM *wILL LICEMSE THE PROGRAM TOY0OU OMLY IF YO FIRST ACCEFT THE

TERMS OF THIS AGREEMENT. B USING THE PROGRAM vOU AGREE TO THESE
TERMS. IF¥0OU DO MOT AGREE TO THE TERMS OF THIS AGREEMENT. ;l

Do you accept all the termz of the preceding Licenze Agreement? [ nou chooze Mo, the
zetup will close. To install Access Manager for e-buzsiness, you must accept thiz agreement.

|rstallEhield

¢ Back Yes Hao

Press “Yes” to continue.
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InstallShield Wizard N

Select Packages

Chooze IBM Tivali Access Manager for e-buziness Packages

Iv] &ccess Manager Buntime E rnvironmment
Access Manager Palicy Server

Access Manager Authorization Server

|| Access Manager Application Developer Kit
{anager Java Runtime E nvironment

Selectall | Clearst |

|mstallShield

¢ Back | Mest > | Cancel |

Select the following packages and press “Next” continue:
Access Manager Runtime Environment
Access Manager Policy Server
Access Manager Authorization Server

Access Manager Java Runtime Environment.

Access Manager Runtime Setup 0 ] _)_(|

Choosze Destination Location

Select folder where Setup will install files.

Setup will install Access Manager Buntime in the following folder,

Toinztall ta this folder, click Mest. To install ta a different folder, click Browse and select
anather folder.

’* Destination Folder

C:A\Program FileshT ivolivPolicy Director Browse. . |

|rstallEhield

¢ Bank

Cancel |

Press “Next” to accept the default install location and continue.
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Access Manager Runtime Setup i

Start Copying Files
Review settings before copuing files.

Setup has enough information o start copying the program files. 1f you want o review or
change any settings, click Back. If you are zatizfied with the zettings, click Mest to begin
copying files.

Current Settings:

D'estination Folder; ;l
C:\Frogram FileshTivolisPolicy Director

4]

|mstallShield

¢ Back

_'*I'J
Cancel |

Press “Next” to continue.

Access Manager for e-business Installation

Al Access Manager for e-business components have been installed.
Inztallation completed successfully.

The spstem must be rebooted

* ez, | want to restart my computer now.

= Mo, | will restart my computer later,

The selected packages have now been installed. Ensure the “Yes, | want to restart my
computer now” radio button is selected and press “OK” to reboot.

Add “secAuthority=Default” Suffix to LDAP

Once the system has restarted, ensure the LDAP server is started. Before configuring
Access Manager, we need to add a suffix to LDAP. Run the LDAP server administration
program: http://wpsdemo.boulder.ibm.com/Idap.
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IBM SecureWay Directory Server Administration IEM.

Please enter the LDAT admstrator [D and passweord and chck Logon

Adoin ID [cneroo

Passward |[====

e [ (e

Enter “cn=root” and “passwOrd” in the appropriate fields and pres “Logon” to loginto the
administration application.

¢ e Tajr . G wens tetedhs Aafiibn erpmie sy - S eo s pl Tnd evivet Empbores _=E _.glﬂ.|£|
| demeck = =+ - gy (3] G| Dsvesh [Eireosss e | e O
| Aikvors: ] bty ffrmecema, boider  bm, comfitappcgi-binlcsogleae P ctione Etart B T

| Darectony Serwe

Suffixes
D Irlsoaucinn #* pmedamn
* [ Setlings
(@ Gl <] Aoy
Panzmancs
% T,e:.,am T add a suffie, enter the dastinguishe<d name of the ruffix, then click Update. 2
EE v oot
Sulllse: i
] | |
At Suffix DIV [secAuthorite=Cataul
¥ D0 Sctama
b L Secuhe The table below displaye saffives defined bo this server. To rervcve a suffis, select the
: E:#wt checlbox and chele Update. Eemoving a suffie claronates access o all direchory data
¥ O Curmecs thase beneath that sulfie, however the data i not removed Brom the directony
¥ [ Logs
Logall Cwrrent server suffives Comment  Remove?
co=locathest Systemn suffic
demibrn, demeam [

[peoe] Fase

Rded taske S
[#] perm [T [ mearae

Select “Suffixes” from the menu panel. Enter “secAuthority=Default” in the “Suffix DN”
field and press the “Update” button to add the new suffix.
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¥ 23 Schama
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: g::::m checlbox and chck Update. Eemoving a suffo cleronates access ko all directory dita
¥ £ Cumrs ;ﬂ beneath that s, however the data is nod removed Brom the divectony
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[ Logost Cwrrent server suffixes Comonent Remove? -
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The “secAuthority=Default” suffix should now appear in the “Current server suffixes” list.
Press the “restart the server” link at the top of the page.

Once the status message has changed to “The Directory Server is running”, you can exit
the LDAP administration program.

Configure Access Manager Runtime

Run the Access Manager configuration program: “Start->Programs-> Access Manager for
e-business->Configuration”.

h‘[' Access Manager for e-business Configuration B 5[

Close

Select a package in the list then click Configure or Unconfigure,

- Refresh |
Inztalled Pack ages | Configured
arager Huntime Mo ! |
Access Manager Policy Server Mo tetliog
Access Manager Authorization Server Mo
Configure. .. |
Urizanfigure... |
1| 1»]
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Select the “Access Manager Runtime” entry and press the “Configure” button.

Tﬁ" User Registry Selection 5'

User Hegistry Selection

i Active Directory

" Domino

MNext > Cancel |

Ensure the LDAP radio button is selected and press “Next” to continue.

'Iﬁ" LDAP Server Information 5]

LDAP Server Information

LDAP Host Name

prsdemu.huulder.ihm.cum

LDAP Port Number

389

LDAP DN for GS0 Database

ldc=ibm,dc=cum

< Back | Next > Cancel

Enter the following field values, then press “Next” to continue:
LDAP Host Name: wpsdemo.boulder.ibm.com
LDAP Port Number: 389

LDAP DN for GSO Database: dc=ibm,dc=com
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f* 551 Communication with the LDAP Server

—Enable S5L Communication with the LDAP Server
 Yes

~LDAP S5L Client Information

Port number

IE3E

Key file with full path

Certificate label

Key file password

< Back | Nesxt > Cancel

DEMO INSTALLATION GUIDE

x|

Select the “No” radio button and press “Next” to continue.
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M Access Manager for e-business Configuration Review x|

Access Manager Policy Server Host:
wpsdemo
User Registry Selection:
Idap
LDAP Host Name:
wpsdemo.boulder.ibm.com
LDAP Port Number:
389
LDAP DN for G30 Database:
dc=ibm,dc=com
Enable S5L Communication with the LDAP Server. No

< Back | ""__Finislim Cancel |

Press “Finish” to configure the Access Manager runtime environment.

Configure Access Manager Policy Server

Tﬁ' Access Manager for e-business Configuration |

Cloge

Select a package in the list then click. Configure or Unconfigure.

- Refresh |
Installed Packages | Configured
Access Manager Runtime e o |
A anager Polic Na
Manager Auth Mo
Configure. . |
Unzanfigure. . |
4 3

Select the “Access Manager Policy Server” entry and press “Configure”.
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#* LDAP Administrator Login . x|

LDAP Administrator Name

Icn=ruut

LDAP Administrator Password

I

conce_|

Enter “cn=root” and “passwO0rd” in the appropriate fields and press “OK”.

A Access Manager for e-business Administrabor D finitio

Specify the user name and password for the Access
Manager for e-business Administrator.

Name

|se-:_master

Password

[
Password confirmation

[

cor_|

Enter the password to use for the “sec_master” user: “passwOrd”.
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'lﬂ' Access Manager Policy Server S5L parameters B 1]

Specify the 351 connection parameters for the Access Manager
Policy Server.

S5L listening port number |?1 35

55L Certificate lifetime 365

55L connection timeout |?2l]l]
r

Enahle root CA Certificate download

coc_|

Select the “Enable root CA Certificate download” checkbox.

warning x|
& Selecting the Enable roat C& Certificate download option simplifies the configuration of the Access Manager Runtime

on subsequent machines, Enabling this option may introduce a security exposure iF a non-trusked host can
impersonate the Access Manager Policy Server in the netwark,

As we are in a stand-alone demo environment, press “OK” to acknowledge the warning
message.

'lﬂ' Access Manager Policy Server S5L parameters B 1]

Specify the 351 connection parameters for the Access Manager
Policy Server.

S5L listening port number |?1 35

55L Certificate lifetime 365

55L connection timeout |?2l]l]
¥

Enahle root CA Certificate download

conce_|
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Press “OK” to configure the Access Manager Policy Server.
Configure Access Manager Authorization Server

Tﬁ' Access Manager for e-business Configuration |

- Refresh |
Installed Packages | Configured
Access Manager Runtime e :
; Wi | |
Access Manager Palicy Server ez sl

Mo

Select a package in the list then click. Configure or Unconfigure.

Manager Authonzation 5erver

Configure. . |

Unzanfigure. . |

Select the “Access Manager Authorization Server” entry and press “Configure”.

M LDaP Administrator Login , |

LDAP Administrator Name

I-::n=rnnt

LDAP Administrator Password

conce_|

Enter “cn=root” and “passwO0rd” in the appropriate fields and press “OK” to continue.
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A Access Manager for e-business Administrator Pass x|

Specify the password for the Access Manager for
e-business Administrator [sec_master].

Password

coea_|

Enter the password for sec_master (passwOrd) and press “OK” to configure the
Authorization Server.

'ﬁ' Access Manager for e-business Configuration

Select a package in the list then click Configure or Unconfigure,

Refresh |

Ihstalled Packages | Configured
Access Manager Runtime Yes —I
Access Manager Policy Server Tes tetliog
Access Manager Authorization Server Yes
| Configure.., I
Urizanfigure... |
1] I»]

Configuration of the Access Manager Base package is now complete. Press the “Close”
button.

Install and Configure Access Manager Web Portal Manager
Install Web Portal Manager

Ensure the LDAP server is running.
Run the installation program from the TAM 3.9 WPM CD:

D:\ wi ndows\ Pol i cyDi rector\ D sk | mages\ D sk1\set up. exe
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Choose Setup Language X ﬁ!

g Select the language for thiz installation from
| the choices below.

0k I Cancel

Press “OK” to continue.

InstallShield Wizard N x|

Welcome to Access Manager for e-business.

The InztallS hield® \wizard will install Access Manager for
e-buginess on pour computer. To continue, click Mest.

¢ Bank

Cancel |

Press “Next” to continue.
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Installshield Wizard 8

License Agreement
Pleasze read the following license agreement carefully.

Press the PAGE DOWHM key to zee the rest of the agreement,

International Program License Agreement ﬂ

Fart 1 - General Terms

FLEASE READ THIS AGREEMEMT CAREFULLY BEFORE USING THE PROGRAM.

IBM *wILL LICEMSE THE PROGRAM TOY0OU OMLY IF YO FIRST ACCEFT THE

TERMS OF THIS AGREEMENT. B USING THE PROGRAM vOU AGREE TO THESE
TERMS. IF¥0OU DO MOT AGREE TO THE TERMS OF THIS AGREEMENT. ;I

Do you accept all the termz of the preceding Licenze Agreement? [ nou chooze Mo, the
zetup will close. To install Access Manager for e-buzsiness, you must accept thiz agreement.

|rstallEhield
¢ Back Yes Hao

Press “Yes” to continue.

Installshield Wizard 18

Select Packages

Chooze IBM Tivali Access Manager for e-buziness Packages

Selectall | Clearst |

¢ Back | Mest > | Cancel |

|mstallShield

Select the checkbox next to “Access Manager Web Portal Manager” and press “Next” to
install the Access Manager Web Portal Manager.
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x

i Al Access Manager For e-business components have been installed.
Installation completed successFully,

Click, OF ko exit,

Press “OK” to exit the installation program.
Deploy Web Portal Manager Application in WebSphere Application Server

The TAM Web Portal Manager configuration program requires a WebSphere Advanced
Edition, Single Server version to host the WPM application. As we have a different version
of the WebSphere Advanced Edition server installed, we will use the WebSphere
Administration Console to deploy the WPM application.

Ensure the LDAP server and WebSphere Application server are both running.

Copy pdwpm ear from:

C\Program Files\Tivoli\Policy D rector\java\export\ pdwm
to

C. \ VebSpher e\ AppSer ver\ I nst al | abl eApps

Start the WebSphere Administration Console.

i WebSphere Advasced Admsnkebrative Donssbe = =1
Conmols Wiew Tools Help

2 2 8 9| X d| 9

=1 B8 wienSpnene sdmanistrative Donni ) Mame | Hode J
B3 vituid Hosts = EJ
2 Berves Groups =) Personalizalion Funtime = e e
0 Modes 31 Farsonalzason Ernail kT

IS < = o 5o et d
3 wpsd

F |

g. :Ir::]l'lt:l'l Ermail alle I mgrﬂﬂle walms I HUMS “mplms |
3 WebEphere lMember Suh
0 VWP C Enberorise Apolic ai
3 WM Fullish YWehApg
3 WE Prosy

53 Portietn stalar_wPS_Pa_ |
A CuslmizesPorels_WPE
O SelertmPortiel_WHE_PA
2 i@ A LA | ndStrasar
33 Ve kB e ivic e st e
3 Settings_WPS_Fa_111

151 Mamupsslarager VWG _f
A UsescManaper_WPS_PA
3 Puortieldanagemend pile

4] M Tracinm u-l]\c (=F 1 11'4'!_"-'1' ] I ng ]
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¥

Enieprise Applicalion e = Mg“m.:._; AWIEIMED

] e ) o T O

Highlight “Enterprise Applications”, right mouse click and select “Install Enterprise
Application”.
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"% Install Enterprise Application Wizard o sl 59

Specifying the Application or Module

Specify the application{EAR file) or module (AR or WAR file) that you want to install.
[fyou install 3 stand-alone module, you must specify a new application name.

g

Browse for file on node: “wpsdemo |

& |nstall Application (*.ear)

Path: 1 Browse... |

Application narme: |

= Install stand-alone module ¢ war, <.jar
Hath k|

|aa]

=1 =1 |

Inieh Cancel

Help |

Press the “Browse...” button to select the EAR file.

M
Laokin: [ 1installablespps =] | | Iﬁil

& imsample.ear -
L ndwprm. ear
&P nerfServetapp. ear
& PersEmail.ear
=

& PznRuntime.ear

&9 sampleApp ear
#9 SerdetCachemonitor.ear

File narne:; |pdwpm.ear DIpen |
Files oftype:  [JARSMWARS/EARS (war, ear,jan x|  Cancel |

Highlight “pdwpm.ear” and press the “Open” button to continue.
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"% Install Enterprise Application Wizard =10 =

Specifying the Application or Module

Specify the application{EAR file) or module (AR or WAR file) that you want to install.
[fyou install 3 stand-alone module, you must specify a new application name.

g

Browse for file on node: “wpsdemo |

& |nstall Application (*.ear)

Path: *Iex&ppSeweninstaIIabIeAppstdwpm.ear| Elmwse

Application narme: |

= Install stand-alone module ¢ war, <.jar

Heth ’1 BrowEe.. |

Eaplicatiom namme: q

ot
&t

BT T T Pt B A Il'

Help | = Hack | Mext = st Cancel

Press “Next>" to continue.

"i‘i' Install Enterprise Application Wizard ;Iglil

Mapping Users to Roles

Each role defined in the application or module must be mapped to a user or group
fram the domain's user registry.

35 ~ Selecta role from the list below and click the Select button to select a user andfor group to
.,.,.?' map to that role.

Roles | LIsersiGroups | Select.

Cancel

Help | = Back I Mext = I

As the Web Portal Manager does not contain any EJBs, we have little to do in the
following series of screens.

Press “Next>" to continue.
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ii‘i‘ Install Enterprise Application Wizard

Mapping EJB Runfs Roles to Users
The Enterprise beans you are installing contain predefined RunAs roles. BunAs
roles are used by Enterprise heans that need to run as a padicular rale to be
recognized while interacting with another Enterprise bhean.

=101 ]

‘3| Selecta Run As role from the list below and click the Select button to map a userta that
| FunAs role. Youwill be able to only select from users previously defined for that role.

Roles | Users | Select.

Help | = Back I Mext = I Elnish Cancel

Press “Next>" to continue.

=
L]

i Install Enterprise Application Wizard

Binding Enterprise Beans to JHNDI Hames
Each Enterprise bean in your application or module must be bound to a JNDI name.

change the JMDI name, if needed. Far mare infarmation on the Enterprise hean, click the

'@ _____ Selectan Enterprise bean fram the list below and click the Edit J8DI Marme button to
EJ Details button.

EJB Module JMOI Mame wetails:, |

Edr HE B = T
Edit i Bl armmes |

Help | = Back I Mext = I FInish Cancel

Press “Next>" to continue.
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ii‘i‘ Install Enterprise Application Wizard

=101 ]

Mapping EJBE References to Enterprise Beans

Each EJB reference defined inyour application must he mapped to an Enterprise
hean.

| @ | Enterprise bean. For more information on the EJB Reference, click the Details button.

% ~ Selectan EJB Reference from the list below and clickthe Select EJB button to selectan
|

EJB Reference | Module | JnDiName | [etails

i EdEL

Help | = Back I Mext = I Elnish Cancel

Press “Next>" to continue.

ii‘i‘ Install Enterprise Application Wizard

Mapping Resource References to Resources
Each resource reference defined in your application must be mapped to a resource,

.'@ _ Selectaresource reference fromthe list below and click the Select Resource button to
E select a resource. For more information on the Resource Reference, click the Details
: buttar.

Resource Refere...l Module | JMO| Mame | [Details I

lectEesource; |

Cancel

Help | = Back I Mext = I

Press “Next>" to continue.
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ii‘i‘ Install Enterprise Application Wizard

Specifying the Default Datasource for EJB Modules
Specify the default data source for the EJB Module containing CMP beans.

=101 ]

'a _ Selecta module in the list below and click the Select Datasource button to select a default
ﬂ data source for that module.

EJB Module | JMDI Name ||| Selectbatasoutce..

Help | = Back I Mext = I Elnish Cancel

Press “Next>" to continue.

ii‘i‘ Install Enterprise Application Wizard

Specifying Data Sources for Individual CMP Beans
Specify an optional data source for each CMP hean. Mapping a specific data source
to a CMP heanwill override the default data source for the module containing the
Enterprise hean.

'a ~ Selecta CMP Bean in the list below and clickthe Select Datasource hutton to select a
ﬂ specific data source for that Enterprise bean.

CMP Bean | Madule | JuDinMame | | SelectDatasource.

Cancel

Help | = Back I Mext = I

Press “Next>" to continue.
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L
L]

i Install Enterprise Application Wizard

Selecting Yirtual Hosts for Weh Modules
Specify the virtual host where you swant to install the Web modules contained in your
application. Weh maodules can be installed on the same virtual host or dispersed
among several hosts.

By Select 3 ¥Web module from list below and click the Select Virtual Host buttan to select the
ﬁ wirtual host for that madule.

Web Maodule Wirtual Host SelectVirual Host. .

“eh Portal ...

FLC i Deleg: ministr... [default_hos
FOWPM Self Registration default_host

Help | = Back I et = I Cancel

Highlight all three Web Portal Manager web modules and press “Next>" to load them into
the default host.

ii‘i Install Enterprise Application Wizard

Selecting Application Servers
Specify the application sererwhere you want to install modules contained in your
application. Modules can be installed on the same server or dispersed among
several servers.

r:Ea Select a module in the list below and click the Select Server button to select the application
—;Lﬂ serer onwhich to install the module.

Maodule Application Server Select Semver..

Help I = Back I M= Cancel
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Highlight all three Web Portal Manager web modules and press “Select Server...".

Select a Server or Server Group | x|

Application Server;

IZZIEf:a ult Serverfwps | QK !
WebSphere FPordaliwpsdema)
Cancel I

Sener Group:

Select “Default Server(wpsdemo)” entry and press “OK” to select the default application
server.

"i‘i Install Enterprise Application Wizard

Selecting Application Servers
Specify the application sererwhere you want to install modules contained in your
application. Modules can be installed on the same server or dispersed among
several servers.

EEB Select a module in the list below and click the Select Server button to select the application
—;Lil serer onwhich to install the module.

..Select Server,.

Help I = Back I Mext = I

Cancel

Press “Next>" to continue.
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ii‘i‘ Install Enterprise Application Wizard

=101 ]

Completing the Application Installation Wizard
Zanfirm the information for installing the application or module,

ﬂ __ The application or module will be installed with the settings you provided. To make
f_@ changes to these settings, click Back. To install the application, click Finish.

|each node as:
whsdemo
chebSpherevdppServeninstalledAppsiFolicy_Director_Wyeh_Portal_Manager.ear

|ofwhich wpsdemo is the local node. This wizard will autoratically create the install
directory far this lacal node after finishing the install task.

Help | = Back [dent = | Finish I Cancel

Press “Finish” to deploy the Web Portal Manager web application.

'i"i Information dialog _EI

r/ -
1 Command "Enterprisedpp.install’ completed
successfully.

Press “OK” to continue.
Configure New Virtual Host in WebSphere Application Server

From the WebSphere Administration Console, select the “Virtual Hosts” entry in the left-
hand panel.
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_Console Wew Tools Help

®lee ¥ | xa| O

£l B Wt Sohete Sdrministratve Oomi s
=

2 Senves Groups
BB Mpdes
=-£3 Enlespiise Applicalons
3 wpsdemo_sampledpp
3 Parsoralzasion Fuire
2 Percaonalizalon Email
3 WehSphere lembier Suh
3 WP Enterpriss Apglicaic
2 W Fublish WehApg
33 W& Prosgy
2 FortisEnstalier_WPS_ P —
A CuslornizerPartiels_WPE
3 BseleciePoriiel_WPE_PA
3 Credenalhoeminigirason
2 WaliB e vic s i i
3 Settings_WPS_Pa_111
21 mareupestarisokr YRS _|
A User=Manapar_WPS_PA

-

Aligsen

enersl | advanced |
Name: *default_hosl
| REATEE

*Hiozl Allaseg
B0
el

|&

AR AEEEHEEEES

3 PaortiefdansgemendF prtie I

mg |

™ Trasinm 'uui‘q =F K |
Event Macsape

Bouwmce

ophens. |

|
mel Tirme |
UL HELE! ADEMIN DWW Falled bo inilialze & server: Dietault Sener L0

D ENMZI104E_ Coenmand "Policy Direchor vieb Potal Manaper efiesit iun

04T Ibam B§S. Sm_ arihe AckveiE.
E Duhis.. I

E

M NI 1088 . Commbned “Policy Dirschar b Pocsl Managar eiesn® o Chw
Press the “Add” button.
=lol =
_E!ummlu m Tools: Help
ol oe @ x| O
E1 B WenFnnens sdminidiratve Domia H e | Allgses |
O Beorves Groups L
B0 Modes
=17 Ertesprise Applicalons
+ O wpstlemo_sampleapp
F-0 Parsonalzasion Rutina
-3 Persanaizalon Erail Gl I Aanced |
£ 3O waehEBphare Mermber Sl Name: =detEult_hosl 2
-3 wiPS Entenprise Apolicatic
-3 WWCH Fulilish WehApg MR
£ 01 WE Proegy
2 Portieln piaser WPS_Pa *Hozt Aliaz e I Acd I
H-M CushmizesPoriels_WRPE ]
£ 01 SeloriePortie WRE_PA. e =
F-3 CredensalAsministraion_ WCLE| ] 0
HH- 53 WwebB e vic es A s ir ol
¥ 71 Seftings WPS_Fa_111
-2 mamupshdarger_ VWS _F
-3 UseesManaper_WPS_PA,
+ 3 PaortieldanagementP mile I I I
T M Trarimn -TRET 1] st H
4l s pa 1o so g b
& Tifiee Eveait Mossape Hoimce | Dl
& DTIMIE T0.8% _ ALREMIT (AW Talled b Inliakee @ sever DetaUll Beves GO o 1m 85 5m arie e o | _I
I EAMZ104B_ Cominand "Policy Direckar el Fortal Mana parefiesh™ iun _Im"“
M MM 10AB . Command "Palicy Dirschor e Fortsl Manspar iresh” oo E' i I
— -
Enter “*: 443" in the blank Host Alias field and press the “Apply” button.
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i WebSphere Advasced Admsnkebrative Donssbe =1

Consols  veemw  Tools Help
D8 P K| W

= 06 Wi Sp s SdrminiHrative Do Hame ]
2 vrtuad Hosts
O Benves Groups O Giemeric Benvers

Find

2 il it arvared | e Providers | URL Proviiers | JOBE Providers | J2¢ Adopters|
P T

Mo marme. "l e
R ecanmect

P Trace_

a

a

= |

5 2. Remors
= v Progemes

-2 Sattinms_WPS_Pa_111
21 Markupskiansger_WEE_|
(=

£ O UsersManaper_WPS_PA o ;
1] ~ D-.-.ﬂlmmxrl-ma-nlpn-:n_l J s I Hﬂ. ]

Twe] T | Evenit Messape | Boisce | Cplimns. |
W GTIMI 10 48 Cemman - eta st Momsyssinsa s iimming

E1
@ S1AIZ10:38_ Command =derasll_host Modyelibules” cormgleled sicces M
M SA0Z10:49_ ADASRII0N | Vet Sen PIUGIn Corfis THhE acminisiatioe .. Corm.ibim B, CeansviduaiHe j ke |

i R O R R R R R

Select the entry for the WPSDEMO node in the left-hand panel, right mouse click and
select the “Regen Webserver plugin” menu item.

Once the plug-in has been regenerated the following message will appear in the log panel
at the bottom of the WebSphere Administration Console.

ADGAU10771: Plugin regeneration conpleted successfully on node
wpsdeno.

Create a New KeyRing for the IBM HTTP Server
Make a new directory: C.\ Program Fi | es\| BM HTTP Server\ keyt ab
Start the IBM Key Management Utility:

Start->Programs->IBM HTTP Server->Start Key Management Utility
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Select “Key database File->New...” from the menu bar.

|ihs kdb '

CAProgram FilesiBM HTTP Serverikeytah

Ensure “CMS key database file” is shown. Enter the following field values, then press
“OK” to continue:

File Name: ihs.kdb

Location: C:\Program Files\IBM HTTP Server\keytab
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Password Prompt x|

Password: [~ |

Confirm Passwori: |“""*"""""*"r |

] Set expiration time? |0 Days

[w] Stash the password to a file?

Password Strengti:

e Ve, L)
tﬂj,—b;— o I‘a._/’" ’ ‘-J’.-,. -

‘ @ H Reset H Cancel || Help |

DEMO INSTALLATION GUIDE

Enter “passwOrd” in the password fields. Select the “Stash the password to a file?” radio

button and press “OK” to continue.

S

ﬁ The password has been encrypted and saved in file:

CAPragram FilesliBM HTTP Serenkeytabiihs. sth.

¥ |

x|

Press “OK” to continue.

(VERSION: 1.0) PAGE 112 0F 177

1BM CONFIDENTIAL



WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

=" Il HTTE S -.n ..--n |I|--.I. ]

T S——_——
e Fersonal Bass CA

erBign Clase 2 CA Inedivid el s ol or-Persona Mol ald ated
FISIGN CIEE 3 Coh Individ sl S0 ST #=Pareans Moty ad s
erisign Class 1 Public Primary Cerilieation Autharity
arisign Class 2 Pilbilic Prirmary Celcation Auttrity
righgn Cliss 2 Pullic Prirmary ComScation autharity

Select “Create->New Self-Signed Certificate” from the menu bar.

- reate MNew Self-Signed Certificate

whpsdemo.boulderibm.com '

Enter the following field values and press “OK” to create a new self-signed certificate.

Key Label: IHS

Version: X509 V3
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Key Size: 1024
Common Name: wpsdemo.boulder.ibm.com
Organization: IBM
Country: us
Validity Period: 365
oL 84 oy foige vy F il [l 0T TP Seer v ihabodi ] E T
Moy Datotase File  Creste Wicw el
DR

il s el onie o
DE Ty (CMIE key :ﬁg}a..ﬁa'q.i{

Poiry il oo oCimi ™1

fiHg [ Dease |

[ List of parsonal cartificaba s, DML e Mtwd with [

I T reve SR GETR0R 1A% SUCCEsSTuly Comdie kel

Later we will need the certificate for the Certification Authority that signed our self-signed
certificate, so we will export it now while we have the keystore open.

Press the “Extract Certificate...” button.

Extract Certificate to a File N x|

Data type |Baseﬁd-encuded ASCI data v|
Certificate file name: |ihs.arm || Browse..
Location: |C:1Prngram Fileg\iBM HTTP Serverkeytahl |

| 0K | | Cancel | | Help |

Enter the following field values and press “OK” to extract the CA certificate.

Data type: Base64-encoded ASCII data
Certificate file name: ihs.arm
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Location: C:\Program Files\IBM HTTP Server\keytab\
Once the certificate has been extracted, close the IBM Key Management Utility.
Configure IBM HTTP Server for SSL

Add the following lines to the end of “C:\Program Files\IBM HTTP Server\conf\httpd.conf”:

Li sten 443

LoadModul e i bm ssl _nodul e nodul es/ | BWbdul eSSL128. dI |

<vi rtual host :443>

SSLEnabl e

Keyfile "C \Program Fil es\| BM HTTP Server\keytab\i hs. kdb"
SSLV2Ti neout 100

SSLV3Ti meout 1000

</ vi rtual host >

Configure WebSphere Portal Server for SSL

Modify the highlighted values in
“C:\WebSphere\AppServenlib\app\config\services\ConfigService.properties”

# Login redirect parameters

#

# Default: true, false, <none>
redirect.|ogin = true
redirect.login.ssl = true

redirect. | ogin.url

# The paraneters of the (virtual) host that the portal is accessed through
#

# Defaul t: |ocal host (host.nane)

host . nanme =wpsdeno. boul der. i bm com

host.port.http =80

host. port. https =443

Stop and restart the IBM HTTP Server. Stop and restart the WebSphere Application
Server. Ensure the Default Server and WebSphere Portal application servers are started.

(VERSION: 1.0) PAGE 115 OF 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

Test the Configuration and Create a Test User

Display the following URL in a browser: http://wpsdemo.boulder.ibm.com. Confirm that
the IBM HTTP Server welcome page is displayed.

Display the following URL in a browser: https://wpsdemo.boulder.ibm.com. Accept the
server certificate presented by the IBM HTTP Server. Confirm that the IBM HTTP Server
welcome page is displayed.

Display the following URL in a browser: https://wpsdemo.boulder.ibm.com/pdadmin.

B Acoess Manager Loghs - Miorasoll et Exploret o=
| B e Fpories  Jook  Hee
B, + B el e LY et L E e S
[ Aemen BB it inscea o ey B cormpdadinmaiwhon e ogn 20 o B ot
E
T Access Manager for e-business
Foron 3§
Licwri] Aaerias - Fropery of S Carp ) Cappign ' BN CHL T ST 1986 2
AN Nighty Brasrved, Sem produst oo e detaits,
(10T 1 |ﬁ-:._mm|_i-
(P— [Loam]
== 2l
Yoo [ [T g &

Enter “sec_master” and “passwOrd” in the User ID and Password fields and press the
“Login” button.

Select “User->Create” from the left-hand menu panel.
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T Be B ten fovae Tk e ' =

soad - o - DA A Do e Preany | B I
P L] s e boukder . conpdeciinpchanrne b

2l e |[na ™

s Create User
Semrch
Hpmrmm User ID: [pob ¥
T Paseword: [==—= ¢
Senrch
Creattn Canfirm Passward: [ v
itgert Space Description: [Wra estuser
Browne
Create Chiect First Mame: [Bchby
Crein Ohect Sipace
bt Last Hame: [Jones ¥
List ACL :
Py Registry UID; [ud-bab creusems do-bimdc-com
Cm Is Accownt Valkd: ™ Is GEOUser:I™
Crsald Ain G Ie Fassword Vabid: F Mo Password Policy: T
o Growp Membearship
List
Cret=
R Repmmoe
List G50
Create GE0 LeTaaTl o
List 320 3 : .
Create G50 Gremp | Pamove | Lt |
Pzt | |
| * Do rws rod vt et =
{itomei On Deer: 220_ifer e m
§87 Cresring g s foapecionuc b e s e iz s Coantrnd .. [} |_E & i =
Enter the following field values:
User ID: bob
Password: passwOrd
Confirm Password: passwOrd
Description: WPS test user
First Name: Bobby
Last Name: Jones
Registry UID: uid=bob,cn=users,dc=ibm,dc=com

Select the “Is Password Valid” check box. Do not select the “Is Account Valid” check box
- we will enable the user “bob” later on.

Press the “Create” button to create the test user. You can then logoff the Web Portal
Manager.
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Configure Access Manager Java Runtime
Edit Configuration Script

In some environments it is necessary to modify the script used to configure the Access
Manager Java Runtime to ensure the correct version of Java is run. We will edit the script
here just to be sure.

Edit the file “C:\Program Files\Tivoli\Policy Directonshin\pdjrtecfg.bat. Add the textin bold:

IMAS HOVE% java\jre\bin\java -Dava.ext.dirs
- Dpd. hone="9%D HOMEY% -cp "%PDJ_CLASSPATHY%
comtivoli.pd.jcfg.PDIrteCfg %4 %2 9B % % % % 98 9B

(Note: the command needs to entered on a single line)
Configure Java Runtime

Run the “pdjrtecfg.bat” configuration script as follows (commands typed are in bold):

C\>

C \>cd %D _HOVE% shi n

C. \ PROGRA~1\ Ti vol i \ PCLI CY~1\ sbi n>pdj rtecf g. bat -action config -java_hone
IMAS HOVE% j ava\jre

c:\ WebSpher e\ AppServer\java\jre\PolicyD rector directory does not exist.
Creating...

C: \ PROGRA~1\ Ti vol i \ POLI CY~1\ shi n>

(Note: type each command on a single line and let the Command Window wrap as
needed)

Run the “SvrSsICfg” configuration program as follows (commands typed are in bold):

C\>

C.\ >C \ PROGRA~1\ Ti vol i \ POLI CY~1\ shi n>9%AS _HOVE% j ava\j re\ bi n\j ava
comtivoli.nts. SvrSsl Cfg pdwps password wpsdeno. boul der. i bm com
wpsdeno. boul der. i bm com 7135 7136

C. \ PROGRA~1\ Ti vol i \ PCLI CY~1\ shi n>

(Note: type each command on a single line and let the Command Window wrap as
needed)

Configure WPS for TAM authentication
In this step we configure WebSphere Portal Server to use the Access Manager JAAS APi

to perform authentication (replacing the standard WebSphere Portal Server
authentication).
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Import WPS Users and Groups into Access Manager

As a first step, we import the existing WebSphere Portal Server users and groups into
Access Manager - this will add the auxiliary LDAP class information required by Access
Manager.

From the Start menu run “Programs->Access Manager for e-business->Administration
Command Prompt”. Enter the commands shown in bold:

pdadm n> | ogin -a sec_naster

Ent er Passwor d: passwOr d

pdadm n> user inport wpsadm n ui d=wpsadni n, cn=users, dc=i bm dc=com
pdadm n> user nodi fy wpsadm n account-valid yes

pdadm n> user nodi fy wpsadm n password-valid yes

pdadm n>

pdadm n> group inport wpsadm ns cn=wpsadni ns, cn=gr oups, dc=i bm dc=com

pdadm n>

Edit “ portallogin.properties”

Add the lines shown in bold to
“C:\WebSphere\PortalServer\app\wps.ear\wps.war\WEB-INF\conf\portallogin.properties”:

WsNewSubj ect {

com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
requi red del egat e=com i bm wps. sso. Get CORBACr edent i al Logi nMbdul e;

com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
requi red del egat e=com i bm wps. sso. CORBACr edent i al Logi nivbdul e;

com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
requi red del egat e=com i bm wps. sso. User DNG oupDNLogi nibdul e;

com i bm websphere. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
requi red del egat e=com i bm wps. sso. User | dPasswor dLogi nivbdul e;

com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
requi red del egat e=com i bm wps. sso. User | dPri nci pal Logi nvbdul e;

com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
requi red del egat e=com i bm wps. sso. Passwor dCr edent i al Logi nMbdul e;

com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
requi red del egat e=com i bm wps. sso. LTPATokenLogi nMbdul e;

com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy

requi red del egate=comtivoli.nts. PDLogi nModul e;

WhsSubj ect Exi sts {
com i bm webspher e. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy

requi red del egat e=com i bm wps. sso. Get CORBACr edent i al Logi nMbdul e;
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required del egat e=com i bm wps. sso. CORBACr edent i al Logi nMbdul e;
com i bm websphere. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
required del egat e=com i bm wps. sso. LTPATokenLogi nMbdul e;
com i bm websphere. securi ty. aut h. modul e. proxy. WsLogi nMbdul ePr oxy
required del egate=comtivoli.nts. PDLogi nMbdul e;

Stop and restart the WebSphere Portal application server.

Test the Configuration

Display the following URL in a browser: https://wpsdemo.boulder.ibm.com/wps/portal.
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This is the “public portal page. Press the Key icon in the top right corner of the portal page
to log in to WebSphere Portal.

(VERSION: 1.0) PAGE 120 0F 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

(VERSION: 1.0)

_|Bl Edc  Yww Fgrodes  Jodk  Help _
| @gech - 4 - D (A A} Dot GEifavetes Phsioy | - '
LISt s v i o oo Lo s e

o8 AAERC YORF A ATan

| & Canced

Passwrond:
|m|—

" Re=ume last Se=sion

Fiease nate | After somee e of mactiaty the syshern il log oo off
Iy and ask pou o log in agsn.

2 iepin | ] Canced

=
e [ v &

Enter “bob” and “passwOrd” in the userid and password fields and press the “Log in”
button.
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Remembering back to when we created the “bob” user id in Access Manager, we created
it as disabled, so the error message shown in the screen image is expected - it confirms
that Access Manager is indeed being used for authentication.

Run the Access Manager Configuration Program again and enter the commands shown in
bold below.

pdadm n> | ogin -a sec_naster
Ent er Passwor d: passwOr d
pdadm n> user nodify bob account-valid yes

pdadm n>

Re-enter “bob” and “passswOrd” in the userid and password fields and press “Log in”.

Security Information il

riril Thiz page containg both zecure and nonzecure
?. ikems.

Do pou want to dizplay the nonzecure items?

Ho Mare Info
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In WPS version 4.1.2, images are accessed via absolute URLs to the HTTP port of the
web server, even when the base page is accessed via HTTPS. So depending on your
browser security settings, you may see an error message similar to the above screen
image whenever you access a secure page in the WebSphere Portal Server. Once we
configure Access Manager WebSEAL in front of the IBM HTTP Server (later in this
document) this message will no longer appear. For now press “Yes” whenever this
message appears.

 Fartal - richsolt [niereed Enplares Lol
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Build Level 412_11E_S00C0A21 2002-08-22 01;32 [BM DEvakomer Works
LEM Parvasieg Comewd
Litensend Materials - Property of [BM [BM i
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(C) Copynght 18M Corp. 2001, 2002 &1 Fghts Reseriesd. WiahCpbmns Pl Carvar
wodd Clock == | uri:
[t B ceo
Local Tarm:
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Emstmm Trma (US B Cansdal 20 oM (BJEOE] MEWE. |
Mk Bearch: -‘
| 5]~ 7
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This is the “private portal page” for user “bob” - note the Welcome message in the top
right hand corner of the portal. Ensure that the URL shows that the page was accessed
via HTTPS.

Press the icon comprising a door with an arrow (immediately below the Welcome
message) to logout of the WebSphere Portal.

The “public portal page” (accessed over HTTP) should now appear again.

Configure WPS for TAM authorization

In this step we configure WebSphere portal Server to use the Access Manager JAAS API
for determining access control rights to specific portal resources.
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Modify WPS Configuration Files
Modify “services.properties”

Modify the entry shown in bold below in:
“C:\WebSphere\AppServenlib\app\config\services.properties™

com i bm wps. servi ces. aut hori zat i on. AccessCont r ol Servi ce =
com i bm wps. servi ces. aut hori zat i on. AccessCont rol | npl

com i bm wps. servi ces. aut hori zat i on. Ext er nal AccessContr ol Servi ce
com i bm wps. servi ces. aut hori zat i on. PDExt er nal AccessCont rol | npl

com i bm wps. servi ces. regi stry. Regi stryService =
com i bm wps. servi ces. regi stry. Regi stryServi cel npl

Modify “ExternalAccessControlService.properties”

Modify the entries shown in bold below in:

“C:\WebSphere\AppServenlib\app\config\services\ExternalAccessControlService.properti
es”.

# Licensed Materials - Property of IBM 5724-B88, (C Copyright |BM Corp.
2001, 2002 - Al R ghts reserved.

e e T #
# Properties of the External Access Control Service #
e e T #

## This flag indicates whether the configuration in this file
## has been configured to connect to the External Security Manager
accesscontrol . ready=true

## After conpleting the PDIRTE and SrvSsl Cfg configurati on,
## the following directives are needed to

## all WP to use Access Manager as an External Security Manager

## Set accesscontrol.pdroot to the root of your Protected Cbject Space for
Portal

PAGE 124 oF 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

## Provi de the user and password for used to create and access the objects
## in the Protected (bj ect Space
accesscontrol . pduser =sec_nast er

accesscontrol . pdpw=passwOr d

## Specify the |location of the Access Manager propeties file for JRTE

accesscontrol . pdurl =file:///c:/websphere/appserver/javaljrel PdPerm properties

## Specify whether to create ACLs in Access Manager for EVERY resource
stored external ly

## Note: The Access Manager adm nistrator will be responsible for all ACL
|'i nkages bet ween

## TAM and WP

## val ues:
#Ht true - if an TAMACL will be created for EVERY resource
#Ht false - if no ACLs will be created for WP objects

accesscontrol . createAcl =true

Modify “AccessControlService.properties”

The following change reduces the time WebSphere Portal Manager caches the results of
earlier access control decisions - which is appropriate for a demonstration environment,
but not a production environment.

Modify the entry shown in bold below in:
“C:\WebSphere\AppServenlib\app\config\services\AccessControlService.properties™

# Licensed Materials - Property of IBM 5724-B88, (C Copyright |BM Corp.
2001, 2002 - Al R ghts reserved.

R e T #
# Properties of the Access Control Service #
R e T #

# The nmaxi mum age of a cached permission in nmlliseconds
# Defaul t: 60000
accesscontrol . maxcacheage=50

accesscontrol . tracel evel =2
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Modify “ConfigService.properties”

By default, if a page accessed by a particular user contains a portlet that the user does not
have sufficient access rights to view, then the portlet is not shown. The following change
configures WebSphere Portal Server to show all portlets on the page, and for those that
the user does not have view rights for, the contents of the portlet are replaced with an
appropriate message. This change is useful in a demonstration environment, but is
probably not appropriate for a production environment.

Modify the entry shown in bold below in:
“C:\WebSphere\AppServenlib\app\config\services\AccessControlService.properties™

# Flag that determ nes whether portlets w thout authorization should
# show up with a warning.

#

# Default: false

portlets.unauthorized.visible = true

Stop and restart the WebSphere Portal application server.
Authorize wpsadmins Group to Move Control of Resources to Access Manager

Create Access Manager ACL for “EXTERNAL_ACL” Object

Start the Access Manager Web Portal Manager in a browser window:
https://wpsdemo.boulder.ibm.com/pdadmin.
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Enter “sec_master” and “passwOrd” in the user id and password fields. Press “Login”.
Select “ACLs->List ACLs” from the (left-hand) menu panel.
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Select the “Clone” link.
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G50 Hesmmee
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Creale 3a0
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Create A0 Troug

;1BM Tivoll Access Manager for e-busingss

Clone ACL

Wow ACL Name: iﬁs_EMﬂH_ﬂEL H
Description; 1

* Required eniry fedd

Plgred O Veari 550 misier

8] Bera

Enter “WPS_EXTERNAL_ACL" in the “New ACL Name” field and press the “Create ACL

Clone” button.
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Click the checkboxes next to the “Any-other” and “Unauthenticated” entries and press the
“Delete Entries” button.

Microsoft Internet EXploFer x|

® Delete the selected entries
Cancel |

Press “OK” to continue.
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Ignore the warning message, as it does not apply (because we also deleted the
“Unauthenticated” entry).

Click the “Create New Entry” link.
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Select “Group” from the pull-down list. Enter “wpsadmins” in the “Entry name” field. Click
the check boxes next to the following permissions:

(T) Traverse
(c) Control

(b) Browser
(g) Delegation.

Press the “Create Entry” button.
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The resulting ACL should appear as shown in the above screen image.
Attach the Access Manager ACL to “EXTERNAL_ACL” Object
Select “Object Space -> Browse” from (left-hand) menu panel. Expand the root level of

the object tree. Notice that the WebSphere Portal Server has created a container object
called “WPS”. Expand the “\WWPS" sub-tree.
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You should see an object called “EXTERNAL_ACL” under the “WPS” container - as

shown in the above screen image.

Click the “EXTERNAL_ACL”" link to edit the object.
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Enter “WPS_EXTERNAL_ACL" in the “Attached ACL" field and press the “Modify” button,

Select “Object Space->Browse” from the menu panel. Press the “Refresh Tree” button
and expand the WPS sub-tree.
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You should now see the ACL attached to the EXTERNAL_ACL object.

Test the Configuration

In a new browser window (keeping the Access Manager Web portal Manager window
open for later use), display the URL: http://wpsdemo.boulder.ibm.com/wps/portal.

Press the Log in button (i.e. the key icon in the top right-hand corner) and authenticate as
“wpsadmin” (password).
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Select “Portal Administration” from the pull-down list of authorized page-groups (or
places).
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Select the “Selected users and groups” radio button and click the “Get groups and users”
link.

PAGE 138 OF 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION

(VERSION: 1.0)

DEMO INSTALLATION GUIDE

sa - o - D A Beewen wirvtes Preany | b I
mgsdermo baoukder i connskmport v frceCispathes_pec102/_po. 0211, et 065651283 i 123) 0 138) v -L 139 7] o | | Lk ]

Fortal Administration =

Pomar: Partsl Gatrage Blears moyd Greaips (1] Pareal C ek

s aned L

B ox | & Camcel

Cr Use the comtrols belom to seerch
for groups and users b asHgn Ganrel rasLtte:

permbsions for, Add the qroups o ddlel o st
Andl Unees i tha daluzsan (e and MEFEITE SRR e

ik QK W bgin mmgnrg
Amcess in wour s s

& Search for grougs
Mame i (use = a5 wildcard]:

O

Groups and wsers sebected:
® Bemowe fram list
= SRERR fr LInars

Mame is (U= * =5 wildcard] : Eiepe leat

Restrict bo group [bank = i)

7 e

B ox | B comcal

o

e [ v

Select the “Search for groups” radio button. Enter “*” in the corresponding search field.
Click the “Go” link.
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Select the “wpsadmins -- group” entry in the search results panel and click the “Add to list”
link.
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Press “OK” to continue.
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Click the “Go” link to display all of the porlets accessible by members of the wpadmins
group - which should be all of the portlets.

Scroll down to the “World Clock” portlet.
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Click the arrow icon on the right-hand end of the line for the “World Clock” portlet - this
will move control of this portlet to Access Manager (once the screen is saved).
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Press the “Save” button. WebSphere Portal Server will now create an entry in the Access
Manager object space and attach a default ACL.

Switch to the Web Portal Manager browser window. Press the “Refresh Tree” button in
the object space and expand the WPS sub-tree.

e
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You should now see the entry and associated default ACL for the World Clock portlet (as
shown in the above screen image).

Click the “PORTLET154" link to edit the ACL.
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ACL Properties
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Click the “Create New Entry” link.
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Iises Create ACL Entry

i ACL: PORTLET154

G raap Entry Type: [Cesr -

i Entry Hame: [bob

itgert Space Permissons
i (P (1) Traversa| (o) Carbed ___|” [g) Dilegation [ {mi Modiy |

Crmte Ohinct Space I~ {d] Delete | " {b] Browss I |5] Sarver J".r.‘lmn]I i View

AL | ta) Attach | I {F] Bymass TOD) I (1) Trace [CinRead |

R I ) Exacute | {I) List Cirectary |7 [N} Create | T (W] Passocrd)

Crmte Action A Add

Eﬂuﬂlu: 360 THFIET ik OF
o [ 15 e |

Select “User” from the pull-down list. Enter “bob” in the “Entry name” field and select the
check boxes associated with the following permissions:

(T) Traverse
(m) Modify
(v) View
Press the “Create Entry button”.

Return to the WebSphere Portal browser window and logoff the “wpsadmin” user - this
will display the public portal page.
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Note that an unauthenticated user cannot now view the World Clock portlet - this is
consistent with the Access Manager ACL we just edited.

Now login to the WebSphere Portal as “bob” (passwO0rd).
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Note that “bob” has can view the World Clock portlet. Also note that World Clock portlet
menu bar shows a small pencil icon - this shows that “bob” also has “edit” permission (i.e.
the “m” Access Manager permission character in WPS 4.1.2).

Click the pencil icon for the World Clock portlet. Select your favorite time zone from the list
in the left-hand panel and click the arrow icon between the panels to copy it to the right-
hand panel.
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Press “OK” to add the new time zone to the World Clock portlet for “bob”. You should now
see the new timezone in the World Clock portlet.

Modify the “PORTLET154” ACL so that “bob” now only has “Tv” permissions. Also add
entries for the special categories “any-other’ and “unauthenticated”, giving them “Tv”
permissions.
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Uses ACL Properties
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The modified ACL should appear as shown in the above screen image.

Return to the WebSphere Portal browser window and press the refresh button while

holding down the Shift key.
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The pencil icon should now not appear for the World Clock portlet for “bob”.

Press the log off icon (door with an arrow) to return to the public portal page.

T 5o wettphers Fostsl - Miorosslt Bsberme § - ¥
| B B e Fgeder Tk el

bk = o - Q) A | Bpoewch siremtn (Gt | 2he
|| Ackmma [ ] e e, boudcer, han eenebeptcstok,senLogpad g o e
WaliSghem - g ¥
Home =
Welrnme be WebSphere Parial msickLinks ¥
B84 Wahs phare Portal Sardar “adck Browsa:
varsion: 4.1.2 h:;-'MTuT.;WL ] H G
Buld Leval: d13_118_20020621 2002-06-23 01152 |EM Develnper Works
Licansed Matanak - Propay of 16 :gﬁerus"! Lampyang
5724 Wetsphere appication §
3 Cnprse [BA Coi, S001, 2006 31 Fights Ragsrved. prviriea bl ol el
Wit Clock T Ui
[T B oo
Local Time:
1:2 PM Esstern Time (U5 8 Canacs] - 52102 E 3
Time Tone Locsl T
Bruszels, Berkn, Bem TiT3 P (Bi2fn2) i Check the readme for late-breskirg news
Ea=tem Time (U5 B Canada) L: 2% PMLB 22
e
F
S —— ;I
e [ [l et i
PAGE 150 oF 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

Step 9

(VERSION: 1.0)

Note that since we have added view permission for unauthenticated users to the Access
Manager ACL associated with the World Clock portlet, the portlet nhow appears on the
public portal page.

Configure SSO from WebSEAL to WPS

In this step we will configure the Access Manager reverse proxy server (WebSEAL) to sit
in front of the IBM HTTP Server. As mentioned in the introduction, this is an optional --
but strongly recommended -- step.

Change Ports Used by IHS and WebSphere

At this stage in the installation process, the IBM Web Server is listening on ports 80 and
443. We will now move these to 81 and 444, to free up ports 80 and 443 for use by
WebSEAL.

Change IHS Listening Ports

Edit “C:\Program Files\IBM HTTP Server\conf\httpd.conf” and modify the entries shown in
bold below:

# Port: The port the standal one listens to.
Port 81

Li sten 444

LoadModul e i bm ssl _nodul e nodul es/ | BWbdul eSSL128. dl |

<vi rtual host :444>

SSLEnabl e

Keyfile "C \Program Fil es\| BM HTTP Server\keytab\i hs. kdb"
SSLV2Ti neout 100

SSLV3Ti meout 1000

</ vi rtual host >

Modify the Virtual Host Definitions in WebSphere

Start the WebSphere Administration Console and select the “Virtual Hosts”: entry from the
left-hand panel.
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In the list of aliases replace “80” with “81" and “443" with “444”. Press the “Apply” button.
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Select the entry for the WPSDEMO node in the left-hand panel, right mouse click and

select the “Regen Webserver plugin” menu item.

Once the plug-in has been regenerated the following message will appear in the log panel

at the bottom of the WebSphere Administration Console.
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AD@J10771: Plugin regenerati on conpleted successfully on node
wpsdeno.

Configure WebSphere Portal Server to Use Different Ports

Modify the entries shown in bold below in
“C:\WebSphere\AppServenlib\app\config\services\ConfigService.properties”:

# The paraneters of the (virtual) host that the portal is accessed through
#

# Defaul t: |ocal host (host.nane)

host . nanme =wpsdeno. boul der. i bm com

host.port.http =81

host.port. https =444

Stop and restart the IBM HTTP Server. Stop and restart the WebSphere Application
Server. Ensure the Default Server and WebSphere Portal application servers are started.

Test the Configuration

Display the following URL in browser window:
http://wpsdemo.boulder.ibm.com:81/wps/portal (note the use of port 81).

PAGE 153 oF 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION

(VERSION: 1.0)

3 B wehiahere
| Al Bt Yea  Faewiter  Took  Help

DEMO INSTALLATION GUIDE

| brak e ) A | e greotn ey | e O

bl
Adchum Emwmm b 0o AL b paetal
¥

Welrnme be WebSphere Parial

B4 WabSphers Portal Sardar
varson: 4.1.2
Buld Laval: 412 _118_20020631 20020622 0132

Litansed Matariak - Propary of 16e
572q-psn
ICY Copyrighe [BA Corp. 2001, 2000 Al Rights Paserved.

Wil Clnck T

Local Tme:
1;54 PM Essharn Times (LIS & Canecls] - 82002

Locsl Tiewe
it PMCBIZIE)
1:% PMUBE2)

Time Zone
Brussels, Berin, Bem
Ea=tem Time (U5 B Canada)

msickLinks

Caick Browsa:

iIE-M Ephawaorks |~
[EM Developer Works

[BfA Pervasmres Computing

24

WelSphers applcation Gerer

Websphers Poral Server

Ui
[t i

Ripminder

i Check the rescme for [abs-bneskirg e

B

e 9

[T [ e

The public portal page should now be displayed (via port 81).

Login as user “bob” (passwOrd).
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The private portal page for “bob” should now be displayed using HTTPS via port 444.
Press the “Log out” icon.
Install Access Manager WebSEAL

Run the WebSEAL setup program:

D:\windows\PolicyDirector\Disk Images\Disk1\WebSEAL\Disk Images\Disk1\setup.exe

Choose Setup Language ﬂ

g Select the language for thiz installation from
| the choices below,

)4 I Cancel

Press “OK” to continue.

Access Manager WebSEAL Setup i _)-_(|

Welcome to Access Manager WebSEAL.

The Ingtalls hield® wizard will inztall Acceszs Manager
wiebSEAL on your computer. To conbinue, click Mest,

¢ Bank

Cancel |

Press “Next>" to continue.
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Access Manager WebSEAL Setup il ]

License Agreement
Pleasze read the following license agreement carefully.

Press the PAGE DOWHM key to zee the rest of the agreement,

International Program License Agreement ﬂ

Fart 1 - General Terms

FLEASE READ THIS AGREEMEMT CAREFULLY BEFORE USING THE PROGRAM.

IBM *wILL LICEMSE THE PROGRAM TOY0OU OMLY IF YO FIRST ACCEFT THE

TERMS OF THIS AGREEMENT. B USING THE PROGRAM vOU AGREE TO THESE
TERMS. IF¥0OU DO MOT AGREE TO THE TERMS OF THIS AGREEMENT. ;I

Do you accept all the termz of the preceding Licenze Agreement? [ pou chooze Mo, the
zetup will close. Toinstall Access Manager WebSEAL, vou must accept this agreement.

|rstallEhield
¢ Back Yes Hao

Press “Yes” to continue.

Access Manager WebSEAL Setup 0 ] _)_(|

Choosze Destination Location
Select folder where Setup will install files.

Setup will install Access Manager WebSEAL in the following folder,

Toinztall ta this folder, click Mest. To install ta a different folder, click Browse and select

anather folder.

Destination Folder
’7E:'\F'rogram FileshT iveali Browsze... |
Cancel |

|rstallEhield

¢ Back

Press “Next>" to accept the default install location.
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Access Manager WebSEAL Setup i

Select Components

Chooze the components Setup will install

Select the components you want to ingtall, and clear the components you do not want to
ifiztall.

— Description

Access Manager WebSEAL
Application Development Kits.
Fazzword Strength and COAS
ADEs are included.

Space Required on C B320 K
Space Available on C FI0292 K
|rstallEhield

¢ Back I Mest > I Cancel

Ensure “PDWeb” is selected. We will not need the PDWeb ADKSs so you can deselect
that package. Press “Next>" to continue.

Access Manager WebSEAL Setup i

InstallShield Wizard Complete

Setup hasz finished inztaling Access Manager WebSEAL on
your computer,

¢Back | Finish Canzel

Press “Finish” to install Access Manager WebSEAL.
Configure Access Manager WebSEAL

Run the Access Manager configuration program: “Start->Programs-> Access Manager for
e-business->Configuration”.
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* Access Manager for e-business Configuration x|

Close

Select a package in the list then click Configure or Unconfigure.

- Refresh |
Installed Packages | Configured
Arccess Manager Runtime ez Yiew log |
Yes
A ar E Mo
Yes
Arocess Manager Weh Portal Manager MHa
Configure. .. |
Urcanfigure, . |
4| | ]

Select “Access Manager WebSEAL” and press the “Configure...” button.

M HTTP Properties |

¥ Allow [unsecure] TCP HTTP access

|BI] Port to use for unsecure HTTP requests

V¥ Allow HTTPS access

443 Port to use for HTTPS requests

OK Cancel |

Press “OK” to accept the default ports.
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1&' Access Manager for e-business Administrator Pass x|

Specify the password for the Access Manager for
e-business Administrator [sec_master].

Password

[

coct_|

Enter the password for “sec_master” (passwOrd) and press “OK” to continue.

Tﬁ' Access Manager for e-business Configuration |

Select a package in the list then click. Configure or Unconfigure.

Refresh I

Installed Packages | Configured
Access Manager Runtime e :
; Wi | I
Access Manager Palicy Server ez sl
Access Manager wWebSEAL Tes
Access Manager Autharization Server ez
Access Manager Web Portal banager Mo
| Eanfigure. l
Unzanfigure. . |
4 3

Once the configuration is complete, press “Close” to exit the configuration program.
Configure Junctions from WebSEAL to the IBM HTTP Server

In this section we will configure two connections (termed “junctions”) from the WebSEAL
reverse proxy server to the IBM HTTP Server - one connection will be HTTP and the
other will be HTTPS.

Load the IBM HTTP Server CA certificate into the WebSEAL Keyring

As we used a self-signed certificate as the server certificate for the IBM HTTP Server, we
need to load the associated CA certificate into the keyring used by WebSEAL for SSL
junctions.

Start the IBM Key Management Utility:

Start->Programs->IBM HTTP Server->Start Key Management Utility
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EI B AR,

g Messsgord

S2EEh Fag amond

=101
Ky iiabatvass imformoetion
. Ry P —
- i
[befaiy |
wiowten..,
15 3
[ M ieabe Hejunsl.
Hivws S Siphail. .
Fadroet Ceidkmie
r]bﬂﬂl.ﬂm sEleCl ine Key Dat abzse Hie mani 10 modk Wit & ke daabase..,

Select “Key Database File -> Open” from the menu bar.

Look jn;

ﬁ certs

Histany
] Deskiop
W pedemo

=24 3 Floppy (&)
== Local Disk [C:]
[Z 1 Program Files
[ Tiwali
[ POweb

@ Compact Dizc [D:]
=2 C% on 'Rapmond' [R:)

M etwark,

File name:

Filez of twpe;

Ipdsrv.kdl:u

#

[ & Files 7]

=

| Open |
Cancel |
FA

Change the directory to “C:\Program Files\Tivol\PDWeb\wwwwcerts” and enter “pdsrv.kdb”
in the File name field - this is the keyring used by WebSEAL to store acceptable CA
certificates for SSL junctions. Press the “Open” button to open the keyring.

(VERSION: 1.0)

PAGE 160 OF 177

1BM CONFIDENTIAL




WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

Password Prompt il
Password:

| OK || Clear || Cancel || Help |

Enter the default password for the WebSEAL keyring, “pdsrv”, and press “OK” to continue.

A I ey Masnagennent - [0 Progran Files", Toeall Piodheh's s certs ypadsevidodh] L= |
Ray Dalabasa File Creale iew Hely

W)

DB Ty (CME hoydalshacele o
Fi Horma: EAPraaram FiASHTNGIIPOIROTWWWI NS08 ki
Hay datal:ase candend

Ky ke fndins rmetion

New Sof Signed.., |

_Estroct Cartiots.. |

{'IIII remEateG ACTon Has Suscosstully ©oma et idl

Select “Signer Certificates” from the pull-down menu.
Press the “Add” button.

Add CA's Certificate from aFile D x|

Data type | Base6d-encoded ASCl data « |

Certificate file hame: |ihs.armi || Browse...

Location: |C:1.Pr0gram FilegBM HTTF Serverkeytab |

| OK || Cancel || Help |

Enter the following filed values and press “OK” to continue:
Data type: Base64-encoded ASCII data
Certificate file name: ihs.arm
Location: C:\Program Files\IBM HTTP Server\keytab\
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Enter a Label } x|

Enter a label for the cerdificate;

IHg]

‘ 0K H Cancel |

Enter “IHS" as the label for the new certificate and press “OK” to continue.
Exit the IBM Key Management utility.
Define WebSEAL Junctions to the IBM HTTP Server

Run the Access Manager Configuration Program again and enter the commands shown in
bold below.

pdadm n> | ogin -a sec_naster
Ent er Passwor d: passwOr d

pdadm n> server task webseal d-wpsdeno create -t tcp -h
wpsdeno. boul der.ibmcom-p 81 -j -w-i -c iv-user /was

OCreated junction at /was
pdadm n>

pdadm n> server task webseal d-wpsdeno create -t ssl -h
wpsdeno. boul der.ibmcom-p 444 -j -w-i -c iv-user /wass

Oreated junction at /wass

pdadm n>

(Note: type each command on a single line and let the Command Window wrap as
needed)

Configure WebSEAL for URL Filtering and Forms-Based Authentication
Edit “webseald.conf”

In order to configure WebSEAL to rewrite the absolute URLs produced by WebSphere
Portal Server we need to perform a minor configuration change in the primary WebSEAL
configuration file. We will also configure WebSEAL to use forms-based authentication
(rather than the default, Basic Authentication).

Modify the values shown in bold below in
“C:\Program Files\Tivol\PDWeb\etc\webseald.conf":

[script-filtering]

# When script filtering support is enabled with the "-j" option in
# pdadnmin, filtering of absolute urls between htm <script>

# tags can be enabl ed.

#
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# htm schenma:server format will be filtered.

script-filter = yes

# Enabl e authentication using the Basic Authentication nechani sm
# One of <http, https, both, none>

ba-auth = none

# Enabl e authentication using forns
# One of <http, https, both, none>

forms-auth = https

Define a Security Policy in Access Manager for WebSphere Portal Servlets
Define Access Manager Objects for the WebSphere Portal Servlets

Create a file “dynurl.conf’ in “C:\Program Files\Tivol\PDWeb\wwwilib” containing the
following lines:

[ was/ wps/ port al /was/ wps/ portal / *

[ was/ wps/ nyport al [ was/ wps/ nyportal / *
[ wass/ wps/ port al [ wass/ wps/ portal / *

/ wass/ wps/ nyport al [ wass/ wps/ nyportal / *

Stop and restart the WebSEAL server (e.g. using the Services Control Panel).
Create ACLs for WebSphere Portal Server Servlets
Using the Access Manager Web Portal Manager (which is now accessed via

https://wpsdemo.boulder.ibm.com:444/pdadmin) create the ACLs shown in the following
series of screen images:
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Crssts Attion Gronp

R Repmmoe
List G50

Create G0

Lirt G20 Groups
Crests GE0Gronp

ACL Properties

Clope Eind Attach Edended Attnbutes

ACL Mame: default-WPS

Description: | Hed Descaipiian

Endries: Cragts bess Enin

Entry hame Type Permissians
IF |sec_mastar |User TemdbsvaBl
rlvadnn | Greup Termkrra
= e s
= Linguthen cated|T
DeieteEmies |
Dimlwts &L

ACL Properties

Clope Find Aftach Edended Attnbutes

ACL Mame: umauthenticated_ok

Description: | Hed Descaipiian

Endries: Cragts bes Enin

Entry Name

Type

Penmissions

SEL_Maslsr

Uszer

TemdbsvaEind

iv-gdmin

[Group

T-:r_rE«.wmd

webzaal saners [Graup

Tepmidbiaed

\A-Ner

Tre

alalalaa

{Uresithenticated

Tre

R

DiEtE ACL

[ 15 [ imwer |
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Crssts Attion Gronp

R Repmmoe
List G50
Create G0
Lirt G20 Groups
Crests GE0Gronp

ACL Properties

Clope Find Aftach Edended Attnbutes

ACL Mame: authenticated_ondy

Description: | Hed Descaipiian

Endries: Cragts bes Enin

Entry Name

Twpe

Permissions |

SEL_Maslsr

Uszer

TendbsvaBrd|

iv-gdmin

[Group

Temdbgvarx

Tajrndesrd

ElElEE

webzaal saners [Graup
|Arother T

| »
Delaia Errigs

 Dislwde ACL |

ACL Properties

Clope Find Aftach Edended Attnbutes

ACL Mame: no_access

Description: | Hed Descaipiian

Endries: Cragts bes Enin

Entry Name

Type Permissions

Uszer

TemdberaBrd

iv-gdmin

e T Tr.m-:ltls'm

==l ]

kel saners Greup Toetand

Diaieta Entizs |

O Dherrs 861 e 1T

[ 15 [ imwer |
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Create POP for WebSphere Portal Server

Using the Access Manager Web Portal Manager (which is now accessed via
https://wpsdemo.boulder.ibm.com:444/pdadmin) create the Protected Object Policy (POP)
shown in the following screen image:

lises Create POP

Chenge My Password PFOP Mame: [551_cndy =
Wiraup Description: |
Cresite Audit Level: T Pennit F Dery T Emgr T Admin
DE::; Spscn Cualiy of Prote ction: [N =

Crexie Chject ™ Warn Only On Palicy Victation
il Ve Thme of Day Access:

List AL = SI.I'IdE','
Crexi= ACL ¥ iMoncay & A Day

Lol A ¥ Tuesday o AT
Lirt Actim Groupe & Werdnesday Betwasn hours of Start Time: o =] [oo =]

& Thuadey End Tirme: Ill “'I i[l[l ﬂ
it 7 Fricksy & Local Time  © LTS Time
i F Salurday

| Faat

Lirt G50 Froipe * Requined sniry fnld

Oh Cheer 3810 FUWESTET HkEE Of m
e —— B
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Attach ACLs and POP to Objects for WebSphere Portal Server

Using the Access Manager Web Portal Manager (which is now accessed via
https://wpsdemo.boulder.ibm.com:444/pdadmin) attach the Access Control Lists (ACLS)
and the Protected Object Policy (POP) we just created to the Access Manager objects as
shown in the following screen image:

| B EH Yew  Feoies Hslp _
| @gech - = - D (A A} Dsewch GEifavetes Phstoy | - '
|H*-I'j”"?ﬁ”"?’°‘?m““f“7"mm”"'“”?. ll .g:_vn. |kt

Usex Browse Object Space
fmrch
E‘I‘.'::;EH:'PHM Fatrash Traw | Pruna Trea |
s Patn AcL POP
i = dafaust-roct
Kibjaet Space Management dafall-mamagamar
Browse HE WES dufud S
Crete Chject {5 WabsEAL defsi-webaral
Crein Ohect Sipace
Lt Bl wpsdamo
List ACL HEE aai-bin
Crexte &L = icons
f:mxmw HE index Himl
Crasts Attion Gronp HH pics
PP e weas
l‘:"":':rIe = wp= unaulhent eated_ok
: E mypoital no_scess
bligl:l:;-_lmtte = ponsl
Crmiz G5O g wess
k“,;,;s’c?sgmp = e unaahertk-ated_ok
=[=] mypotal auhenicaed only  EEL only
=l postal
[rigmed Om Deer- 20 rigiter ka0 m
# BE

Modify the WebSphere Portal Login/Logout Functions to work with WebSEAL
Replace “Login.jsp”
Edit the file:

C:\WebSphere\PortalServenapp\wps.ear\wps.war\screens\htmi\Login.jsp

and replace its contents with the following:

<! DOCTYPE HTML PUBLIC "-//WBC// DTD HTM. 4. 0//EN'>
<ht m >

<head>

<neta http-equi v="Content-Type" content="text/htm; charset=UTF-8">

PAGE 167 OF 177 1BM CONFIDENTIAL



WPS/TAM INTEGRATION DEMO INSTALLATION GUIDE

(VERSION: 1.0)

<neta http-equi v="Refresh"
</ head>

<body>

<BR><BR>

Redirecting to personalized portal page ... select <a
href ="htt ps: //wpsdeno. boul der. i bm conml wass/ wps/ nyportal ">here</a> if your
browser does not autonatically redirect.

</ body>
</htm >

(Note: Except for the line beginning with “Redirecting”, any lines not beginning with “<” are
continuations of the preceding line and should be entered as such).

Create “wpslogout.html”
Create the file:
C:\Program Files\Tivol\PDWeb\wwwlib\htmN\C\wpslogout.html

with the following contents:

<ht m >
<head>
<neta http-equi v="Content - Type" content="text/htm; charset=UTF-8">

<neta http-equi v="Refresh"
content ="2; URL=ht t p: / / wpsdeno. boul der . i bm conl was/ wps/ portal ">

<title>PKM5 Admi nistration: User Log Qut</title>

</ head>

<body bgcol or =" #FFFFFF" t ext =" #000000" >

<font size="+2"><b>User %JSERNAMEY has | ogged out. </ b></font >

<BR><BR>
<BR><BR>

Redirecting to personalized portal page ... select <a
href ="htt p://wpsdeno. boul der . i bm coni was/ wps/ portal ">here</a> i f your browser
does not automatically redirect after 2 seconds.

</ body>
</htm >

(Note: Except for the line beginning with “Redirecting”, any lines not beginning with “<” are
continuations of the preceding line and should be entered as such).

Edit “ConfigService.properties”

Edit the file:
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C:\WebSphere\AppServenlib\app\config\services\ConfigServices.properties

and modify the entries shown in bold below:

# Logout redirect parameters
#

# Default: false, false, <none>

redirect. | ogout = true
redirect.logout.ssl = true

redirect.logout.url =
htt ps: // wpsdeno. boul der . i bm com pknsl ogout ?fi | ename=wpsl ogout . ht m

# Determ nes the | evel that persistent session shoul d operate on
#

# 0 -> do not use persistent w ndow state

# 1 -> use persistent window state, but start with the default page
# 2 -> use persistent window state and start with the page the user
visited before | oggi ng out

#

# Default: 2

persistent.session.level =1

# Determ nes whether the user get the option to resume the session
#

#

0 -> the user has no option to resune or not resume as the case nay be

# 1 ->the user is presented with an option to resune the session at |ogin
#

# Default: 1

persi stent. session.option = 0

(Note: the value for “redirect.logout.url” should appear on the same line s the keyword -
not on the following line as shown above.

Configure SSO from WebSEAL to WebSphere Application Server
Edit “trustedservers.properties”

Edit the file:

C:\ WebSphere\AppServer\properties\trustedservers.propetrties

and add the entry shown in bold below:

# Trust Association Properties
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com i bm websphere. security.trustassoci ati on. enabl ed=true

#Use this property to specify the types of reverse proxy
#servers that will be | oaded at runtine

com i bm websphere. security.trustassoci ation.types=webseal

Edit “webseal.properties”

Edit the file:

C:\ WebSphere\AppServer\properties\webseal.properties

and modify the entries shown in bold below:

# WebSeal Trust Association Interceptor Configuration file
# | BM WebSpher e Applicati on WbSphere Version 4.0, 2001

#Uncomment and use this property to specify the header name(s)
#you expect to exist in the HITP Request

com i bm websphere. security. webseal . i d=i v-user

#Uncomment and use this property to specify where you expect the WbSeal
server(s) to be.

com i bm websphere. security. webseal . host nanes=wpsdeno. boul der.i bm com wpsdeno

#Uncomment and use this property to specify the port(s) fromwhich the
WebSeal server(s)

#recei ve user requets

com i bm websphere. security. webseal . port s=443

#For WebSeal 3.71, if basic |ogin (usernane/password) is used, uncomment and
use this property

# to specify the id that the webseal server nust use to validate trust with
the interceptor

# NOTE: For WebSeal 3.6, Do not uncomment this l|ine

#com i bm webspher e. security. webseal .| ogi nl d=Logi nl D

#For mutual SSL (client certificate), uncomment and use this property to
specify mutual SSL' s val ue

com i bm websphere. security. webseal . nut ual SSL=t r ue
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Enable Trust Association Interceptor in WebSphere

Start the WebSphere Administration Console. Select "Console->Security Center" from the
menu bar.

IeT £
General Authentication l Rale Mappingl Run As Rale Mappingl Administrative Rolel
Authentication Mechanisin: ¢~ | geal Operating System
' Lightweight Third Party Authentication (LTPA
~LTPA Settings
* Token Expiratian: i1 20 minutes
[¥ Enable Single Sign On (S50)

* Domain: fhaulder.ibm.cam

[ Limitto S5L connections onky

Generate Keys.. | Import Key.. | Export Key...

i | DAP € Custom User Registry
~LOAP Settings—

* Security Server |D; m Port: [339—
* Secutity Server Password: W— Base Distinguished MName: ]m
* Host: Joboulderibm.com  Bind Distinguished Name:  [cn=root
Directory Type: lamn—;l Bind Passward: fm—
Advanced.., | S5L Configuration |
oK | Cancel | Apply | Help |

Select the “Authentication” tab. Select the “Enable Web Trust association” radio button.

Press “OK” to continue.

Fgwaring x|

LA Changes will not take effect until the admin server iz restaed.

Press “OK” to continue.

Stop and restart the WebSphere Application Server. Ensure the Default Server and
WebSphere Portal applications start.

Search in “C:\WebSphere\PortalServer\log\appserver-out.log” for messages of the form:
[8/2/02 15:21:23:025 MDT] 6817fafa TrustAssociat A SECJ0121A: Trust
Association Init class

com i bmws. security.web. WbSeal Trust Associ ati onl nt ercept or | oaded
successful ly
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[8/2/02 15:21:23:336 MDT] 6817fafa WbSeal Trust A WPD Aut henti cati on D sabl ed
[8/2/02 15:21: 23: 436 MDT] 6817fafa Trust Associat A SECJ0122A: Trust
Association Init Interceptor signature: \WebSeal Interceptor Version 1.1
[8/2/02 15:21:23: 626 MDT] 6817fafa Trust Associat A SECJ0120A: Trust

Association Init |loaded 1 interceptor(s)

Do not be alarmed by the Authentication Disabled message - this message appears
because we set “...mutualSSL=true” in the webseal.properties file and does not imply that

the TAl is not functioning.
Test the Configuration

Run the Snoop Serviet

Display the URL https://wpsdemo.boulder.ibm.com/wass/serviet/snoop” in a browser

window. Authenticate to WebSEAL when requested as user “bob” (passwOrd).

R — algl ]
B Bl Mea Faeaier  Took - Hel
ek om0 ] A Dtewch hfrecds ooy e O
Agcumn |-g] [ f:'-vwdeﬂ-;- b-odde' i -:m'wés.:.'ﬁ' A bTaag :] e I-rb.’_“‘
Pequest TTRI Sseretbmoop 4
Fegeast probecal HTTE.1
Servlet path e ebimoop
Fath mfo “nome =
(Puth tramlated e >
Charactar sreoding S
IJUEDY g LT e
.Cl:-mﬁlmnlh e &
Ko anberk bype: =i >
SIeCver name whsdams, bouldar. than o om
Berver T EEE]
Bt nsr hob
Remebe pddess 182 168.0.50
[Bemcte ot 192, 16A.0.30
W nthiorienton fohers Baic
.Pr\el'.!rr\ed Cherk Locak !n_US-
Al Clisnt Locales en 115
A1 Chenk Locales en T13
iZontext Paih
Tlser Proncipal hob
Request headers:
AGERE image/pf, maget-ebitmap, mageiFeg. mapepipeg. _ILI
i v

B

5 [ et

Scroll down to the “User Principal” value. It should be set to “bob”

Enter https://wpsdemo.boulder.ibm.com/pkmslogout in the URL line of the browser

window to logout of WebSEAL.

Run the WebSphere Portal Server

Display the URL http://wpsdemo.boulder.ibm.com/was/wps/portal in a browser window.
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| B Gk e Fpomes Dok bep [ |
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rr—— S—— =] e ek
w [-]
ol
Welrnme be WebSphere Parial msickLinks ¥
[E#1 Wabs phare Portal Sarsar Caick Browsa!
varson: 4.1.2 E}ﬁ?ﬂ?aml ] H L]
Buld Leval: 412_116_20020621 2002-06-22 01152 (B0 D mr Wik
Licansed Matanak - Fropamy of 16 :gﬁerus"! Lampyang
S3q-pEs WiskSphers dpplcabon G
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Local Trme:
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Ew [ [l e =

Press the Log in icon (i.e. the key in the top right hand comer of the portal page).

You may see the following screen:

[Frocireactieg b0 parzonalized portal paga .. salact bery £y our browsar does ot sutmaticals nedinet,

X
] o s ) bewicies, b 3 L I
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If you are not redirected to the Access Manager login page within a few seconds, click the
“here” link.

Aceoss Manager Tor o-busbeiss Lagis
& Tlzemame =
& Password '_______—
|
Eipae = e P

Enter “bob” and “passwOrd” in the appropriate fields and press the “Login” button.

_|Bﬂ Bt Mew  Fperfer ook - Hep
Lo+ - DD Y| Qe skt Yy

o

== A

Welrnme be WebSphere Parial

B4 WabSphers Portal Sardar
varson: 4.1.2

Buld Laval: 413_118_20020621 2002-06-22 0132

Le- 1] n
Ucanssd Matunak - Propary of 16H mpﬁ R LTTRLNG
S72q-B55 WeebySphere appication Server
ICY Copyrighe [BA Corp. 2001, 2000 Al Rights Paserved. Websphere Portal Server
Wigrhdl Clock A1 H

[Ty [~

Lizezad Tarre::
557 P Eastam Tima [US & Canada) - BA202

T -
Tk et Lincell Tos

Brussaks, Barin, Bam LLIST PP (B0

Ecstarn Tima (LIS & Canadal 5.57 P (/D) B L R

Brizhana 7I5T MBI ity Rl Bl

Quick Geardh:

I =El y

X
Eipae = e P
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Note that user “bob” is now authenticated to the WebSphere Portal Server.

Press the Log out icon (i.e. the door with an arrow in the top right-hand corner of the portal
page).

-'drlrr-|lg-]lmr:- (iwpsdeen bkder dhes coanpinesopout Tl X hiwd __:] .;;"Du_ I.tb"‘
E
LUser bob has logged out
Lag cif
FRedzectng t= parscnatmed portal page .. select bare £ your browser does not sramatcally rediect aber 2 saconds
L S B
e |5 [ e P

If this page does not redirect to the WebSphere Portal public page within a few seconds,
click the “here” link.
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